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Welcome to Intermapper

Intermapper Server and Network Monitoring
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Intermapper is a network monitoring and alerting program. It continually tests routers,
servers, hubs, and other computer devices that are attached to your network. If Intermapper
detects a failure, it sends notifications to one or more individuals using sounds, email,
pagers, SMS text, or by running a program to correct the problem.

4,

Intermapper includes the following components that work together to help you understand
what is happening on your network:

Component Description For more
information,
see

Intermapper  The core functionality of the product that gathers Using

data about your network and provides polling, Intermapper
alerting, and notifications about its operation. on page 19
Intermapper = Uses NetFlow, sFlow, and J-Flow data to provide Intermapper
Flows detailed information about the kinds of data Flows™
flowing through the network. Overview on
page 292
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Intermapper
Data Center

Intermapper
Remote
Access

Intermapper

Additional components that enhance Intermapper.
Includes access to external authentication servers

and a PostgreSQL database.

A GUI application that allows you to view and
configure your Intermapper system from any

location.

www.fortra.com

Data
Collecting and
Reporting on
page 617

Using
Intermapper
Remote
Access on

page 345
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Getting Started

Installing and Launching Intermapper

Obtain the installation files for Intermapper from the Support portal and install it. See the
Intermapper Installation Guide for information on installion, trial versions, and licensing..

The Intermapper installer also includes Intermapper DataCenter and Intermapper Flows.
During the trial period, all three are available. After your trial license expires, you need a
license to run Intermapper or Flows.

The first time you launch Intermapper, a Welcome page is displayed. Use the shortcuts on

the Welcome page to guide you to the area of Intermapper that will best get you started.

Using Demo Maps

Regardless of your platform, a set of demo maps is available when you open Intermapper.
You can watch the demo maps operate and experiment with them to see how Intermapper
works. For more information, see Trying Out Demo Maps.

Registering Your Software

After you install and run Intermapper, the License Key Required dialog is displayed. From
this dialog, you can register your copy of Intermapper.

To register Intermapper:
1. From the License Key Required dialog, select one of the following:
« Enter a license key now - if you already have a key, you can enter that key now.

« Request a trial license key - if you do not have a key and want to request one.
The Request Trial License window is displayed.

e Order now - to purchase the product.

Requesting a Trial License

To request a trial license:
1. Click Request a trial license key.
The Request Trial License dialog is displayed.
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2. Click Send Request.

Intermapper contacts to retrieve a trial key. The new key is displayed in the area
shown above.

3. Click Register.
The Register InterMapper Server dialog is displayed.

The license shows the registered name, type of license, and the number of devices
and other licenses associated with the key.

4. Click Register.
The license key is registered.

Entering Multiple Licenses

You can enter multiple serial numbers to unlock additional Intermapper functionality. The
Registration pane in the Intermapper Server Settings window shows the licenses that are
currently registered.

To enter multiple licenses:

Click the Registration tab and select one of the following options to add, delete, or view your
license information:

o *-1t0 add a new license or serial number.
e = -toremove the selected license or serial number.
e I -to view detailed information about the selected license or serial number.

Intermapper Control Center

Use the Intermapper Control Center to start and stop the Intermapper and Intermapper
Flows servers and perform other basic configuration tasks.

On macOS systems, Intermapper installs a Menu Bar Application that provides a summary
of Intermapper's status, allows you to start and stop the Intermapper daemon, opens the
Intermapper Control Center, and starts Intermapper.

On Microsoft Windows systems, Intermapper installs an icon in the System Tray (lower right
corner) that allows the same functions. Click the icon to open the Intermapper Control
Center or right-click it to view a menu similar to the macOS menu bar application. You can
also view Intermapper's status from either the menu or the Control Center window.

The System Tray Icon and Menu Bar Application are available only on the machine hosting
the Intermapper server.
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macOS

The menu bar application includes an icon that . W) Tue 1:38 PM
reflects the most serious state of Intermapper. When Open InterMapper 6.1...

the server is not running, the Intermapper program

icon is displayed. The icon can be green, yellow, @ InterMapper Server

orange, or red, depending on the server status. ® InterMapper Flows

Check For Update

The menu bar application can also do the following:

Open InterMapper Control Center...
» Open Intermapper.

« Start or stop the Intermapper server daemon.
e Open the Intermapper Control Center.
e Check for software updates.

The Intermapper Server Status window displays the server name and version, as well as the
current state of the Intermapper server. This window also allows you to start or stop the
Intermapper server or open Intermapper.

Microsoft Windows

« Right-click the system tray icon to
view the menu shown above.

e Click the system tray icon to view the
Intermapper Control Center, shown
below.

The Intermapper Control Center application
is available on supported Microsoft

Windows systems.
@ InterMapper server status change * *

It has the same function of the macOS Interfapper server status changed to: Okay
application, but is called from the System
Tray (lower right corner of the screen).

You can do the following from the
Intermapper Control Center:

« Specify whether the Microsoft Windows balloons appear when map status changes.
» Start and stop the Intermapper or Flows services.
» Open Intermapper.
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» Specify whether to automatically check for software updates.
e Manually check for software updates.

You can do most of these same functions from the context menu that appears when you
right-click the Intermapper status icon.

NOTE: When you stop or start a service from the Intermapper Control Center, the states
of those services are maintained when you restart the machine.
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Opening the Intermapper Control Center

macOS Systems
e From the Intermapper menu, click Open Intermapper Control Center.
The Intermapper Control Center dialog is displayed.

Click Now to open the Fortra portal (https://support.fortra.com/products-and-
downloads/downloads/).

« On the Intermapper 6.6 is available for download dialog, click Yes. The Fortra portal
is displayed.

Microsoft Windows Systems

» Right-click the Intermapper Control Center icon in the System Tray and select Show
Intermapper Control Center.

The Intermapper Control Center dialog is displayed.

« Click Check Now to open the Fortra portal (https://community.fortra.com/products-
and-downloads/downloads/).

« On the Intermapper 6.6 is available for download dialog, click Yes. The Fortra portal
is displayed.

Automatic Update Notifications

Intermapper can automatically check to see if a new version is available for download. This
check is performed at startup and again every 24 hours.

After the first run of the check, Intermapper displays a dialog that allows you to disable the
automatic checking. At any time, you can disable the feature, either by selecting Edit

> Preferences > Behavior > Version Updates or by opening the Intermapper Control Center.
When a new version is available, a message is displayed that includes a link to the new
version.

When you first start up Microsoft Windows version of Intermapper, a message is displayed
that asks if you want Intermapper to check for new versions. This is the only time it asks
this question. If you answer Yes, the check is performed at startup and again every 24
hours.

To enable or disable automatic update checks:
1. Open Intermapper Control Center.
2. Select or clear the Automatically check for updates to Intermapper check box.
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When a newer version of the software is available, a dialog is displayed that
indicates that a newer version is available. From the dialog, you are prompted if you
would like to download the new version.

3. Click Yes to launch a browser with the URL to the new version.

Installing Intermapper Flows

Consider the following before installing Intermapper Flows:

» Intermapper Flows is installed automatically with Intermapper. For more information,
see Installing and Launching Intermapper.

« If you are running a trial version, Intermapper Flows is fully operational. After your
trial expires, an Intermapper Flows license is required.

« Remove any firewalls on the selected UDP ports for NetFlow. The default port is
2055.

NOTE: The Intermapper Flows service/daemon might not start if another program
is using port 2055 (or whatever port you have designated for netflow packets).
Stop or uninstall other netflow packages on the system.

» Configure one or more Flows exporters to send data to the Intermapper Flows
server. Intermapper Flows automatically detects the exporters and begins data
collection. Many switches and routers can be configured to export Flows data.

Intermapper Quick Tour

Try the following with Intermapper to familiarize yourself with the interface and its
capabilities. Learn how to create maps, make maps attractive, send alerts, make charts, and
so on. See Intermapper User Guide for more information.

1. Try out demo maps.

When you install Intermapper for the first time, a set of demo maps is installed. From
the Welcome page, click Try Out The Demo Maps and take a couple of minutes to try
the steps listed in the help text. When you are finished, click Disable This Map. You
can disable the demo map from the Enabled Maps pane of the Server Settings
window.

2. Build maps.

There are several ways to build maps. You can use the Autodiscovery functionality,
manually enter addresses, and import a file. Try the following:
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« Autodiscovery Intermapper can scan a network to find devices

« Create a new map by clicking File > New map. Name the map (for
example, Local Network) and click Next.

» Check the Autodiscovery button in the window and click Next. The
Autodiscover window is displayed.

« Enter a starting point address (the default value is fine) and click OK. You
can also specify a range of addresses to scan.

« Autodiscovery begins. Let the query process or click Cancel in the top of
the map to stop the scan.

« Manual Entry allows you to add devices manually by typing or pasting a list of
DNS names or IP addresses into the window.

» Create a new map, name it North America, and click Next. Click Manual
Entry > Next. The Add Device(s) window is displayed.

o Type www.fortra.com and www.example.com. Click Add. Note that they
appear as devices (rectangles) and turn green a few moments later.
(Intermapper is already testing them.)

» Add a background image to the map by dragging the NorthAmerica.jpg
from the Hands-on Extras folder to the map window.

e Click Window > Zoom window to resize the map to the image.
» Drag the rectangles to the desired location on the background map.

« Create top-level map allows you to create a top-level map that indicates the
most serious condition of a sub-map. You can add icons to the Local Network
and the Unalakleet sub-maps on the North America map.

» Open the North America map and position it and the Map List so you can
see both windows.

» Drag the Unalakleet icon from the Map List to the North America map.
» Drag the Local Network map icon to the North America map.

e Double-click the Local Network icon on the top-level North America map
to drill down. This opens the Local Network map.

3. Make attractive maps. The following techniques are available for making the maps
look more attractive or to convey more information:

« Drag items around to match your network configuration. Lines between
devices are displayed to show interconnections.

» Add a background image to position devices as needed. Drag a PNG, JPEG, or
GIF image into the map window to add it or click Edit > Map Settings.

» Select different icons and shapes for devices to select new icons for the
devices by clicking Format > Icon.
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Change labels on devices The label is the text that appears in or next to the
icon on the map. To edit a device label, click Format > Label or type Ctrl Cmd-L.

Arrange devices on the map Click Format > Arrange to display available
options.

Align command The Format > Align (Ctl/Cmd-Shift-K) command aligns items
vertically and/or horizontally.

Add a link between devices Select two devices and click Insert > Add link or
type Ctrl Cmd-E.

Connect multiple devices to a point Select the devices and click the Attach to
context menu. Lines are drawn and are applied to the next object that you click.

4. Probes for Various Servers In addition to pinging them, Intermapper can monitor
dozens of devices and display their special characteristics. Right-click or control-
click, or click Monitor > Set Probe, to select the probe for one or multiple selected
devices. You can also select one of the following:

Automatic This probe uses either Pings or SNMP queries to monitor the device.
If the device speaks SNMP, Intermapper uses the SNMP Traffic probe to query
the device. If not, Intermapper pings the device and report if it ever goes down.

SNMP Traffic The SNMP Traffic probe monitors traffic on routers, switches,
and so on. It works with nearly all networks from different vendors.

Network Devices There are many probes for monitoring various other
equipment, such as Cisco, Apple, APC and other UPS vendors, and other
equipment.

Servers-Standard Standards-based servers, such as mail, web, LDAP, Radius,
DNS, and so on.

Servers-Proprietary Vendor-specific probes for Apple, Barracuda, Big Brother,
FileMaker, Lotus, and so on.

Miscellaneous Nagios, legacy probes, and probe bundles for wireless and other
gear.

5. Alerts and Notifications Intermapper can place a device into one of five states: OK,
Critical, Warning, Alarm, or Down. Each time the device goes into a new state,
Intermapper can trigger a notification or alert.

Intermapper

Create Notifiers Notifiers are like a robot that watches a device and performs
some action to send an alert when it changes its state. Click Edit > Server
Settings and scroll to the Notifier List at the bottom. Add an email notifier for
yourself.

Examine various notification types Mail, pager (analog modem and SNPP),
command line, trap, group, or syslog.

Look at schedule Alerts are only triggered during the selected schedule,
otherwise they are ignored.
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« Attach a notifier to a device To attach a notifier, click Monitor > Device
Notifiers and select the states that you want to trigger a notification for.

6. Acknowledgment After alerts and notifications are sent, you probably want to set
those problems aside so you can detect new ones. Acknowledging a device changes
its icon blue (to indicate that it has been acknowledged). The device is still down, but
its blue color shows that someone is looking into it. Acknowledging also helps you
know who is working on the problem. Each time you acknowledge a device, you can
enter an acknowledgment message in the Event log. This contains the login name of
the person who acknowledged it.

« Monitor > Acknowledge... (Ctrl/Cmd-') This does the following:
1. Stops subsequent repeated notifications.

2. Logs the message to the Event Log file, along with the name and IP
address of the person who acknowledged it.

3. Theicon stops blinking and turns blue to indicate that it has been
acknowledged and that someone is working on it.

« Basic acknowledgment Only for duration of that state
« Timed For the next n minutes, hours, or days
+ Indefinite Until canceled

7. Dependencies Intermapper suppresses notifications if a device is unreachable
because of another failure. Intermapper supports automatic dependencies and it
follows the links from the vantage point through the map to the failed device. If there
is an outage on that path, Intermapper will not send notifications for the dependent
device.

« Automatic Intermapper follows the links from the Vantage Point.
» Set the Vantage Point - only one per map
8. Charts View the history of selected variables.
» Open a status window for a device.
» Tear off window by dragging outside.
 Click an underlined value to create new chart.
» Drag another underlined link to add it to an existing chart.
9. Edit > Server Settings The server settings shows the preferences for a server.
» Per server Use the Edit > Server Settings.

10. Intermapper Remote Access Allows you to do all of the above, but from anywhere on
the Internet

« Connects to multiple servers at remote locations
» Works through firewall at client/remote site. You select the port.
« SSL Encryption is the default. You can install your own SSL certificate.
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Using Intermapper

You experience Intermapper through the Map List Window, where you view a list of available
maps. When you open a map, it appears in a Map Window.

If you are using RemoteAccess, you might be viewing more than one map list in the Map
List window, one for each server.

You can customize Intermapper by defining Helper Applications and by specifying what
actions should be taken when you double-click an object on a map. You can also set user
preferences for Intermapper and Intermapper RemoteAccess.

Creating Maps

Use this section to find out how to start your map, to use Autodiscovery to find and map
each device on your network, and to manually add devices and networks. After you are
familiar with what maps are and how you can use them, you can add devices to your map by
importing them. You can also export data from maps for use in spreadsheets and
databases.

You can place a physical map image in the background of your map and use geographic
coordinates as you import to place devices automatically in specific locations in relation to
the background image.

Use Intermapper's different probe types to query your devices in specialized ways to give
you more accurate information about the device states.

As you become more familiar with what Intermapper can do, you can add networks and
scan them. You can create sub-maps, allowing you to view large networks through an
overview map and drill down to see more details

Arranging Your Map

After you create your map, you can rearrange devices into logical groups, change the
appearance of devices, change the device labels, add text, or add a background image. For
maps with large switches, you can hide some detail. For tips on arranging your map, see
Arranging Tips.

Notifiers and Alerts
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You can set up devices to alert you to problems in a number of ways. When a device goes
into the specified state, a notifier is triggered and alerts you to the problem.

You can create your own notifiers and configure them to send an Email message, page
(through a modem or network), send a text message to a cell phone, or execute a script or
system command. You can also open a WinPopup window on a Microsoft Windows system,
send an entry to a Syslog server, or send an SNMP trap.

You can attach notifiers in the following ways:

» For each map, you can define a default set of notifiers to be attached to a device.

» You can attach one or more notifiers to one or more specific devices.

e You can create groups of notifiers and assign them to a device.

e You can attach a notifier to one or more interfaces on a device.

If a device goes down and other devices are attached to that device, you can set a Vantage
Point. Intermapper can then determine that the attached devices are dependent on the
down device, and will not send notifications for those devices.

Network Monitoring

Intermapper begins polling devices as soon as you create your map. A lot of information is
immediately available by viewing the Status window for a device, network, or link. You also
view and edit a device or network information from the Info window. For routers, switches,
and other devices with interfaces, you can view status or other information about specific
ports through the Interfaces window.

You can set thresholds for a number of statistics:

» For devices, you can set thresholds for packet loss or network traffic, and
Intermapper alerts you when a behavior is out of range.

« For links, you can set thresholds Error, Link Utilization, and Interface Discards.
e You can set default thresholds the server, a map, or a device.

You can create charts that graph one or more data values associated with a device. You can
also view a detailed Event log and Outage log to help you accurately troubleshoot problems.
You can also create new log files for logging specific data.

If a device or link goes down, you can acknowledge the problem, which prevents
Intermapper from sending notifications. There are several options for acknowledging
problems that allow you to control the resumption of notifications after acknowledgment.
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You can collect data from devices and save it in the Intermapper Database, through the
Intermapper DataCenter. The data can be retrieved for reporting and analysis. You can set
policies to specify how much data is retained and how long it is retained.

Server Settings

Use the Server Settings panel to view information about Intermapper, to set preferences,
and to configure Intermapper's Remote, Web, Telnet, and Authentication servers. You can
also maintain Intermapper's firewall and user list, enable and disable or control access to
maps, and create notifiers.

Intermapper Reference

Use Intermapper Reference to view comprehensive lists of menu commands, details about
the available device probes, file and folder locations, and learn advanced data import and
export techniques. You can also learn how to use and customize the Intermapper web
server and how to use the Intermapper Telnet server.

Troubleshooting Intermapper

Use the Troubleshooting section to help you learn about IP addresses, Domain Name
Servers, SNMP, WINS Names, and view a number of frequently asked questions.

Using Intermapper

You experience Intermapper through the Map List Window, where you view a list of available
maps. When you open a map, it appears in a Map Window.

If you are using RemoteAccess, you might be viewing more than one map list in the Map
List window, one for each server.

You can customize Intermapper by defining Helper Applications and by specifying what
actions should be taken when you double-click an object on a map. You can also set user
preferences for Intermapper and Intermapper RemoteAccess.

Creating Maps

Use this section to find out how to start your map, to use Autodiscovery to find and map
each device on your network, and to manually add devices and networks. After you are
familiar with what maps are and how you can use them, you can add devices to your map by
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importing them. You can also export data from maps for use in spreadsheets and
databases.

You can place a physical map image in the background of your map and use geographic
coordinates as you import to place devices automatically in specific locations in relation to
the background image.

Use Intermapper's different probe types to query your devices in specialized ways to give
you more accurate information about the device states.

As you become more familiar with what Intermapper can do, you can add networks and
scan them. You can create sub-maps, allowing you to view large networks through an
overview map and drill down to see more details

Arranging Your Map

After you create your map, you can rearrange devices into logical groups, change the
appearance of devices, change the device labels, add text, or add a background image. For
maps with large switches, you can hide some detail. For tips on arranging your map, see
Arranging Tips.

Notifiers and Alerts

You can set up devices to alert you to problems in a number of ways. When a device goes
into the specified state, a notifier is triggered and alerts you to the problem.

You can create your own notifiers and configure them to send an Email message, page
(through a modem or network), send a text message to a cell phone, or execute a script or
system command. You can also open a WinPopup window on a Microsoft Windows system,
send an entry to a Syslog server, or send an SNMP trap.

You can attach notifiers in the following ways:

For each map, you can define a default set of notifiers to be attached to a device.

You can attach one or more notifiers to one or more specific devices.

You can create groups of notifiers and assign them to a device.

You can attach a notifier to one or more interfaces on a device.

If a device goes down and other devices are attached to that device, you can set a Vantage
Point. Intermapper can then determine that the attached devices are dependent on the
down device, and will not send notifications for those devices.

Network Monitoring
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Intermapper begins polling devices as soon as you create your map. A lot of information is
immediately available by viewing the Status window for a device, network, or link. You also
view and edit a device or network information from the Info window. For routers, switches,
and other devices with interfaces, you can view status or other information about specific
ports through the Interfaces window.

You can set thresholds for a number of statistics:

» For devices, you can set thresholds for packet loss or network traffic, and
Intermapper alerts you when a behavior is out of range.

» For links, you can set thresholds Error, Link Utilization, and Interface Discards.
» You can set default thresholds the server, a map, or a device.

You can create charts that graph one or more data values associated with a device. You can
also view a detailed Event log and Outage log to help you accurately troubleshoot problems.
You can also create new log files for logging specific data.

If a device or link goes down, you can acknowledge the problem, which prevents
Intermapper from sending notifications. There are several options for acknowledging
problems that allow you to control the resumption of notifications after acknowledgment.

You can collect data from devices and save it in the Intermapper Database, through the
Intermapper DataCenter. The data can be retrieved for reporting and analysis. You can set
policies to specify how much data is retained and how long it is retained.

Server Settings

Use the Server Settings panel to view information about Intermapper, to set preferences,
and to configure Intermapper's Remote, Web, Telnet, and Authentication servers. You can
also maintain Intermapper's firewall and user list, enable and disable or control access to
maps, and create notifiers.

Intermapper Reference

Use Intermapper Reference to view comprehensive lists of menu commands, details about
the available device probes, file and folder locations, and learn advanced data import and
export techniques. You can also learn how to use and customize the Intermapper web
server and how to use the Intermapper Telnet server.

Troubleshooting Intermapper

Use the Troubleshooting section to help you learn about IP addresses, Domain Name
Servers, SNMP, WINS Names, and view a number of frequently asked questions.
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Trying Out Demo Maps

The first time Intermapper launches, the Demo Map file is opened to show simulated
network activity such as outages, high traffic, and other problems that you might see in a
real network.

The following image shows a portion of an example map with devices (rectangles) that are
connected by links (lines).

. This is the high level map that links to sub maps in the grou
M daln M ap To view the individual sub maps, double click on the icons ¢
Metwaork Operations, Co-op Wirelss, or Office Location,

Getting Started & ~.

~J Metwork Operations
Demo Router
» * [nterMapper . \

& . : -
Create a Map & Double dick to view the .

detailed Network Operations Map s .
Online Help

Welcome Videos

Demo Device %E Live Demo ((‘{7’.
InterMapper FAQ 75

Map Gallery

// I ~.
[
= - Disable This Map

Demo Chart

emo Windows
3:;/
Poll Intervalz |30 Seconds ., | 4 m
= A / A

The following describe the items on the map:

» Devices are displayed in green to indicate that the device is up and running.
» Devices that cannot communicate with Intermapper are displayed in blink red.

 Click and hold a device to see a status window of detailed information and outage
history, or right-click or Ctrl-click it and select Status Window from the menu.

e You can tear off status windows to keep them open by dragging the mouse outside
their boundary.

« Different sounds indicate that there are failures. (Intermapper can also send email or
pages.) To silence these alarms, click Preferences from the Edit menu, click the
Sounds subcategory of the Behavior category and clear the Play sound notifications
check box.

« Lines (links) show dotted lines (ants) when traffic exceeds a threshold

 Links are displayed in a yellow or orange background when traffic exceeds 50% or
90%.
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« Circles at the ends of links (they look like raindrops in puddles) indicate errors that
have been detected by the interface.

e Circles close to the device indicate receive errors.
e Circles close to the network indicate transmit errors.

» Click and hold on a link to see a status window of port and interface information and
traffic statistics or Right/Ctrl-click it and select Status Window from the menu.

In addition, note the following on the map as it operates:

» Some devices become dim from time-to-time because they shadowed by another
failure on the map. The shadowed devices depend on all devices in the path to it.
Intermapper can automatically detect this state and avoids notifying the network
manager about outages if the dependent devices are unreachable because of the
other failure.

e On several of the demo maps, a star appears on a device to indicate the Vantage
Point for shadowing. Intermapper suppresses notifications for a device if it cannot
reach the device from the Vantage Point without going through a failed device. (It is
in the shadow of a failed device.)

Map Window

You can view any map in a Map window. The following example shows maps installed with
Intermapper.

For an in-depth explanation of the elements that appear in the map window, what they
mean, and how to use them, see Monitoring Your Network (Pg. 154).
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_ This is the high level map that links to sub maps in the group.
Maln Map To view the individual sub maps, double click an the icons of
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InterMapper FAQ s
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Disable This Map

Demo Chart
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Title Bar

The Title bar shows the map's title, state, and standard controls for zooming, minimizing,
and closing the window.

[- Demo Network Operations = = =

Menu Bar
The Menu bar contains the map menus.

|Fi|e Edit View Monitor Insert Format Window Help

For more information on each menu, see the Command/Menu Reference (Pg. 348).

Toolbar

The Toolbar contains buttons to toggle the edit mode and to switch from one view to
another.

]

o
& @

4l HE |
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Switching Between Monitor Mode and Edit Mode

Click the Lock button at the left end of the tool bar to switch the map between Monitor
mode and Edit mode:

&) In Monitor mode - The map is not editable and status windows appear when you
click and hold a device, link, or network.

(7]  InEdit mode - The map is editable. Status windows can be opened with menu
commands.

Tip: Press Tab to switch between Monitor and Edit modes.
Switching Views in the Map Window

Click one of the following buttons to switch to a different Map Window view:

[ _ ] Map view - Shows the map graphically, showing
devices, networks, and their interconnections.
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Intermapper

List view - Shows the devices on the map as a list,
with columns for the device status, name, address,
probe type, and current and previous condition.

» Select columns and sort as described in
Choosing and Sorting Columns in List Views
on page 29 below.

e Drag items from one map to another. The
source map must be in the List view. The
target map must be editable, but can be in any
view.

» Sort by Status to see the most serious
conditions appear at the top of the list.

e Alt-click or Cmd-click (Mac) a value in the Poll
Interval column and select a new value to set
all devices to the same poll interval.

l NOTE: You can also view a global list of devices.

To view a global device list:

« With a server selected in the map list, select
Device List from the Map List Window menu.
A list of all devices on the selected server is
displayed.

www.fortra.com
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@ Device Notifiers view - This view allows you to see
which notifiers are attached to each device on a
map. Another way to think of itis as a
responsibilities view - what devices does a certain
notifier apply to.

e Select a notifier from the menu. You can see
the checkboxes for all recipients.

e To set a value for all devices, Alt-click or Cmd-
click (Mac) to set a value. The value changes
to the selected value for the entire column.
This works for all check boxes, Delay, Repeat,
and Count columns.

e To see and edit all notifiers, select Edit
Notifiers from the Notifier menu.

e Select columns and sort as described in
Choosing and Sorting Columns in List Views
on page 29 below.

Link Notifiers view - This view allows you to see
which notifiers are attached to interfaces on a map.

 Attach notifiers to interfaces in exactly the
same way as in the Device Notifiers view.

« Alt-click or Cmd-click (Mac) a check box to set
the notifier status for all links to the same
value.

o Select columns and sort as described in
Choosing and Sorting Columns in List Views

on page 29 below.

Intermapper www.fortra.com page: 27



Using Intermapper / Using Intermapper

Intermapper

Chart view - Shows the list of charts for the map.

Expand the tree to view a chart's datasets.
Double-click a chart name to open the chart.

Right-click the Chart List button to open a
chart without switching the view.

Right-click a chart to do one of the following:
® Show the chart
® Rename the chart
® Delete the chart

Right-click a dataset to do one of the
following:

® Show the chart containing that instance
of the dataset

® Show the device generating the dataset

® Raise the status window for the device
generating the dataset

® Rename the dataset
® Remove the dataset
® Export data from the dataset
B Delete data from the dataset

Select columns and sort as described in
Choosing and Sorting Columns in List Views

on page 29 below.

Dataset view - This view shows the datasets
available for charting and data collection in this
map. With the map in edit mode, you can choose a
retention policy for any dataset.

This view shows the following:

A list of devices on the current map.

The dataset name, type, and current retention
policy and variable for a selected device.

Available interfaces and associated datasets.

Select columns and sort as described in
Choosing and Sorting Columns in List Views

on page 29 below.
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Choosing and Sorting Columns in List Views

Use the Choose/Sort menu (Click #, upper right corner of the list) or the Columns and Sort
menus in the View menu to select which columns you want to view and the order in which
you want to sort the list.

Select or clear a check box from the Choose/Sort menu in the upper right of the
window or pane to include or exclude a column.

Use the Sort submenu to select the column you want to sort by.
Click a column heading to sort by that column.
Click again to sort in reverse order.

Use the Columns submenu in the View menu to select the columns you want to
view.

Use the Sort submenu in the View menu to select the column you want to sort by.

Map Legend

The Map legend to the right of the toolbar shows the different states of the map and the
number of devices in each state. It also acts as a filter in list view.

offf 0© o 0 14@) 0 | 0 14«.,-:r

Badge @ Color Meaning

O

Red Down - No response has been received
(Flashing)  from the device within the specified
timeout period.

Red Critical - The specified threshold for the
(Solid) critical state has been met.
Orange Alarm - The specified threshold for the

alarm state has been met.

Yellow Warning - The specified threshold for
the warning state has been met.

Green Up - The device is working below the
specified thresholds.

Gray Unknown - The device is not being
polled, so its state is unknown.
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Purple Searching - The device is searching for
adjacent routers (during auto-
discovery) or is tracking unnumbered
interfaces.

’p Acknowledge - Timed or Indefinite -
The problem has been acknowledged
and notifications are suppressed, either
indefinitely or for a specified period of
time.

v Acknowledge - Basic - The problem
has been acknowledged, and
notifications are suppressed until the
device comes back up, at which time
the checkmark is cleared.

List Acknowledged Devices - (Filter
button) Lists all devices that have been
acknowledged.

v List Un-Acknowledged Devices - (Filter
button) Lists all devices that have not
been acknowledged.

« Click alegend icon to view a list of devices that are currently in that state.
» Click the icon again to return to the previous view.
 Shift-click icons to view devices in more than one state.

Example: Shift-click the Alarm and Warning icons to see devices in either of those
states.

« Click one of the Acknowledge Filter buttons (to the right of the legend) to list
acknowledged or un-acknowledged devices.

NOTE: The filter buttons work with the legend icons. Clicking a Filter button shows
only the devices in the selected state that are acknowledged or un-
acknowledged. It is possible to click a filter button and see no devices.

Map Area

The Map area is the canvas on which you create your map. To get started, look at Creating
Maps for information on starting your map (Pg. 41). The Creating Maps section provides
information on creating (Pg. 41), arranging (Pg. 79) and making your map look just the way
you want (Pg. 79) it to look. You can also find a quick reference of editing shortcuts (Pg. 1).
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For an in-depth explanation of the elements that appear in the map window, what they
mean, and how to use them, see Monitoring Your Network (Pg. 154).

Status Bar

The Status bar contains controls for switching in and out of map edit mode, setting the
polling interval, and zooming in and out of the map.

| |Pl:||| Interval: | 30 Seconds 4 b 100% o | ‘
The Poll Interval menu sets Poll Inkerval: | 30 Seconds
the polling interval for the 30 Minutes A
map. 20 Minutes
10 Minutes
2 Minutes
1 Minuke

30 Seconds W

The Map Zoom menu sets the 3 [100%
zoom factor for the map. If 100% A
you select Auto, the map 125%

zooms automatically when
you resize the window.

175%

200%
225%
250%
275% W

Map List Window
Use the Map List window as the primary interface to Intermapper.

« With Intermapper, you can control all aspects of the Intermapper server running on
your local machine. You can also disable a map by right-clicking it and selecting
Disable Map.

« With Intermapper Remote Access, you can access multiple Intermapper servers from
the same machine. If you have administrator access, you can edit all server settings
on a remote server. You can also disable a map by right-clicking it and selecting
Disable Map.

The menu items available in the File menu differ slightly between Intermapper and
Intermapper Remote Access. For more information, see File Menu (Pg. 349).
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Map List Window

Use the Map List window to view a list of maps. If you have Intermapper Remote Access,
you can also view a list of other available Intermapper servers, to log into one or more
servers, and to view a list of maps currently running on each server.

P o

© Map List E=N ESR
File Edit Window Help

| Server/Map - | Current User | e+ ]
. = InterMapper Admin -
~ Do SR
- Demo Co-op Wireless Admin
- Demo Network Operations Admin
- Demo Office Location Admin
B MyMetwork Admin
- Vantage Point Admin
- Warehouse Admin
+=-7 -

Using the Map List Window
The following are tips for getting the most out of the Map List window:

» A green map name indicates that the map is open.

» Position the cursor over a map in the list to view its DNS Name and/or IP address,
and the port on which it is listening for Intermapper Remote Access connections.

« Right-click or Ctrl-click (Mac) a map to select commands from the context menu.

» Use the Quick Menus, described below, to perform map-related commands and
operations.

» Select columns and sort as described in Choosing and Sorting Columns on page 33.

» Use the Columns menu to select which columns to view in the Map List window.
Quick Menus

Use the following quick menus at the bottom of the map list window to access frequently
used functions:

[

P o

Mew Mag... I
Add Server..,
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e Click the Add menu to add a map or server.

» Select a map and type Delete (=) to remove the map from the Map Window.

l NOTE: This does not actually delete the map; it simply disables it.

» Select a server and click Info to view or change info about a server.

e Use the Tools menu to perform a number of map-related & .
operations. You can enable and disable maps, back up, restore, | Erable M i
. . naole = |4 .
or duplicate a map. You can also import or export maps and =R
data files, as well as open the Server Settings window. Backup...
Restore...
Choosing and Sorting Columns Rename...
Duplicate
Use the Choose/Sort menu (Click #, upper right corner of the list) or Import v
the Columns and Sort menus in the View menu to select which Eroort X
columns you want to view and the order in which you want to sort the pe
list. Device List

Server Settings...
e Select or clear a check box from the Choose/Sort menu in the
upper right of the window or pane to include or exclude a
column.

» Use the Sort submenu to select the column you want to sort by.
» Click a column heading to sort by that column.
» Click again to sort in reverse order.

e Use the Columns submenu in the View menu to select the columns you want to
view.

» Use the Sort submenu in the View menu to select the column you want to sort by.
Arranging your Maps into Folders

You can arrange your maps into folders as shown above, using the Server Configuration >
Enabled Maps pane of the Server Settings window. For more information, see Enabled Maps

(Pg. 266).

Viewing the Global Device List

From the Map List window, you can view a list of all devices on a particular server.

To view a global device list:
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With a server selected in the map list, select Device List from the Map List Window menu. A
list of all devices on the selected server is displayed.

Device List Window
Use the device list window to view the following:

e Global list of devices
e List of notifiers
» List of Layer 2 devices

List View

[:] g e Use the Device List view to see a global list of devices used in all of the
maps on the Intermapper server.

& Device List = ol

Eile Edit View Moenitor Window Help

(E] 8 @ |s4Devices 1l o = 0y 1@ 90| oy saad
Mame Condition Conditi... Prewio... Previo... Probe... Address Poll In... MapM... ®F

'  Warehouse ... 0K 10/29/1... Cemo Pr... 192.188.8... Inherit + Warehouse *

) Scanmer #3 0K 10/258/1... Demao Pr... 192.168.8... Inherit « Warehouse

) Scanmer #2 0K 10/258/1... Demao Pr... 192.168.8... Inherit « Warehouse

O  Scanner #1 OK 10/29/1... Demo Pr... 192,168.8... Inherit « Warehouse

& pomfretvtus OK 10/29/1... HTTP (F... 69.195.12... Inherit » MyNetwork

& Office Locat... 0K 10/29/1... Map Status 127.0.0.1  Inherit » Demo M...

& Metgear Wir... 0K 10/29/1... [HTTP] 4... 10/29/1... Wireless ... 192.168.8... Inherit » MyMNetwork

- MFCS440CH Ok 10/258/1... SMMP -T... 192.168.8... Inherit « MyNetwork

) [ MFC3440CN OK 10/258/1... Probe Gr... 192.168.8... Inherit « MyNetwork

) @ localhost, 0K 10/258/1... Probe Gr... 127.0.0.1  Inherit «+ MyNetwork

@ © localhost, 0K 10/29/1... Probe Gr... 127.0.0.1  Inherit » MyNetwork

& Demo Wind... OK 10/29/1... Demo Pr... 192.168.5... Inherit » Demo Of... |=

& DemoVOIP ... OK 10/29/1... Demo Pr... Unknown Inherit » Demo OF...

) Demo Secur... 0K 10/258/1... Demao Pr... Unknawn Inherit - Demo Of...

) DemoRouter OK 10/258/1... Demo Pr... 10.1.3.2 Inherit - Demo Of...

) Demo Printer OK 10/258/1... Demao Pr... Unknawn Inherit - Demo Of...

& DemoMNote... OK 10/29/1... Demo Pr... 192.168.5.1 Inherit » Demo Of...

& DemoMNAS OK 10/29/1... Demo Pr... Unknown Inherit » Demo OF...

& DemoMacOs OK 10/29/1... Demo Pr... 192.168.5... Inherit » Demo Of...

' DemoMac 0K 10/29/1... Demo Pr... 192.168.5... Inherit » Demo Of...

) Demo Linux ...0K 10/258/1... Demao Pr... 192.168.5... Inherit « Demo Of...

. DemoDevice OK 10/258/1... Demao Pr... Unknawn Inherit - Demo Of...

& Comtrend.H...0K 10/29/1... SNMP -T... 192,168, 1.1 Inherit w MyMNetwork _

| N ISR | [N ¥ 4 P P e W TA M A [ LY T N D S I
Down: 11 < 3

Device List Columns

Status The state of the device. The icon color matches its color in the map.

Intermapper www.fortra.com page: 34



Using Intermapper / Using Intermapper

Name The first line of the device name as shown on the map.
Condition The most severe (worst) status of the device.

Date When the device entered its current state.

Previous condition The device status before it entered the current state.
Date & Time When the device entered the previous condition.
Probe Type The probe type of the device.

Address The network address of the device.

Map Name The name of the map in which the device appears.

Manipulating the Device List
You can interact with the Device List as follows:

» Double-click an entry in the Device List to switch to the proper map and highlight the
device with zooming rectangles.

e Select columns and sort as described in Choosing and Sorting Columns in the
Device List Window on page 36.

» Resize columns by dragging the separator between the columns to the proper size.

» Reorder the columns by dragging a column to a new position in the Device List
window.

» When the map is editable, use the menu in the Poll Interval column to set the poll
interval for a device.

» To set the poll interval for all devices at once, Alt-click the menu in the Poll Interval
column and select a value.

Notifier View

53

Use the Notifier List view to view a list of devices attached to the selected notifier
and all settings for that notifier or device combination.

Using the Notifier List view, you can attach a notifier to a device or check to see which
devices are attached to a given notifier. You can set delay and repeat parameters to control
escalation of a problem.

» Choose a notifier from the menu.
« Select or clear the check boxes for the device states for which you want to trigger an
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alert.
» Set delay, repeat, and repeat count settings for the device as needed.

Layer 2 View

Use the Layer 2 List view to view a list of switches, VLANs, and NIC
manufacturers, with a list of devices connected to each.

For more information on the Layer 2 view, see The Layer 2 View.

Choosing and Sorting Columns in the Device List Window

Use the Choose/Sort menu (Click #, upper right corner of the list) or the Columns and Sort
menus in the View menu to select which columns you want to view and the order in which
you want to sort the list.

» Select or clear a check box from the Choose/Sort menu in the upper right of the
window or pane to include or exclude a column.

o Use the Sort submenu to select the column you want to sort by.
 Click a column heading to sort by that column.
» Click again to sort in reverse order.

» Use the Columns submenu in the View menu to select the columns you want to
view.

e Use the Sort submenu in the View menu to select the column you want to sort by.

Layer 2 View
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#* Devices on Miain Metwork - = Endboi = E@
= — — § ndpoints
File Edit View Monitor \-Iﬂ(lCE Filter Pane | | Pgne I
@ [ |stemsshown | ) ) ! ) s 1@ sA 2015:1@ 0@ oF s
Filter: |Enter Host Name or Address Switch Port, MAC Address  DNSName VLAN NICMan... FirstSeen LastSeen &
[¥] Showr all ports ® 192.168.... -
x 192,168.... e -
= - ” \ f ; \
Switches (8) - % 192.168.... Port.. 1 Connections
0 152.168.1.3 & 20 182,168.... Port... Pane
192,168.1.248 1 192.168.... Port... Lk
D DWSWITCH2 2 - 192.168.... Port... 00-1f-28-... 192.168.1.2procurve. .. Prucur:r" J
H Gurdev & 5 - 192.168.... Port... 00-18-fe-... 192.168.... procurve...
IO procurve610.dartware.com 7z 192.168.... Port... 00-1a-a0-... 192.168.... dhep-60.... [Vla... 81612 L., 816/12 L...
Il ProCurve4104gl %
0 PROCURVE 190294 1
I south-closet-sw.dartware... 18 :
VLANS (4) (£4) The same MAC address is assigned to multiple switch ports. Check for m\ssl‘lfé connections, (1 duplicates)
[vlan-Unaware] 2 -
default 109 Switch Port Fdb CoP LLDP sty Switch Port *
J
testvlan 16 * Pprocurve2610.da... 8 P - .y procurve2610.da... 19 .
VLANODD3 1 ® 192.163.1.248  Port#8  ++ PROCURVE 190294 Port #6
NIC Manufacturers (25) ® procurve2slD.da... 24 - - — ProCurve4104gl Al
[Unknown] 3 #®  procurve2610.da... 7 - - - - south-closet-sw.... Falf24
Abocom 0 * procurve26in.da... 18 - - - — Gurdev Fa0/1
Allworx 4 ® procurve26i0.da... 9 - - 192.168.1.3 el
APC 3 ®  procurve2610.da... 21 - 192.168.1.248  Port #7
Apple . 15 #®  procurve26i.da.., 25 - - - DWSWITCH2 a3
Brocade Commt_lnlcahnns ®  procurve2610.da... 21 - PROCURVE 190294 Port #6
Erother Ind.stries - procurve2610.da... 32 - - (192.163.139) a1
Cisco Systems 3 south-closet-sw.... Fadf24 — ProCurved4104gl Al
Dell 2 Gurdey Fab/t - ProCurved104gl A1
Elitegroup Computer System 2 - south-closet-sw.... Fad/24 — Gurdey Fa0/1 -
Connected Devices: 128 (@ 12 connections, 1 neighbor 8/16/12 11:57 AM [ ) ]

The Layer 2 View contains the following panes:

« Endpoints pane - the upper-right pane lists all switch ports and the devices
connected to them. It contains only those ports and devices that match the filter
criteria in the Filter pane.

« Filter pane - the left pane provides criteria for showing or hiding endpoints based on
their presence on a particular switch, VLAN, or the endpoint's manufacturer. It also
lists available switches, the VLANs in which they appear, and manufacturers of
network interface cards of the devices connected to them. Use the check boxes to
select or hide endpoints in the Endpoints pane and type additional criteria to help
select the endpoints to view.

» Connections pane - the lower-right pane provides details about switch-to-switch
connections.

Intermapper User Preferences
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. . Map Style ' Map 5t
Use the Preferences command, available from the Edit S —

menu, to set user preferences for the Intermapper user Sounds Sounds
interface. These settings affect only the copy of the

. Language
Intermapper or Intermapper Remote Access you are running; _ Language
it does not affect other user settings. Double-Click Bouble-Click
Windows
. . M A
To view and edit Intermapper's preferences: Windows

Version Updates
Server Discovery

1. From the Edit menu, click Preferences The Logs _
Preferences window is displayed. Animation Version Updates
2. Inthe left pane, click the name of settings you want Graphics Logs
to change. If necessary, expand a section to view the Animation
more settings. The selected settings panel is Task Bar Menu _
displayed in the right pane. Graphics
Map Style
Use the Map Style panel to set your preference for the style
in which your maps are displayed.
. . Intermapper
« Use three-dimensional map style - (selected by Remote Access

default) Select this check box to use the current three-
dimensional display style, with gradient colors, rounded rectangles,
and status icons.

» Display the following status badges on devices - select or clear the check boxes for
the badges you want to appear on devices. By default, the Ok badge is not selected,
but all other badges are.

Sounds

Use this panel to enable or disable sound notifications. Select or clear the Play sound
notifications check box to turn sounds on or off.

Language
Use this panel to specify the language you want Intermapper to use in the user interface.

To change the language from the system default, select your language from the Language
Options menu. All available language options are listed.

NOTE: You must restart Intermapper or Intermapper Remote Access to apply your
changes.
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Double-Click

Use this panel to specify the default action to take for a device or network that does not
have an action assigned. Use the Action dropdown menu to choose from these options:

» Helper App - Select a helper application to launch.
e Open URL - Type a URL in the Action text box.

 Built In - Select an Intermapper menu command from the menu tree. By default, the
Info window is displayed.

Windows

Use this panel to specify whether charts and status windows are hidden when a map
becomes inactive. You can also reset the state of Ignored windows.

» Hide charts and status windows when Map is inactive - Select this check box to hide
charts and status windows for any map that is not the Active window. If the box is
not selected, all open charts and status windows remain open.

» Reset Ignored Windows - A number of alert messages provide the option not to
show the message again. Click this to reset the state of all ignored windows.

e Customizing Status Windows - Status windows can be modified with customized
font names/sizes and background colors.

Status Windows

You can change the background color, font, and size of a status window. Color changes are immediately applied. Font
changes are applied to the next status update or when you cose and reopen the status window.

Font Mame: |Ludda Console ]

Font Size: |12 W

Background: | White ]
Preview: Device Status

Server Discovery (Intermapper Remote Access Only)
Use this panel to specify whether or not to search for Intermapper servers on the local LAN.

Discover Intermapper Servers on the LAN - Select this check box if you want Intermapper
Remote Access to search for Intermapper servers on the local LAN.

Version Updates
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Use this panel to enable or disable the Automatic Update function by selecting or clearing
the Automatically check for updates box and select Daily, Weekly, or Monthly from the
menu. This function is also available from the Intermapper Control Center. To check for
updates immediately, click Check Now on the Intermapper Control Center.

Logs

Use this panel to control the amount of information saved in the server log and whether to
save it to disk.

» Log Line Count - Specify the number of lines of the server log that appear in the
Debug, Event, or Outages Log window. This can reduce the amount of memory
required to display a log window.

o Client Debug Log - Select the Store Client Debug Log on disk check box to save the
debug log to your local disk.

Animation

Use this panel to specify the animation settings. Faster animation looks better, but might
use more CPU power than you want if you are running a slower CPU or have very large
maps.

« Select or clear the Display Animations check box to turn animations off or on. (They
are off by default.) This turns off traffic indicators (ants) and transition effects
(scale changes, scrolling to found devices, effects when windows opening or closing,
and so on).

« Animation rate - Select an animation rate by moving the slider left for slower rates or
right for higher ones. The selected rate appears in the upper right above the slider.

Graphics
Use this panel to control how graphics are rendered.

Use the Anti-aliasing controls to smooth the jagged look of diagonal and curved lines.
Some users find that anti-aliased text or lines are blurry or fuzzy. Select or clear the check
boxes to apply anti-aliasing to text or graphics.

NOTE: The Anti-aliasing settings are hints to help the graphics system render the
graphics. The settings might be ignored by some systems.

Use the Image Scaling slider to choose level of quality to use when viewing maps at a zoom
level other than 100%. The selected algorithm can affect application performance.
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Use the Label Coloring section to control the appearance of built-in shapes (rectangle, oval,
cloud, and wire). For these objects, the outline is colored, but label text is black or white for
contrast. To set the label text to the same color as the outline color for built-in shapes,
select the Use Outline color for Label Text on Built-in Shapes check box.

l NOTE: Deselect the object to see the effect of the Label Coloring change.

Task Bar Menu (Intermapper only)

Use this panel to specify whether to show a task bar icon for the Intermapper Control
Center.

Show status in task bar - Select this check box to show the status icon in the task bar
(Microsoft Windows) or menu bar (macOS).

Creating Maps

Starting Your Map

When you launch Intermapper, a Map List window is displayed. It contains several demo
maps, which show examples of network maps and contains brief descriptions of the
elements appearing on the maps. Double-click a map to open it.

After you explore the demo maps, you can use the Auto-discover function to create your
first map.

Creating a New Map

To create a new map:

To create a new map, choose New Map from the File Menu. The New Map Constructor
window is displayed.
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Mew Map Constructor

New Map
Create a new map and add devices.

Choose a name for the new map:

Cancel

(=]
s

Type a map name and click Next.The second page of the New Map Constructor is

displayed.

Mew Map Constructor

New Map
Create a new map and add devices.

Choose a method of adding devices to the map:

Autodi
@ A e are sttached,

Manual Entry
them to a map.

Import a file
populste 2 map.

InterMapper scans subnets and routers for devices that

Type host names or IP addiresses of devices to add

InterMapper will read tab-delimited or XML files to

-

=

Cancel

| Previous | [ Create ]

« Autodiscovery - Intermapper's Auto-discover function automatically scans your
network, looking for network devices to add to your map. It uses several heuristic
techniques (including SNMP probes, ICMP echo packets, and DNS and NBP queries)
to discover all devices that are present. It then places those devices on a map.

« Manual Entry - Type or paste a list of host names or IP addresses for the devices you

want to add to the map.

« Import a file - Specify a tab-delimited, CSV, or XML import file. For more information,
see Importing Data Into Maps (Pg. 631).

For information on using the Auto-discover function, see Using Auto-discover (Pg. 43).

Intermapper
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Importing Data into a Map

You can also create a map by importing data from a text file. For more information, see
Importing Data Into Maps (Pg. 631).

Intermapper Labels

Intermapper adds a label to each discovered device. By default, it uses the device full DNS
name. Networks are labeled with both an IP addresses and the number of bits in the subnet
mask (indicating the network range). For example, the network labeled 192.168.1.0/24
indicates that the IP devices are in subnet 192.168.1.0, with a subnet mask of 24 bits
(255.255.255.0).

NOTE: You can change a device label using the Label command, which is available in the
Format menu (Pg. 385).

Using Auto-Discovery

You can use Auto-Discovery to create a new map. Auto-Discover scans your network and
creates an IP-based, Layer 3 view of the map.

NOTE: If your network contains Layer 2-enabled switches, you can also use Layer 2
information to increase the accuracy of a map's representation of your network
topology once the devices have been discovered.

For more information, see Mapping With Layer 2.

For existing maps, you can use the manual technique to convert the map. For new maps
created with Auto-Discovery, use the automatic technique.

To use Auto-Discover to create an initial network map:
1. From the File menu, select New. The New Map Constructor window is displayed.
2. Type a map name and click Next.

3. Select Auto-discovery and click Create. The Automatic Device Discovery window is
displayed.
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4.

10.

In the Enter a starting host | Automatic Device Discovery =5
name, or IP address text
box, type or paste the host
name or IP address you
want to use as the starting Enter an IP address range to discover:
point for auto-discovery.
A name is suggested for
you. It is the DNS name or IP Specify a SNMP Community: | public
address of a router, or if T T

there is no router, the

Enter a starting host name, or IP address:

192.168.1.

) | Stay within 12| hops of starting device
computer lntermapper 1S | Scan for devices on all networks Edit Filtess...
running on. ACCGp'[ the
default or type any of the
foIIowing: | Automatically layout [ Start Discovery ] | Cancel |

e A DNS name

« An IP address (if you want to create a map of another part of a network.)
If you type a name or address of an SNMP-speaking router, Intermapper draws
interconnections to other routers in the network more quickly.

To discover a range of addresses rather than all addresses, type them in the Enter an
IP address range to discover text box. Use hyphens, wildcards, and CIDR slash
notation to specify an IP address range. For more information, see Entering an IP
Address Range.

If you have SNMP-speaking devices in your network, type an SNMP Community (Pg._
734) string in the Specify an SNMP Community text box.

Select your Discovery Options, as explained in The Auto-Discovery Window (Pg. 45)
below.

Click the Filter button to set a filter for the discovery.

Click OK to start the Auto-discovery process. A Discovery Status bar is displayed.
The status bar shows progress statistics for subnets, queued routers, and addresses
remaining to be scanned.

 Scanning subnets,,, | m— Cancel

Subnets: 1 Crueved Routers: 0 Addresses Remaining: 65

As the network is scanned, discovered devices appear in the current map (or in a list
if you cleared the Automatically Layout check box). When Intermapper finds all
devices within the specified subnet, the Discovery Status bar disappears.

| |Click the Map View button near the upper left corner of the Map window to view
your network as a map, showing devices and networks as icons, with the
interconnections between them.

To stop the auto-discovery process:
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Click Cancel to stop the discovery process and to avoid adding new devices or networks. All
devices added before you stop the process remain in the list.

Automatic Device Discovery Window

You control the starting point, the SNMP Community string (Pg. 734), the breadth of the
network search, and the kinds of devices that are automatically added to the map using the
Automatic Device Discovery window.

« Starting host name - The rﬁ;utomatic Device Discovery @ﬂ
DNS name (Pg. 733), IP
address (Pg 730) or WINS Enter a starting host name, or IP address:
name (Pg. 739) of a device R

touseasa starting point for Enter an IP address range to discover:
the auto-discovery.

» IP Address Range - Use
hyphens, Wildcards, and Spedfy a SMMP Community: |public
CIDR slash notation to
specify an IP address range.

Discovery Oplions

| Stay within 1| hops of starting device
¢ SPECIfy an SNMP | Scan for devices on all networks Edit Fiiters...
community -The SNMP read-
only community string to be
| Automatically layout [ Start Discovery ] | Cancel |

used to interrogate all
devices. (Intermapper
attempts to read SNMP
information using the specified community string. It is set to public by default.

« Stay within NN hops of starting device - Stops autodiscovery after Intermapper
searches the specified number of hops from the starting device.

« Scan for devices on all networks - Specify the device kinds to automatically add to
the map. Select the check box or click Edit Filters to open the Network Scanning
window.

» Click Automatically layout to allow Intermapper to automatically lay out the map.
» Click Start Discovery to initiate a scan of the specified host.

Network Filter Dialog
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) ) rNetwork Scanning @-‘
Select one of the following the filters _ _
you want to use to add devices to the | Scan for new devices matching:
map:

Scan Type
e Active - Intermapper performs @ Active Al addresses that answer Ping/Echoes.
a Complete |P address scan for Named Added using the Automatic probe type.
each network. A device is SNMP
added for each IP address that
responds. Additional Probes
* Named - Each IP address in the HTTF Select a filter name for more information

subnet is looked up in the DNS. about it.
If a corresponding name is
present, the device is added to
the map. | oK | | Cancel |

e SNMP - Intermapper sends an
SNMP GetRequest to each
address in the range. Any device that responds is added to the map and uses the
SNMP Basic Traffic probe. If the device does not respond to SNMP, the probe is set
to Ping/Echo.

e HTTP - If the device responds to an HTTP request, an HTTP probe is added to the
device (along with SNMP Basic Traffic or Ping/Echo probe), and the device becomes

a probe group.

What Happens During Auto-Discovery?

During auto-discovery, Intermapper attempts to discover all devices on a network, based on
the IP address and SNMP string provided. It does this by querying the router and ARP
tables. Then, using any scan filters specified in the Network Scanning window, it scans all
attached subnets, mapping all devices it finds, until it reaches the hop count specified in the
Discovery Options section of the Automatic Device Discovery window. It then performs the
following processes concurrently and iteratively until the specified limits are reached:

« If Intermapper discovers an SNMP speaking router, it attempts to discover the
interfaces the router has and what other routers are connected to those interfaces.
Intermapper then queries each of the discovered routers for their connected
networks and begins auto-discovery on each network.

» For each network or subnet discovered, Intermapper pings every address on that
subnet to find more active or named devices.

« When Intermapper finds a device, it uses several techniques to characterize it. For
example, it sends SNMP queries (with the specified SNMP community strings) to
determine what kind of device is present.
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WARNING: In auto-discovery mode, Intermapper might ping or query every
device address on a subnet. If your network has an intrusion detection
system, autodiscovery might trigger intrusion alarms. Be sure to check with
the network manager before using this feature.

NOTE: It might take a long time to perform auto-discovery on a large subnet (a
Class A or B subnet). Intermapper limits its auto-discovery queries to two per
second so that it does not overload any networks. Therefore, it takes about
32,000 seconds (just under 10 hours) to completely scan the class B subnet
(with 65,535 addresses).

To create your maps more quickly, you can type or paste one or more host DNS
names (Pg. 733), IP addresses (Pg. 730), IP address ranges, or WINS names
(Pg. 739) in the Add Devices window (Insert menu). (WINS names must be
preceded by "\\".) Intermapper immediately adds them to the map and connects
them to the proper network.

You can also import a list of devices from a text file. For more information, see
Importing Data Into Maps (Pg. 631) .

The following is a typical map after auto-discovery is complete:
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Entering an IP Address Range
You can enter IP address ranges in several ways, depending on what you need to do. These

ranges are useful for configuring access in the Intermapper firewall, as well as for
autodiscovery.

Valid Characters

» Use hyphens (-) to separate high and low values.
» Use wildcards (*) to indicate a full range of values.
» Use slashes (/) to enter a range in CIDR notation.

Examples
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Address range using hyphens
© 192.168.1.1-31 - specifies any device intherange 192.168.1.1 to
192.168.1.31.

©192.168.1-10.1-10 - specifiesinsubnets192.168.1.*to0
192.168.10.* and finds addresses between 1 and 10 within each subnet.

Address range using "*" wildcards
o Each wildcard corresponds to a range of 0-255.
©192.168.1.*-equivalentto 192.168.1.1-255.
© 192.168.*.*-class Brange.
o * % % _*-3gl|l addresses.

Address range using wildcards and hyphens
°© 192.168.1-10.* - finds 255 addresses in each of 10 subnets.
© 192.168.*.1 -finds address #1 in each of 255 subnets.

Address range using CIDR ("slash") notation defines length in bits. This is often
referred to as prefix length or prefix bits.

© 192.168.0.0/24 -equivalentto 192.168.0.* Class C.

© 192.168.0.0/16-equivalentto 192.168.*.* Class B.

© 192.168.1.128/25-equivalentto 192.168.1.128-255.

° example.com/24 - the last 255 addresses at example.com (Class C)

°© example.com/25 - 126 addresses beginning with either 1 or 129, depending
on the value of the last octet of the IP address for example.com.

Manually Adding Devices

Add devices to your map manually using the Device command in the Insert menu or the Add
Device(s) command in the context menu.

To manually add devices:
1. Make sure the map is in Edit mode.

2. From the Insert menu, select Device or right-click or Ctrl-click in the window and
select Add Device(s) from the Context menu. The Add Devices window is displayed.

3. Enter the device names and/or addresses.

4. The device(s) are monitored with the specified probe. To select a different probe
type, click Choose and select a probe as described in Select Probe Window (Pg. 50).

5. Click Add. All devices entered are added to the map.
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NOTE: If you enter a DNS name, the device is added to your map only if a DNS entry can
be found.

« Enter one or more host names or " Add Devices ==
addresses - Enter individual host names or
addresses or paste a list of DNS names, IP
addresses, or WINS names into this window. 192.168.1.32
Entries must be separated by commas (,) or
by whitespace characters, such as spaces,
tabs, or carriage returns. You can copy a list

Enter ane or more host names or addresses:

of host names and addresses from a text , i I —
file or from a traceroute program. You can Frose Type: Automatic lcmil
also use WINS names (Pg. 739) (preceded | Cancel || Add |
by backslashes \\). For each entry that

responds, a device is added to the map. Add Device(s) window.

» Probe Type - Shows the type of probe
currently assigned to the device. Click
Choose to open the Select Probe window and choose a different probe.

e Click Add to add the devices to the map.

NOTE:

If any of the device names cannot be resolved (if a device name is not configured in
your domain name system server) or if a device cannot be tested with the selected
probe, you can still correct the entry.

NOTE: IPv6 To ensure that when possible, host names are resolved to IPv6 addresses
rather than IPv4 addresses, enclose the host name in [square brackets]. For
example, [myserver.example.com].

Set Probe Window

Use the Set Probe command, available from the Monitor menu, the device's context menu,
or by clicking Choose from the Add Device(s) window, to view the Select Probe window.
From this window you can select and configure the probe for selected devices.

« The left pane contains a hierarchical list of probes, divided into sections and
subsections.

» Theright pane shows the description and configuration options for the selected
probe.
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For a comprehensive list of probes with descriptions, see the Probe Reference (Pg.

409).

i Set Probe @
=-Basic Ping/Echo it
s-Automatic
--Map Status The Ping/Echo probe sends an ICMP echo request packet

i..SNMP Traffic
[+-SHNMP
[+-Network Devices
[+-Servers-Standard
[+]-Servers-Proprietary
[+-Miscellaneous
[+-Wireless

[+ Experimental
[+-MIB Viewers
+-Probe Groups
--SMMP - Printer Status
[+-WMI

to the target device to determine if it is active and
responding. The parameters are:

Mumber of Data By fes spedifies the number of bytes of
ICMP data to send. The default setting is 20 bytes. The
mimimum value permitted is 16 bytes; the maximum is 2000
bytes.

Data Pattern spedfies the hexadecimal pattern that is
repeated throughout the payload contents,

Tip: To send a 1500 byte IP packet to an IPv4 target, set
the number of data bytes to 1472, To send the same IP
packet size to an IPv6 target, set the number of data bytes
to 1452,

InterMapper sends the ping packet, then waits for a
response, The time it waits is determined by the device's
Timeout, If no response is received after that time,
InterMapper re-sends the echo request, waiting again the
device's Timeout. Each device has a limit of the number of

-

MNumber of Data Bytes: |20

;ll}; @ Data Pattern (Hexadedmal): |24
(o (o

To choose and configure a probe:

1. Choose a section - In the left pane, click the plus sign (+) to expand the section and
subsections to view the probes. Click minus sign (-) to collapse an expanded section

or subsection.

2. Choose a probe - In the left pane, click a probe within a section or subsection to
select it. The description and options for the probe are displayed in the right pane.

3. Set the probe's options - In the right pane, enter or select the options you want to
use with the selected probe. These options vary, depending on the probe. Click
Default to reset the probe options to the default settings.

4. Click OK to select the probe.

Additional Set Probe Window Actions

4F Import a probe - Click this button and select from a standard file dialog to
import a probe file.
(w] Reload probe list - Click this button to reload the list of probes found in the

Intermapper Settings/Probes folder.
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More Click this button to launch your browser and view a list of probes
Probes...  contributed by Intermapper ysers.

Adding Networks to the Map

Intermapper uses network ovals to represent a subnet (a range of IP addresses). It uses
these networks as graphical connecting points for all the devices on the subnet. When
Intermapper places an SNMP-speaking device on a map, it automatically adds a network for
each of its interfaces.

You can also manually add new networks.

To add a new network: " Add Network =)
1. From the Insert menu, click Network. An _ _ _
. . . Spedify IP subnets using CIDR. or slash notation:
Add Network window is dlSplayed. {2.g. "12.34,56,78/24" or “www .example.com)24”)
2. Enter the IP subnet information or range and 192.168.10.1/24]
click OK. For more information on IP
| Cancel | [ Add ]
addresses and subnets, see About IP (Pg.
m)-' Add Subnet window.

The network is added to the map as an oval,
labeled with the specified network
information. Devices that belong to that subnet are automatically connected to the
new network.

Enter an IP subnet (in the form of x.x.x.x/yy).

NOTE: Adding a subnet does not automatically initiate the discovery process. To
scan the new network, right-click the new network oval and click Scan Network.
For more information, see Scanning a Network (Pg. 53).

Adding and Removing Links

Intermapper might not connect devices to the proper network in every case. If this happens,
you can make the connection manually.
To manually add a link:

1. Make sure the map is in Edit mode (Pg. 154).

2. Right-click or Ctrl-click one of the objects that you want to link to another.
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3. From the menu, click Attach To. A line appears, connecting the selected object to
your cursor. For example,

192.168.81.0/24 —— 192.168.81.1 |

4. Click the object you want to connect to. A link is created between the two
objects. For example,

192.168.81.0/24 —— 19?-158-8'\1 = 192.168.80.0/24

NOTE: After a manual connection has been established, Intermapper remembers
it. You can drag manually-connected items around the map, and they work just
like the links Intermapper that created automatically.

To remove a manually-connected link:
1. Make sure the map is in Edit mode (Pg. 154).
2. Right-click or Ctrl-click the link and selectRemove. The link disappears.

Scanning A Network

Intermapper can scan an IP address range to discover all devices on that network. It then
adds the discovered devices to the map and connects them to the proper network.

To scan a network:
1. Select a network oval and click the Insert menu.

or

Right-click the network oval.
2. Click Scan Network. The Network Scanning window is displayed.
3. Select a Scan Type.

4. In the Additional Probes field, specify if you want to add an HTTP probe to the
device (converting it to a probe group) when a response to an HTTP request is
received.
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5. Click OK. The network oval turns purple and remains that way until scanning is
complete, at which time the color changes to the default network color.

" "

Metwork Scanning @

Scan for new devices matching:

Scan Type
@ Active All addresses that answer Ping/Echoes.
Mamed Added using the Automatic probe type.

SMMP

Additional Probes

HTTF Select a filter name for more information
about it.

I Ok J | Cancel

Creating Sub-Maps

You can hide details by creating a top-level map that provides an overview of many
individual maps. Each icon on the top-level map shows the status of another map (a sub-
map). The color of the icon indicates the most serious condition on its sub-map. Sub-maps
can be on a local computer or could even be on another Intermapper server.

The following example shows the Atlanta map that opens when you double-click the

Atlanta icon on the National map. Notice that on the National map, the Atlanta icon is down
(displayed in red). The Atlanta map shows that the LDAP server is the reason for the outage.
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ATLANTA OFFICE
This map shows the Main Office in Atlanta,
with the servers and desktops, and the
Router/Firewall connected to the Internet.

InterMapper
Server
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i o® o4 raﬂ.

=

Backbone
Switch

!

To Interm

To Chicay
HTTP, HTTFS Router/
SMTP, POP3 & SNMP Firewall
e &

Poll Interval: | 30 Seconds ]

Creating a Sub-Map

Use the Map Status probe to create an icon that represents a sub-map. To do this, add a
device with the address of the Intermapper server on which the map is running, (127.0.0.1 if
it's on the local computer) with a Probe Type of Map Status.

The color of the icon for a map item using a Map Status probe indicates the most serious
condition on sub-map.

To add a sub-map item to a map:

1. The easiest way to add a sub-map is to drag the desired map from the Map List
window to the map. In certain cases, the Set Probe window is displayed with the Map
Status Probe selected.

2. Click OK to accept the default settings. A new device is added, using the current map
and user account information.
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To manually add a sub-map:
1.
2.

i Set Probe

-SNMP
+-Network Devices
H-Servers-Standard

[

E:

[
[+-Servers-Proprietary
[+-Miscellaneous
[+-Wireless
[#-Experimental
[+/-MIB Viewers
[+-Probe Groups
~SMNMP - Printer Status
[+-WHMI

Map Status

This probe allows InterMapper to monitor the state of a map
running on another InterMapper server. InterMapper
periodically queries the specified map, and the icon displays the
status of the "worst” item on that sub-map. Double-dlicking the
icon with InterMapper Remote opens a window with the remote
map and brings it to the front.

To make & device with the "Map Status” probe, create a device
with the DNS Name or IP address of the InterMapper server
being monitored (or Tocalhost™ if it's a local map) when adding
the device to the map. Then select Map Status for the probe
type, and configure it with:

Map Mame spedifies the name of the map on the remote server,

Liername specifies a user name that has read-permission on
the map.

Passwordis the password for the corresponding username.

Map Name:

+ &

| Port: 8181

&) (o

From the Insert menu, select Device.
Type the IP address (Pg. 730), DNS name (Pg. 733), or WINS name (Pg. 739)

(preceded by backslashes \\) of the Intermapper server that contains the sub-map.
Sub-maps might be running on the local Intermapper server (use the address
127.0.0.1), or type the address of Intermapper running at a customer site, at a
branch office, or at an international office.

Specify the Port to connect to (default is 8181).
From the Basic category, select Map Status.

Type the Map Name.

NOTE: If your map is nested in a sub-folder, you must enter the full path to the
map. For example, "/MySubFolder/MyMap.map". If you add the sub-map by
dragging it into the map from the Map List window, the path is entered

automatically.

Type the User Name and Password of an account on that server. This account must
have read-access to the map.

Intermapper
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7. Click OK. The new icon is displayed on the map and its color reflects the state of
everything on the sub-map.

To view the sub-map:

Double-click the sub-map icon. The map opens so you can see and modify (if you have been
granted permission) the settings on the sub-map.

Sub-Map Best Practices
The following are best practices when setting up a map status probe:

« Use a username that has the minimum amount of privilege (read-only). Never set up
a map status probe using a username that has administrative privileges.

« Use only one username per server for map status probes. Intermapper has a limit of
2 user logins per connection. If map status probes monitoring maps on a server are
configured using more than one username, you might need to explicitly log out from
the map status probe before you can access a map status probe that uses a
different username.

For example, assume you have access to map status probes on server S, and MapB
and MapC are on server S that you do not have access to. When you double-click a
map status probe for MapB, the Intermapper client logs you in as user B (you are
logged in twice on server S). You cannot open MapC before you log off of MapB.
This restriction is only for one server, if you are using map status probes to monitor
maps on multiple Intermapper servers, you can use a different username for each
server.

Creating Probe Groups

Overview

Use a probe group to include multiple probes targeting the same IP address into a single
icon on a map. A probe group shows the worst status among the probes in the group. A
probe group counts as a single device against your license count.

l NOTE: Only those devices that reference the same IP address can be added to a group.

About the Control Probe

Each probe group can contain a control probe. Setting a control probe affects the probe
group as follows:
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« When a control probe is defined, no notifications for the other probes in the group
are sent if the control probe is down.

e The group's interfaces match those of the control probe.

When you create a group containing an SNMP probe, a control probe is automatically
determined for the group. This is the first SNMP probe detected and can be changed. If
there are no SNMP probes in the group, no control probe is defined. See Setting a probe
group's control probe (Pg. 60) .

How Grouped Devices are Probed
The following is how devices are probed after grouping:

« Each member probe is polled at its own rate, with its own settings. The settings in
place when the device is added to a probe group are used, including poll rate,
attached notifiers, and probe parameters. You can edit the settings for any probe.
For more information on editing these settings, see Editing Settings for a Probe
Within a Probe Group.

» The device icon's state reflects the most serious condition of its member probes.
When the state of a member probes becomes the most serious state, the device
icon's state changes to reflect it.

« By attaching a notifier to the device, you can get notifications whenever any probe
in the group has a problem.

« By attaching a notifier to a member of the group, you can get notifications when
that member probe has a problem.

« If the control probe is down, no notifications are sent for any other member of the
group.
« Interface information is shown based on the selected control probe.

Use the Group command to create a probe group from a set of selected devices.
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To create a probe group:

1. With the map editable, select the devices you want
to group. All devices must use the same IP
address.

2. From the Insert menu, select Group. The selected
devices are replaced by a single device icon.

When you double-click the resulting device icon, the
grouped probes appear in a list in the group's Info
window.

(@) Info for Warehouse 25 (=3

General | Name Probe Type Poll Interval

(@31.130.96.86.static.... HTTP Inherit v
Probes. (@31.130.96.56.5tatic.... Ping/Echo Inherit +

Warehouse #5
66.95.130.31

FTP (No Lagin)

(@31.130.96.66.static.... POP3 Inherit «
Thresholds (@31.130.95.56.static.... SMTP Inherit +

Before grouping

[ Warehouse #5 @

] o | [ conca ] [ omv |

After grouping
NOTE: When you group probes, the resulting group

uses the first line of the first device as its label. You
can change the label before or after grouping.

Creating One or More Empty Probe Groups

You can create an empty probe group and add probes to the group as needed.

To create an empty probe group:

1. From the Insert menu, select Empty Probe Group. The Add Probe Group(s) dialog is
displayed.

2. For each probe group you want to add, type or paste a host name or IP address.
3. Click Add. A probe group icon is displayed for each entered host name or address.

Adding Devices to Probe Groups

You can add probes to a group by doing the following:
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» Add an existing device to a group.
» Add a new device to a group.
» From the list view, drag and drop a device into a group.

To add an existing device to a probe group:
1. Select the group and the devices you want to add to it.

2. From the Insert menu, select Group. If all selected devices use the same IP address
or host name, the selected devices are added to the existing probe group.

To add a new device to a probe group:
1. From the probe group's Info window, click the plus sign (+). The Set Probe window is
displayed.
2. Select the probe you want to use, set its parameters, and click OK. The probe is
added to the group.

To remove probes from a group:
1. Double-click a probe group. The probe group's Info window is displayed.

2. From the Info window, select the probes you want to remove from the group. Shift-
click to add contiguous probes to your selection or Ctrl-click to add or remove
discontiguous probes from your selection.

3. Click the minus sign ( - ). The selected probes are removed from the probe group
and appear as separate devices in the map.

NOTE:
From the List view, you can also drag a probe out of a probe group.

Editing Settings for a Probe Within a Probe Group

Each probe in a probe group can be polled at its own rate, have its own settings, and can be
edited while part of the group.

To edit a probe's setting within a group:

1. Double-click the probe group's device icon. The Info window is displayed, showing
the list of probes in the group.

2. Double-click to open the Info window for the selected probe, or Right-click or Ctrl-
click the probe, and select an option from the Context menu.

Setting a Probe Group's Control Probe
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You can set the control probe for a probe group. If the control probe is down, no
notifications are sent for any other member of the group and the group's interfaces match
those of the control probe.

To set the control probe for a group:
1. With the map editable, double-click the probe group icon. The Info window is
displayed.
2. Click Probes in the left panel. The probes in the group is displayed.

3. In the left column of the probe list, click the star icon for the probe you want to use
as the control probe. The color of the star changes to indicate that the probe is the
control probe.

-~

Mame Probe Type

Iﬁ 31.130.96.66.static.eigbox.net.  FTP (Mo Login)
g.l 31.130.96.66,static.eigbox.net.  HTTP
T ™ 31,130.96.66.5tatic.eighox.net.
@ 31,130,96.66,static.eigbox.net.  POP3
@31, 130,96,60.5tatic.eigbox.net.  SMTP

Using Helper Applications

You can use helper applications to get Un-Acknowledge... i
information for creating maps or to 7 s T .
racercute
troubleshoot problems. These Edit Map
i i Telnet

programs are available in a Context Attach To
menu. HTTP

Format ! M5 Rernote Desktop
To invoke a helper program:

Helper Apps ! Custormnize...

1. Ctrl-click or right-click a device.

-

Set Double-click
2. Select one of the helper ouble-clic

applications to launch it using
the device as its target.

For example, the Ping helper application invokes the system's ping utility: generally
/sbin/ping on Linux, or macOS, or ping on Microsoft Windows. Including a URL as the
helper application invokes the system's tool configured to handle the URL.
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NOTE:
» You can specify the same helper application for several devices at the
same time if more than one device is selected. The helper app is invoked
for each selected device.

« The helper application that is invoked is platform-dependent: generally,
Intermapper will open a terminal program and issue a command to run the
helper.

» You can choose to invoke a Helper Application by double-clicking a device.
See Using Double-Click Actions for more information.

Editing Helper Applications

Use the Helper Applications Customize window to modify the built- | Helper Apps  (mim) |
in helper applications, and add new ones. -

Ping -
. . . . . Traceroute
To view the Helper Applications Customize window: Telnet
1. Right/control-click a device. A drop-down menu appears. HTTF
M3 Remote Desktop
2. From the Helper Applications submenu, select Customize.
Or s N
From the Monitor menu's Helper Apps submenu, select =S e
Customize.

The Helper Apps window is displayed.

This window shows the list of built-in helper apps and any user-added helper
applications. To add, edit, or remove a helper application, see Adding or Editing
Helper Apps. It also describes the Launcher, a platform-specific tool used to launch a
helper app.

Adding or Editing Helper Apps
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To add a new helper application:

In the Helper Apps window, click the
plus sign (+). The Create Helper
App window is displayed, showing
default values for the new helper.

To edit an existing helper:

1. Do one of the following:

e In the Helper Apps

window, click the helper
you want to edit.

Click the pencil tool. The
Edit window is displayed,
showing the current
values for the selected
helper.

2. Enter the following:

a.

In the Title text box, type
the human-readable
name that appears on
the Helper Applications
sub-menu.

In the Command Line
text box, type the actual
string that will be
invoked.

You can configure this

Create Helper App

Please enter the title InterMapper should use for this helper application:

Title (S{TITLEY): | M=)

The Command Line, Path, and Arguments will automatically have single
backslzashes (\) escaped.

InterMapper will run this helper application by issuing the following
command. The variables (in £{...}) will be substituted with the specified
values.,

Command Line: LAUMCHER} "${PATH} ${ARGS} S{ADDRESS} & pause”

Enter the Path and Arguments that should replace the ${PATH} and
&{ARGS} variables on the command line above., Mote that S{TITLE},
S1LABEL}, S{DEVICEMAME}, S{ADDRESS), and S{PORT} may also be
used on the command line.

Path (S{PATH}):
Arguments (S{ARGS}):

S{ADDRESS} is a list of addresses

Input:

Default Cancel |[ OK ]

string using the S{TITLE}, S{PATH}, ${ARGS}, and S{LAUNCHER} macros that
are to be substituted when the command is invoked. In addition, you can use
the S{ADDRESS}, ${PORT}, S{LABEL}, or S{DEVICENAME} macros.

In the Path text box, type the full file path name for the helper application.

In the Arguments text box, type the arguments to be passed along to the helper

application.

Removing a Helper Application

You can remove any helper application definition you have created. Built-in helper apps
cannot be removed.

Intermapper
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To remove a helper app definition:
1. In the Helper Apps window, click the helper you want to remove.
2. Click Remove.

Launcher
The Launcher is a platform-specific | Edit Launcher 23]
program that allows you to invoke
another proaram from Intermapper. InterMapper can use a Jauncher” program to invoke the helper
prog PP application. The string below will be saved in the S{LAUNCHER}
. variable, and can be used as part of the command line when invoking a
To open the Launcher window: helper application,
i ] Launcher (${LAUMCHER}):
1. Fro Helper Apps [
m Ping " cmd.exe fo start "\"E{TITLE}."" cmd.exe /cC
the Traceroute
Telnet
HTTP TR
MS Remote Desktop Default Cancel | [ OK ]

Hel

per op == g
Import...
Export...
Launcher...

Ap

ps window, click Tools. The Tools menu is displayed.
2. From the Tools menu, select Launcher. The Launcher window is displayed.

Exporting and Importing Helper Application Definitions

You can export your current Helper Application settings and import them to another
instance of Intermapper.

To export the current Helper Applications definitions:

1. From the Tools menu in the Helper Apps window, click Export. A standard file dialog
is displayed.

2. Specify a file name and location and click Save.
To import Helper Application definitions from a file:

1. From the Tools menu in the Helper Apps window, select Import. A standard file
dialog is displayed.
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2. Navigate to the Helper Apps definitions file you want to use, and double-click it or
click it and click Open. The Helper Apps definitions are replaced with the definitions
in the selected file.

How Does the Launcher Invoke an Application?
The method of launching an application is platform-dependent.

e On Microsoft Windows, Intermapper uses a command shell.
e On macOS, Intermapper opens a Terminal window.
» On Linux, Intermapper invokes the shell.

Using Default Values

For each platform, there is a default value for each built-in helper app. You can reset a
helper app to its default values.

To reset a helper app to its default values:

Click Default. The launcher string is reset to the default value for that platform.

NOTE: You do not have to use the launcher for any helper, but it us often the easiest way
to invoke another program on your computer.

Using Double-Click Actions

Intermapper defines Double-click Actions Helper Apps b

that it performs when a device is double- Double-click Action Helper App...
clicked. Many probes have a pre-defined URL...
double-click action, but this can be Built In. ..
overridden.

To change a double-click action, right-click the device, and select the proper choice from the
sub-menu.

Helper App
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o o o Set Double-click Helper App @

Double-clicking this invokes a specified helper
application. This helper application runs on the Helper App to launch when double-dlicked:
same machine as the Intermapper client. Select Ping
the helper application from the current list of Traceroute
helpers. Telnet

HTTP

MS Remote Desktop
U R L LauncherTest
You | set Double-click URL e | [ Costomize. |[ ok || cancel
can

URL to open when double-dicked:
oK ] | Cancel

supp

ly a URL (http, ftp, telnet, and so on) and Intermapper invokes it when the device is double-
clicked. Enter a URL to be invoked when the device is double-clicked. You can use the
S{address}, ${port} macros.

Enter a URL you want to use when the icon double-clicked. The default browser is launched
with the specified URL.

Opening an Intermapper map

To open another Intermapper map, use the following URL format:
Intermapper://Host: Port/MapName

where:

» Host is the address or DNS name of the Intermapper server hosting the map. Use
SSAMEHOSTS to get to a map on the same Intermapper server.

» Port is the port for the specified Intermapper server.

« MapName is the name of the map, URL-escaped (%20 for a space, %3D for a slash,
and so on).

Example

The Example.com demonstration sub-maps link back to the Example.com parent map that
look similar to the following:
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Intermapper://S$SAMEHOSTS:8181/Example.com%$20National%20Map

Built In

Intermapper can invoke nearly any of the menu by s = g @ﬁ

commands as a result of a double-click. Select the

desired item from the hierarchy of menu items. Action to perform when double-licked:
+-File

. +-Edit

Saving Your Map 1l View
T---I‘-‘Ionil:or

Each time you make the map editable, a backup of the E:IF:ff":t

map is created automatically. You can revert to the - Window

backup version by selecting Revert from the Edit menu. 1 Help

When you make a change to a map, the change is

automatically saved immediately, every minute or so. — —

Backing Up Your Map

If for some reason you want to make changes to your map, but you want to be able to get
back to your original version, you can make a backup of your map.

When you make a backup file, it stores references to your original chart data. If you restore
a previous version, your chart data remains available.

To make a backup:

1. From the File menu, select Backup. The Backup Map window is displayed, showing a
list of previous backups of the current map.

2. In the Backup Name text box, type the name you want to use for the backup file.
3. Click OK. A backup of the current map is created.

l NOTE: Backups are stored in the Intermapper Settings/Maps (Backups) folder.

Restoring Previous Versions of Your Map
Use the Restore command in the File menu to restore a previous version of a map.

To restore a previous version:

1. From the File Menu, select Restore. The Restore from Backup window is displayed,
showing a list of previous backups of the map.
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2. Click the backup you want to use to restore the map.
3. Click Restore. The map is restored to the backup version.

Backup Types
Intermapper creates the following backup types:

« Manual - the backup was created using the Backup command.

« Automatic - the backup was created automatically by a change in a Layer 2-enabled
map.

» Scheduled - the backup was created automatically, based on a schedule defined in
the Map Backup panel of the Server Settings window.

Map Settings Window

Use the Map Settings window to specify colors for the map, to specify
a background image, and to specify default thresholds and notifiers.

Any changes you make are saved with the map, and do not affect any | Background
other maps.

Colors

Device Thresholds
To view the Map Settings Window: Interface Thresholds
1. Make sure the map is in Edit mode. Traffic Indicators
2. From the Edit menu, select Map Settings. The Map Settings
Window is displayed. The left pane contains a menu. The right | Pefuithetfers
pane contains the settings for the selected section of the Retention Policy

menu.
Layer 2 Features

Left pane of the
Map Settings Window
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Setting a Map's Colors

Background: I:I Links: -

Ants: - Labels: -

Metworks: I:I Discovery: l:l

Up: - Warning: l:l

Alarm: I:I Critical: -

Down: - Unknaown: l:l
Acknowledged: I:I

To view and edit the colors for the current map:

From the Appearance section of the Map Settings window, select Colors. The
current colors for the map are displayed.

Intermapper uses a default color scheme that is controlled by the default map
colors window. This color scheme applies to all new maps and to those maps for
which the Use server defaults box is selected.

For more information on changeable colors, see Colors you can change.

To use a set of colors different from the global color scheme:
1. Clear the Use server defaults check box.

2. Click the color box for the first color you want to change. The Color Picker
window is displayed.

3. Select a color and click OK. The new color is displayed in the selected color
box.

4. Repeat steps 2 and 3 for each color you want to change.
5. Click OK.
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To restore the current map to the default color settings:
1. Select the Use server defaults check box.
2. Click OK. The map uses the default colors. The colors you defined are still

saved with the map.
Adding a Background Image

+ &

Warehouse.png
691 ¥ 673 pixels
103 KB

You can define a background image for any map. The background image is
displayed behind the map contents (devices, icons, and links on the map).

You can use a background image containing a floor plan of an office and move the
items on the map to show the locations of each device in the office. You can also
use an image containing street map of a city or topographic map of a county or

state.

For more information, see Background Images.
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Setting a Map's Default Device Thresholds

Set thresholds to alert you to network problems,
V| Use Server defaults

Down Thresholds

Mumber of lost packets (1 - 10):

Other Thresholds
Warning Alarm Critical
Interface errors: 2 10 20 | per minute
Short-term packet loss: 2 5 20 | of last 100

Response Time: 1000 5000 20000 | msec

Intermapper can provide warnings or alerts when interface errors, packet loss, or
round-trip times get too high. You can set default thresholds for all of these metrics
from the Map Settings window.

» Use Server Defaults - select this check box to override the map settings and
use the server default settings.

» Down Thresholds - Enter the number of lost packets required to generate a
Down state.

» Other Thresholds - For each metric, in each column enter a value required to
generate the a Warning, Alarm, or Critical state.

Setting a Map's Default Interface Thresholds

Use the Interface Thresholds pane of the Map Settings window to set Error, Link
Utilization, and Discard thresholds for a specific map. These settings are applied to
interfaces on each new device added to the map.

To create map-specific interface thresholds:

1. Clear the Use server defaults check box for the threshold type you want to
make specific to this map.

2. Set the thresholds for the selected threshold type.
3. Click OK.

NOTE: You can also set thresholds for an individual link. For more information,
see Setting Thresholds for Individual links.
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Setinterface thresholds to alert you to network problems,

Error Thresholds

Use server defaults

Warning Alarm Critical
R Errors (Received): 10 20 30| per minute
Tx Errors (Transmitted): 10 20 30| per minute
Total Errors (R + Ta): 10 20 30| per minute
Utilization Thresholds
Use server defaults
Warning Alarm Critical
R Utilization (Received): 75 a5 95 %%
Tx Utilization (Transmitted): 75 85 95 %
Total Utilization (Rx + Tx): 75 85 95| %
Discard Thresholds
Use server defaults
Warning Alarm Critical
Rx Discards (Received): 15 25 35| per minute
Ty Discards (Transmitted): 15 25 35| per minute
Total Discards (R + Tu): 15 25 35| per minute

Controlling a Map's Traffic Indicators

Use traffic indicators to view network activity on a map. You can set the traffic
levels at which moving ants show you the level and direction of activity on a
particular link.

Set traffic thresholds to highlight network activity. Moving ants indicate the direction and magnitude of network traffic.

When the rate goes above these values, alter the display:

Frames Per Second: VRG] - - - -Some traffic
Frames Per Second: (100 | -------- High traffic
Average bytes per frame: | 200 - - —-Large frames
Critical Errors: ##### @ Trouble

You can set the following values to control the appearance of traffic indicators:

 Traffic units - select bytes or frames per second from a menu. This unit is
used for traffic thresholds.
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Some traffic - type the number of bytes or frames per second that
represents some traffic.

High traffic - type the number of bytes or frames per second that represents
high traffic.

Large Frames - type the number of bytes per frame that represents a large
frame.

Critical Errors - this threshold is set in the Interface Thresholds panel.

To set the default values for traffic indicators:

1.

In an editable map, select Map Settings from the Edit menu. The Map
Settings window is displayed.

In the left pane, click Traffic Indicators. The current traffic indicator settings
for the map appear in the right pane.

. Enter the settings you want to change and click OK. The map uses the new

settings.

NOTE: Traffic indicators are part of Intermapper's Animation feature set. By
default, animations are not enabled because they might require additional CPU
resources. You can turn them on from the Animation Settings pane of the
Preferences window.

Specifying a Map's Default Notifiers

4

Motifier Name Down Up Critical Alarm Warn 0K Trap Delay &

mifx Day Sounds

si= Alternate Sounds
E® command Line No...
¥4 Email Support

Jack - Page

[ Jack-5Ms

) My AutoMate Task
B Powershell-Local-dir
U SplunkLog

&L Support

4 Lli - Emnail

[J uii-sms

o Write To Screen

Mone =
Mone
Mone
Mone
Mone
Mone
Mone
Mone
Mone
Mone
Mone
Mone
Mone

OEEoooEEEEEEE
OooooooEEEOEE
OooooooEEEoE@E
OEEEOEEEEEEE@
OooooooEEEoE@E
OooooooEEEoE@E
1 e

1 3

Edit Notifiers... ][ Reset Al
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Use the Map Settings window to specify the notifiers you want to attach to new
devices in this map by default.

To specify the default notifiers for the current map:
» For each map state, select the check box for each notifier you want to attach
to that state. For more information, see Configuring a Notifier.

» To choose all notifiers at once, Alt-click or Cmd-click (Mac) a check box in
any column. All boxes are selected or cleared in that column. You can also
use Alt-click to set Delay and Repeat to the same value for all notifiers.

To edit a notifier:

1. Click the row of the notifier you want to edit. The notifier row is highlighted
and the Edit Notifiers button is enabled.

2. Click Edit Notifiers. The Configure Notifier window for the selected notifier
is displayed. For more information, see Working With Notifiers.

Resetting the Default Notifier

If you changed the default notifier or edited its settings, you can reset all of the
devices on the map to have the current default notifier or updated settings.

To reset the default notifier or its settings for all devices on the map:

Click Reset All. All devices on the map now use the current version of the default
notifier.

Specifying a Map's Default Data Retention Policy
If you are using Intermapper Database to collect device and network data, you can
specify a default retention policy for a map. This setting overrides the default policy
set in the Server Settings window.
Use the Map Settings window to specify the Retention Policy you want to use with

new devices in this map. Data Retention Policies are defined from the Retention
Policy pane of the Server Settings window.

Setting Your Map's Retention Policies

Use the Retention Policy panel to select a retention policy for new devices added to
the map.
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Choose a data retention policy that will apply to new charts on this map. Data retention policies can be edited via the Server
Settings.

Data Retention Policy: ;Inherit v;

Data Retention Policy - select a retention policy from the menu.
Setting Your Map's Layer 2 Options

Use the Layer 2 Settings panel to turn on Layer 2 scanning for a map and to choose
how Layer 2 connections should appear. To use this panel, you must enable Layer 2
collection in the Layer 2 pane of the Server Settings window.

l NOTE: Layer 2 features are experimental.

Automatic Changes

When using Layer 2, you can allow the map to be edited automatically. Intermapper
uses Layer 2 information to rearrange the map to match the current topology of
your network. This is not a precise task; it depends on the accuracy and
completeness the information collected during the Layer 2 scan.

You can enable Layer 2 features for any map. Use the Layer 2 pane of the Server Setings window to confrol the Layer 2 Scan
process.

Enable Layer 2 scan for this map

You can use Layer 2 to arrange the connections an 2 map visuzlly to reflect the most recent netwerk topology.  This feature is experimental; it may
cause significant changes to your map. When you choose Automatically change the map to show Layer 2 connections, Intermapper automatically
crestes a backup of the map. To revert to the previous version, chocse Restore... from the file menu,

Automatically change this map to show Layer 2 connections

You can customize the appearance of your map when the Layer 2 connections are refreshed to show more ar fewer details, Change Now

Show interfaces when a connection is made Lise dlstz from:
l:‘ Hide interfaces that have nothing connected

Hide propVirtuzal interfaces

» Enable Layer 2 scan for this map - select this check box to allow this map to
be edited using Layer 2 scan results.

» Automatically change this map to show Layer 2 connections - select this
check box to allow Intermapper to edit the map automatically to show Layer
2 connections.
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» Change Now - click this button to initiate the visual arrangement of
connections on the map to reflect the most recent topology using Layer 2
data.

+ Show interfaces when a connection is made - select this check box to show
Layer 2 interfaces when a connection is made.

» Hide interfaces that have nothing connected - select this check box to limit
the number of interfaces shown to those that have something connected to
them.

» Hide propVirtual interfaces - select this check box to hide interfaces whose
ifType is propVirtual.

Editing Your Map

This is a quick overview of editing the map. Also see Arranging the Map (Pg. 79).

NOTE:
« Right-click (Microsoft Windows) = Command-click (macQS)

« Alt-click (Microsoft Windows) = Option-click (macOS)

To edit the map:

Do one of the following:

Press Tab on your keyboard.

Right-click in the map and select Edit Map.

Click the lock in the upper left-hand corner to unlock the map for editing.

With a map editable, drag items from another map's List View window to copy them
to the new map.

To move an object on a map:

Select the object and drag it to the preferred location.

To change the shape or label characteristics of an object:

From the Format menu, select the node and the appropriate command.
To resize a wire-shaped network:

Click and drag the end points.
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To select a node and its adjacent nodes:

Alt-click an object. Continuing to Alt-click continues to select adjacent items.
To select the devices at each end of a link:

Alt-click the link.

To re-center the map:

Ctrl-click the background of the map. The point you click is centered in the map window.
To scroll the contents of the map:

Do one of the following:

 Ctrl-drag the background of the map. The window scrolls the map contents within
the map window.

« Press Alt+[arrow key] (or Option+[arrow key], macOS) scrolls the map in the direction
of the arrow.

To zoom in or out:

Do one of the following:

« Ctr+Alt+drag (Ctrl+Option+drag on macQOS) to select an area of the map to zoom
into.

« Ctrl+scrollwheel (Cmd+scrollwheel on macOS) to zoom in or out.

Summary of Selection Tricks:

» To select multiple items - Shift-click.

» To select adjacent items - Alt-click. Alt-click again to select the items adjacent to
those items.

« To select all routers, networks or various other groups of items - From the Edit
menu, select the appropriate command from the Select Other sub-menu.

Configuring PowerShell for Intermapper

Before you can use PowerShell probes or notifiers, you need to configure the Intermapper
machine and any target machines to allow connections. There are many options, and an
exhaustive tutorial is beyond the scope of this topic.

For more information, see overview to using PowerShell on remote computers.
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NOTE: This topic assumes you know how to launch PowerShell and that the Intermapper
machine and the machines you want to connect to are running Microsoft Windows.

Enabling PowerShell Remoting

To enable PowerShell remoting, open a PowerShell window and run the following command
(also known as a cmdlet) on all the machines you want to connect to:

Enable-PSRemoting -Force

The command starts the WinRM service, configures it to start automatically, and creates a
firewall rule that permits incoming connections. The -Force attribute accepts the default
settings.

NOTE:
» You must be logged in as an administrator to execute these commands.

 If both the local and remote computers are in a domain, enable PowerShell
Remoting only on remote machines.

« If the local and remote computers are not in a domain, enabling remoting on the
local machine is recommended. Among other things, it allows you to access and
modify TrustedHosts, which is required in order to connect to a remote
computer.

Configuring TrustedHosts

NOTE: The TrustedHosts configuration can result in security vulnerabilities. If you are not
well-versed in security issues, you should consult an expert.

TrustedHosts is a list of trusted resources for your computer. The TrustedHosts list
consists of a comma-separated list of computer names, IP addresses, and fully-qualified
domain names. For a given computer, only administrators can change the TrustedHosts list.

Before you can connect to a remote computer, your TrustedHosts list must contain the IP
address of that computer.

If your computers are not on a domain, you need to configure the TrustedHosts setting on
the Intermapper server for all the computers you want to connect to. Execute these
commands, providing an IP address, or use wildcards to specify an IP range (see below).
Separate entries with commas (,).

Setting the Value of TrustedHosts

The following is a sample command that sets values in TrustedHosts:

Intermapper www.fortra.com page: 78



Using Intermapper / Arranging Your Map

Set-Item wsman:\localhost\client\trustedhosts [IP address],
[IP address],
Restart-Service WinRM

Using Wildcards When Configuring TrustedHosts

When configuring TrustedHosts, PowerShell accepts only a single asterisk (*) as a wild
card.

The following are not allowed:
...\trustedhosts *.*.*.*, 192.168.*. %
The following are allowed:

...\trustedhosts *, 192.*, 192.168.%*

Testing the Connection
To test the configuration, execute the following command:
Test-WsMan [COMPUTER]

A successful test shows a several lines of information. The last line is most interesting, as it
shows the version of Microsoft Windows Management (WsMan) running on the target
machine.

Executing a Command

You can now try a command. To determine the versions of PowerShell and several other
related systems, run the following command:

Invoke-Command -ComputerName [Target Computer] -ScriptBlock {
SPSVersionTable } -credential [UserName]

This returns a list of versions of PowerShell, WsMan, and other systems.

If the command runs successfully, you can try running PowerShell probes and notifiers.

Arranging Your Map

After you add all the devices to the map, you can arrange them to suit your ideas about the
network.
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Default Appearance of Devices and Networks

By default, Intermapper displays devices as
rectangles in its map. These devices are
connected by links (straight lines of differing 192.168.81.0/24 - —{.182.168.81.]
thickness to indicate the kind of link) to networks,

which are represented as ovals.

Possible Arrangement Approaches

You can use Intermapper's layout tools to arrange your maps in ways that are most useful to
you.

1. Find one or more clusters of related items and move them close together.
2. After you create clusters, you can move them to different parts of the map.

For example, an Ethernet or FDDI backbone with its attached routers might make a
good cluster. Similarly, a central router or switch with its attached networks might
serve as a cluster.

3. If networks or ports are not important for a map, you can hide them from the
Interfaces Window.

See Using the Arrange Commands (Pg. 94) for more information about using the
commands from the Format menu.

For other information related to arranging your maps, see Arranging Tips (Pg. 98).

Enhancing Your Map's Appearance

Intermapper has many tools for enhancing your map's appearance. These include the
following:

« Setting Custom Icons:Intermapper comes with a set of icons derived from Cisco's
Icon Library. Use these industry standard icons, or import your own PNG, GIF, or
JPEG images. For more information, see Custom Icons (Pg. 81).

» Setting a Map Background: You can use a graphic as a "background" to the map.
The devices being monitored will appear above this background image. For more
information on using background images, see Background Images (Pg. 84).

« Adding text objects: You can add text objects your map to label groups of objects or
provide information to the viewer. For more information, see Text (Pg. 383) in the
Insert menu reference topic.
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« Importing Device Descriptions: Intermapper allows you to import descriptions of the
devices on a map directly from a tab-delimited file. This simplifies the creation of a
new map, and makes it easy to add new devices as your network grows. For more
information, see Importing Data Into Maps (Pg. 631).

» Setting the Geographic Coordinates of the Map: Intermapper allows you to indicate
the latitude and longitude for benchmarks (known positions on the map). If, for
example, you are using an actual geographic map as a background image, you can
use geographic coordinates to place a device in the correct location on the map. For
more information, see Using Geographic Coordinates (Pg. 634).

Setting a Map Background

Create a new map and save it. You can scan your own map or obtain an image that covers
the right area from one of the sites listed in Using Geographic Coordinates (Pg. 634).
Intermapper can use PNG, GIF, or JPEG image files as map backgrounds. You can obtain
suitable images by scanning or creating your own maps, or use one of the many map sites
listed in Sources of Maps (Pg. 637).

To add a background image to a map, drag the image file into the map window. It is added
to the map and becomes visible.

Setting the Geographic Coordinates of a Map

If you use a geographic map for a background, you can associate specific points on the
map with geographic coordinates (latitude and longitude) by adding benchmarks. For more
information, see Using Geographic Coordinates (Pg. 634). After you specify the
coordinates, you can specify geographic coordinates for devices as you import them to the
map and they are automatically placed in the correct location.

lcons and Images on Maps

Intermapper can display devices on a map in one of several shapes. The default shape is a
rectangle, with the device's Label inside. Intermapper can also display an oval, a wire (a
straight line), a cloud, a text object which can be used as a legend on a map, or an icon.

A large number of built-in icons are provided with Intermapper. It is also very
straightforward to import your own icons.

Setting an Object's Icon

To set an icon, select one or more items on the map then click Format > Icon. This opens
the Select an Icon window. This window includes the following components:
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Intermapper

e A menu lists collections of icons

called Icon Sets. There are several
built-in icon sets, including
Traditional and Default icons sets
and various Cisco-themed icon
sets..

A scrolling list on the left shows
icons from the selected icon set.
These icons appear at a uniform
size in the list. Click one of these
icons to use it for the selected
devices on the map. Grayscale
custom icons appear shaded with
the color of a device when itis in
the UP state (the default is green).

A preview pane of the icon, showing
the selected icon in the size it will
appear on the map.

Select anIcon

:Built—in Shapes -
Except for the Wire shape, these shapes will stretch to fit the enclosed labe! text,

EX5

o )
s

4 i}ﬁ b Fumigh Text

kB (3 )[(m [ m]

+ &

Reload

Rectangle

[t ] (]

Color preview buttons. The green, yellow, orange, and red buttons correspond to the
different device states. Click a colored button to view the icon's appearance when it
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Below Reload is Information about
the icon (filename, dimensions,
and file size).

Click Refresh (as shown) to force
Intermapper to reload the image,
perhaps after modification in an
image editing program.

Click Import (as shown) to import
an icon or a folder of icons into
Intermapper. These icons are sent
to the InterMapper Settings >
Custom Icons folder on the
Intermapper server.

Click Refresh to refresh the list of
icons.

Drag an image file to the window to
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« Drag a folder of image files to the window to create a new icon-set, importing the
image files in the folder to the new icon-set.

« If the Icon Size slider appears, use it to select the icon's size.

Icon Coloring According to the Device Status

Intermapper colors the icon depending on its status. When in H L1
the Up status, the icon retains its normal color. (Grayscale icons @a
are tinted green.) If the icon goes to a warning, alarm, or down

status (yellow, orange, or red, respectively) Intermapper shows
a grayscale version, tinted to match the device's state.

Clicking the color preview buttons changes the color to show how the icon appears on the
map in a given status.

Creating Custom Icon Files
Icons files can be saved in one of several common graphic formats:

« Portable Network Graphics (PNG) - (recommended) works with all operating
systems and platforms.

« Joint Photographic Experts Group (JPEG) - works with all operating systems and
platforms.

« Graphic Interchange Format (GIF) - works with all operating systems and platforms.

Other graphics file formats can work for you, but are not guaranteed to appear properly on
all platforms.

The recommended file format is a PNG file, saved at 72 pixels per inch with 256 colors. You
should use transparency for the area surrounding the icon, so the background color shows
through properly.

If the icon's filename has a suffix of _## where ## is the size in pixels, the icons are
grouped automatically, and the icon size slider is displayed.

Placing Arbitrary Icons and Images in Maps

Any icon or image can be placed in a map. Before you can place an image in a map, you
must import it as an icon.

To place an image or icon in a map:
1. If the image has not yet been imported as an icon, import it now.
2. From the Insert menu, select Icon. The Select an Icon window is displayed.
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3. Select anicon or image you want to insert and click OK. The icon or image is
displayed in the map.

4. Move the icon or image to a desired location on the map.

NOTE: When you place an icon on a map, a network oval is added to the map, and the
icon assigned to it. You can edit the network as you would any other network, changing
the icon or label or adding a comment or subnet list.

Adding Background Images to Your Map

You can place a background image on a map so that it appears behind the devices, icons,
and links on the map. All image file formats supported for custom icons (Pg. 83) can be
used.

» You might use a background image containing a floor plan of an office, and move
the items on the map to show the locations of each device in the office.

« You might use an image containing a street map of a city or topographic map of a
county or state.

The figure below shows a map after placing an image in the background.

To place a background image in your map:

Drag an image file from a desktop folder to the map window.

or

From the Appearance section of the Map Settings (Pg. 68)window, available from the Edit

menu, select Background. The Background pane appears, showing the current background
image, if there is one.

Select Use background image.
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Tips for Using Background Images

Image Size

Background images retain their height and width. Images are not scaled (stretched or
shrunk) when you resize the window. If the background image is smaller than the current
window size, the image is centered on the map and the map background color shows
around the edges. If a large image is used, its dimensions determine the full size of the
window.

Image Contrast and Brightness

Contrast images can make it difficult to see the devices and links against the background.
To make the image more suitable as a background image, you can use a graphics program
to increase the brightness and/or decrease its contrast before placing it in a map. We
regularly use GraphicConverter, an inexpensive shareware graphics program from
http://www.lemkesoft.com, to do this task. It has a Brightness/Contrast adjustment facility
to simplify this task.

Image File Size

Large images consume large amounts of memory and slow Intermapper's redrawing of the
window, especially when viewed over a remote connection. You should balance the image
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quality against the size of the map. Larger maps might look better, but they might also
consume large amounts of memory.

NOTE: Use of a compressed image file format such as JPG does not necessarily
translate into less memory use.

Using Contrast and Compression to Reduce Image File Size

Decreasing contrast can decrease the size of an image, so that decreasing the contrast as
described above decreases the size of the background image as well. Use compressed
formats, such as JPG and GIF, to further decrease the overall size of the image file.

Editing Labels

Use the Label command, available from the Format menu (Cmd/Ctrl-L) to edit the labels for
selected map objects. You can edit the label for a single device or network from the Device
or Network Info window.

Every item on a map has its own descriptive label. Intermapper creates a default label
showing the device's full DNS name or IP address(es).

To edit a map object's label:
1. Make sure the map is in Edit mode (Pg. 154).
2. Select one or more map objects.
3. From the Format menu, select Label (Cmd/Ctrl-L).

Depending on the selected object, the Edit Device Label dialog or the Edit Network
Label dialog is displayed.

4. Enter label data as follows:
« Type text in the Label dialog's text box.

« Double-click any variable name in the list at the lower-left to insert that value
into the item's label.

e Select Hide Label.

For example, the device in the Edit Device Label window uses the short, smart name (the
leftmost part of the full domain name). The network shown in the Edit Network Label
window has a static (unchanging) label of Our ISP with a list of all the subnets in the
network shown on the next line.
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NOTE: You can also use Intermapper variables and Javascript to insert information
dynamically into a device label. For more information, see Dynamic Label & Alert Text.

I Edit Device Label (=2 I Ediit Network Label |

Dizlog ~||18 ~ e+ [l Dizlog ~||18 -

<Subnet List>

»

<Smart Name>|

1

4 3 4 3

Smart Name * | | Double-dlick & variable name at the left to add it to the text Bubnet List * | | Double-dlick & variable name at the left to add it to
short, Smart Name above. Select a variable name for more information about IP Subnet List the text above. Select a variable name for more
DNS Name it. AT Subnet List information about it.
Short DNS Name Al Mames
NEP Name = Al Ports -

Hide Label Cancel Hide Label Cancel

Hiding a Device or Network Label
In some cases, you might not want to display a device or network label.

You can hide the label for any device or network unless the icon is set to one of the
following:

» Rectangle
e Oval

e Cloud

o Text

To hide the label for a device or network:
1. From the Format menu, select Icon. The Select an Icon window is displayed.

2. Select an icon other than one mentioned above and click OK. The icon is displayed
for the selected device or network.

3. From the Monitor menu, select Label. The Edit Device Label or Edit Network Label
window is displayed.

4. Select the Hide Label check box and click OK. The label for the selected device or
network is removed.

Dynamic Label and Alert Text
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When you edit a device label, notifier title, or notifier message, you can use a number of
techniques to dynamically control the resulting text.

Showing Parameter or Variable Values in a Device Label

When editing a device label, you can show probe parameters, probe variables, and device
export attributes in the label.

« Probe parameters - any field in the selected probe's Set Probe pane, specified in the
<parameters> section of the probe.

» Probe variables - variables defined in the probe. In SNMP probes, specified in the
<snmp-device-variables> section of the probe.

» Device attributes - any attribute of a device exported using the Data File command
(available from the File menu's Export submenu).

Use the following syntax:
S{param:<name of parameter, variable, or attribute>}

For example, to show the connect time in a device label corresponding to a TCP probe, your
label might look similar to the following:

<Smart Name>
Time to establish connection: ${param: connect} msec.

Notice, there is no space after the param: and the name of the variable. (The underscore is
part of the variable name. Most names do not have the underscore.) Any variable that can
be shown in the <snmp-device-display>, <script-output>, Or <command-
display> section of the probe can be used in a label using this syntax. You can show a
parameter of the Basic OID probe just as well. For example,

Getting data from: S${param:0bject ID}

You can show device export fields as follows:

Belongs to map: ${param:MapName }

Using JavaScript in a Device Label or Notifier
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You can also use JavaScript in a device label or notifier to collect information, process it
programatically, and include the results in the label or notifier. Use the following label
syntax in a label:

<? write( "Hello World"™ + "\n"); 2>
The <? and ?> markers indicate the beginning and end of the JavaScript.

Variables and Scope in JavaScript

Important: JavaScript in labels and notifiers runs in the global scope within Intermapper. If
you declare a variable within the global scope, rather than within a function, the variable is
accessible for reading and writing by JavaScript running in any other device label within
Intermapper. This can produce unexpected results if you attempt to run the same script in
multiple devices.

JavaScript functions are supported and you can store values within devices and notifiers,
which are remembered between polls. Fortra recommends using these techniques when
you need to protect a variable from being overwritten. For more information on setting
variables in devices, see Remembering Values from One Poll to the Next.

Example: Simple Scripted Label

The following is a more complex example:

<Smart Name>
<?
for (var 1i=1; i<=3; i++) {
writeln( "Hello World #" + 1i);
}

2>

The displayed label above appears as follows:

MyComputer.dartware.com
Hello World #1

write and writeln Functions
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The following functions are used to write output to the label:

e The write function sends its output to the label without a line break.

 The writeln function sends its output to the label and appends line break at the
end, so you do not need to explicitly append the "\n" in your JavaScript code.

Accessing Probe Parameters

Use JavaScript to access probe parameters using the following syntax:
<? writeln( "Getting data from: " + self.get( "Object ID")); 2>

The self object refers to the device whose label you are setting. The sel1f objectis
always available when using JavaScript to generate a label. Use the same syntax to get
access to a probe variable as well. For example,

<?

var connTime = self.get( " connect");

writeln( "Time to establish connection: " + connTime);
2>

JavaScript Error Handling

If you misspell the name of your variable, (by using _conect in the previous example) the
label is displayed as follows:

Time to establish connection: BAD ARG, see debug lo
If you look in the debug log, you see the following message:

12:15:46 JS> [Device: map 'Exporting Fields', device
'nitro.dartware.com.', probe
'SNMP Traffic']:BAD ARG: There is no variable called ' conect'. It
should be the

name of a probe variable without '$' or curly braces.

The error message tells you the map, device, and probe in which the error occurred as well
as details about what caused the problem.

A JavaScript syntax error results in the following label:
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|_JS EXCEPTION, see debug log |

The debug log contains the exception message, but give details about the syntax problem.

Execution Time Limit

The execution time of a script is limited to 50 and 100 msec. This prevents the script from
monopolizing the CPU. This is more than adequate time to produce a complex label or
notifier output.

For example, the following:

<?
for (var i = 0; 1 < 1000000; i++) {
if(1%10000 == 0) {
writeln( "testing the timeout " + 1i);
}
}
?>

Generates the following label:

testing the timeout 0
testing the timeout 10000

testing the timeout 20000

NOTE:
Three ticks is approximately 50 msec.

Remembering Values From One Poll to the Next

You can retain the value of a variable from execution of the JavaScript to the next using one
of the following techniques:

» JavaScript Global Variables - any JavaScript variable declared at global scope is
retained from one execution of JavaScript to the next. The variable is visible
regardless of which device is running the script. The variable is also visible
regardless whether the JavaScript is running to generate label text or a notifier's
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text. Keep this in mind when using the same script for more than one device; you
might unexpectedly overwrite a global variable.

» Device JavaScript Variables - a piece of data can be stored in a device. An
advantage of these variables over global variables is that each device can have the
same named variable but the value will be different for each device. You can use
self.get(...) and self.set(...) to read and write this data. The name of the variable
must be different than any probe parameter or probe variable.

Example: Storing a Value With a Device

To read the value stored in the device's variable “MyInformation” into myinfo:
var myinfo = self.get( "MyInformation" );

To write the value of myinfo out to the device's variable “MyInformation”:
storedinfo = self.set( "MyInformation", myinfo );

The function self.set(...) returns the stored value. If the value cannot be saved, for instance,
if you try to save to an existing probe parameter or probe variable, the returned value is the
actual value of the parameter or variable, not the one you tried to save.

Example: Incrementing Counter

The following examples shows how to implement a counter that increments each time the
label is drawn. Note that the first time the script runs, the counter variable does not exist.

This script below gets the value of “Count”, displays it, increments it, and saves it. The first
time the script runs, self.get() returns the “BAD ARG, see debug log” string . Since
JavaScript cannot turn this value into a number, you can use the JavaScript isNaN()
function to determine that n is NaN (Not a Number), and thus has not been initialized.

<?
var n = Number( self.get( "Count"));
if (isNaN(n)) n = 0;
writeln( "Count is " + n);
n++,;
self.set ("Count", n);
?>

A similar technique would also work for JavaScript global variables as well.

Accessing Device Attributes
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You can also use JavaScript to access device attributes. The syntax is different than for
accessing probe parameters and variables. It still uses the self object, but the attribute
names are simply properties of the sel f object. The syntax looks like this:

<?

var rtt = self.RoundTripTime;

writeln( "Round-trip time is \n" + rtt + " msec");
>

The above JavaScript reads the last round-trip time into rtt, and displays it as follows:

Round-trip time is

If you misspell a device attribute, the error shows up as a JavaScript syntax error because
the misspelling is not JavaScript data, but actual language syntax. “JS EXCEPTION, see
debug log” is shown in the label and a detailed explanation in the debug log.

Any device attribute can be used in a label. For a list of device attributes, see Device
Attributes.

Accessing Interface Attributes

Devices connect to networks through interfaces. Each device has a property called
interfaces. In JavaScript, this property is displayed as an array of Interface objects. The
following example below lists all down interfaces:

<?
var downInterfaces = 0;
for (var i =0; 1 < self.interfaces.length; i++) {
var ifc = self.interfaces[i];
if ((ifc.Enabled == "TRUE") && (ifc.Status == "down")) {
downInterfaces++;
write( ifc.Index + ". ");
write(ifc.Alias.length > 0 ? ifc.Alias : ifc.Name );
writeln( " : " + ifc.Status);
}
}

writeln();

writeln (downInterfaces + "/" + self.interfaces.length + " interfaces
down") ;

?>
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Any interface attribute can be used in a label. For a list of interface attributes, see Interface
Attributes.

Using Arrange Commands

Use the Organic, Tree, Cycle, Bus, Star, and Grid commands from the Format menu's
Arrange submenu to automatically rearrange and organize the selected elements.

NOTE: If no objects are selected, Organic, Tree, and Grid operate on all map objects, or on
any selected objects. For Star and Bus, you must have at least one object selected. For
Cycle and Grid, you must have at least two objects selected.

Using Organic Commands
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Use the Organic command, available from the Format menu's Arrange submenu, to arrange
the objects on a map so that crossed lines are minimized and objects are not overlaid on
each other. This is the method used to arrange devices during auto-discovery.

To the right is a complex map. Notice that there are many overlapping links.

The following is the same map after applying the Organic command:

Using Tree Commands

Use the Tree command to arrange the current selection in a tree. A sub-menu controls
whether the tree structure should be drawn to the right, down, left, or up.

Arrange items in a tree structure. Specify the direction of the branches. The following shows
the difference between Tree > left and Tree > right:
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W
MK\ W

Wyhﬂuie Switch Warchouse Switch _W
| Warehouse Scanner #4 | ¥
Tree > left Tree > right

Using Bus Commands

The network oval in the center of the cluster above represents an Ethernet segment that
interconnects several devices in an office. To make it a cluster,

use the Bus command from the Arrange submenu. —— iarehouse Scanner #2 |
. 192 168 .80.0/24
Using Star Commands
—— Wiarshouse Ssanner #4 |
The Star command arranges connected items in a circle - Wiarehousz Server |

around the selected item, similar to the Organic command.

Wiarehouse Scanner #1 197 16880 0424

N

[ Warshose cerver |

Using Grid Commands

Use the Grid command to arrange connected items in a grid.
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To use the grid command: ke ==
1. Select the devices you want to arrange in e
a grid. () Rows 51
2. From the Format menu's Arrange @ Columns e
submenu, select Grid. The Grid Layout )
dialog is displayed. Spacing
. i I -
3. Specify your parameters. rerizents =
Vertical 125
4. Click OK. The devices are arranged as S
specified. Sorting
@ by Labet

NOTE: Sorting by None moves the selected
devices to form a grid relative to the upper- (C) by Size

left icon in the selection. ]
(™) None

The following example shows the result of the
Grid layout command after selecting only the
devices in Star example above:

Ok ] [ Cancel

(Miarehouse Scanner#l |, | Warehouse Scanner #4 |
[ Warshouse Scamner#2 | | Warshouse Server |

| Warehouse Seanner #3 |

Using Cycle Commands

NOTE: The Cycle command is deprecated. Fortra recommends using the Organic
command for intial map layouts.

Use the Cycle command to spread out items in the map and to make the relationships more
clear. The Cycle command moves all devices and networks near the edge of the window.

To use the Cycle command on all map objects:

1. From the Edit's Select menu, select Select All (Cmd-A).
All objects in the map are selected.

2. From the Format menu's Arrange submenu, select Cycle.
The objects are evenly distributed around the map as shown below.

Intermapper www.fortra.com page: 97



Using Intermapper / Arranging Your Map

The Cycle command moves all devices and networks near the edge of the window. For
example,

192 16880 0424 —| Migrehouse Scanner #H |

WWarehouse Server | \iarehouse Scanner B2

127.0.0.1

iarehouse Scanner #4 | | Wiarehouse Scanner #3

Tips for Arranging Your Maps

After you form a bus or star cluster, drag it to the edge of the window to see the
interconnections of the remaining devices. Create other clusters as needed.

After you identify and arrange the clusters, use the following tips to fine-tune your map:

» Move one or more items around the window - drag them to a new position. Use
shift-click to add or remove items from the current selection before dragging.

« Automatically select connected items - Alt/Option-click an object to select all
connected leaves. (A leaf is an object that has no other connections.) A second
Alt/Option-click selects all objects (leaves and non-leaves) connected to the current
selection.

Subsequent Alt/option-clicks continue to expand the selection, choosing first the
leaves, then the non-leaves that are attached to the current set of selected objects.

« Use the Format menu commands to affect placement of items in the map. In
addition to the Cycle, Bus, and Star commands described above, use these menu
commands to change the orientations or sizes of the items in the map.

Align modifies the alignment of items
Rotate rotates the selected items around their center

Scale increases or decreases the separation of the selected
items

« Use the following Format menu commands to affect the appearance of individual

items:
Icon changes the item's shape to a rectangle, oval, wire, cloud, text,
or othericon
Label modifies a text label for an item in the map
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Label changes the location of a text label relative to its item
position

« Right-click (or Ctrl-click) to set the Font, text Size and text Style from the context
menu for all selected items.

 If networks or ports are not important for a map, hide them from the Interfaces
Window.

» See Editing Labels for Devices and Networks and Connecting Devices to Switch
Ports for more tips on arranging the map.

» Intermapper periodically scans routers and switches and displays newly discovered
interfaces. If you delete the interface/oval from the map, Intermapper rediscovers it
and displays it again. You can hide them from the Interfaces Window. For more
information, see Hiding and Un-hiding Detail.

 If you use a switch's VLAN capabilities to segment your network, you might want to
show which equipment is connected to each VLAN segment. Do this by manually
dragging device links to the proper port to indicate the correct connection point. See
Connecting Devices to Switch Ports in the Switches .

« If the layout of the network as discovered does not match your conceptual network
layout, you can copy a network oval and move device links to the new network oval.
For more information, see Copying Network Ovals.

Connecting Devices to Switch Ports

The following are some tips for handling switches in your map.

Hiding Inactive Ports

Auto-discovered switches display all ports in a map. This can add clutter and can make it
difficult to see the real structure of the map. In addition, an inactive (unused) switch port
causes the switch itself to be placed in alarm.

NOTE: You can also convert your map to Layer 2. Using Layer 2 information, your map is
automatically updated to match the topology represented by the switch's Layer 2
information. For more information, see Mapping with Layer 2.

Use the Interfaces window to select and remove these switch ports.

To hide switch ports:

1. With the map editable, right-click or CTRL-click the switch and select Interfaces
Window. The Interfaces window is displayed, showing the interfaces available to the
switch.
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2. Select or clear the check boxes to enable or disable switch ports. The disabled
interfaces are removed from the map.

Connecting Devices to Switch Ports

Intermapper does not connect devices to the proper port of a switch. Instead, it connects all
devices of a subnet to the discovered first switch port (usually the port with ifindex=1).

You can manually move a device's link to the proper port by dragging the link from the
central oval (labeled switch.company.net in the figures below) to the proper port. For
example,

1. The map before
making changes.
The switch's ports
are shown by the
numbered ovals.

(Make sure the map
is in Edit mode (Pg.

154) )

2. Click a link and
dragit. Alineis
displayed and
follows the cursor.

NOTE: You can
drag links only
from a network.

A A
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3. Drag the link to
the desired port. The
link disconnects
from the original
network oval and
remains connected
to the new. Note that
the port's oval now
contains two port
numbers: that of the ]
switch (7) and the EE-’, . ,”“{M
port number of the
device (2).

[ switch.compary.net ]

Lh

I3

Tip: When moving
links to the proper
ports on a switch, it
is sometimes easier
to change the port
labels to display the
port's number.

Copying Subnet Ovals

After discovering all devices, you might find that the map layout does not match your
concept for a logical layout of your network.

You can make a copy of a subnet oval and reconnect your devices to it. This allows you to
create visual arrangements that more closely match your concept of a logical map layout.

To copy a subnet oval and connect to it:
1. With the map editable, select the subnet oval you want to copy.
2. From the Edit menu, select Copy.

3. From the Edit menu, select Paste. The copy of the subnet oval is displayed on the
map.

4. Move the subnet oval to the preferred location.

5. From the Format menu, select Label or press Ctrl/Cmd+click on your keyboard. The
Edit Network Label window is displayed.

6. Add a meaningful label to distinguish it from original label. For more information, see
Editing Labels.

7. For each device you want to connect to the new oval, drag the link from the old oval
to the new oval. The device is connected to the new oval.
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Before:

My-PC
- 192.166.81.4

192.166.81.0/24 —{ 192_153_31_1]
.-‘-‘-"""I-___
i MFC3440CN ]

After:

192.168.81.0/24
Upstairs

My-PC \
[ 192 168.81.1 ]

192.168.81.0/24 _| MFC9440CHN ]

Downstairs

Adding Unmanaged Hubs and Switches to a Map

Intermapper cannot automatically discover or monitor unmanaged switches and hubs
(called dumb devices) since they have no IP address. However, there is a workaround that
allows you to represent them on an Intermapper map.

To perform the workaround, you can create a placeholder icon and then manually drag the
links from the appropriate devices to this new icon. Although Intermapper cannot test or
monitor this fake equipment, it appears on the map and displays the interconnections of
your network as a tool to diagnose problems.

The following is a step-by-step description of the process. Note that this description works
equally well for either switches or hubs.

In the starting map, notice that Intermapper automatically connected a number of devices
to the network oval labeled 192.168.1.0/24. The top three devices (IP addresses
192.168.1.91, .89, and .79) are connected to a dumb (unmanaged) hub on the floor. This
page shows how to create a placeholder icon to represent the hub and connect those three
devices to it.
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192.168.1.0/24

Problem

The top three devices (IP
addresses 192.168.1.91, .89,
and .79) are connected to a
dumb (unmanaged) hub.

We want to create a
placeholder icon that
represents the hub and then
move the connections for
those devices to the
placeholder.

192.168.1.0/24

Step 1: Creating a
Placeholder to Represent
Your Hub

To create the new empty
network:

1. From the Insert menu,
select Network.

2. Enter a subnet number
that is the same as the
device's current subnet
(oval) as shown in
Adding Networks to a
Map (Pg. 52).

The new network is
displayed as an oval, with
the specified subnet
number (not 0.0.0.0/0, as
shown in this example).

Intermapper

www.fortra.com
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=) Lipstairs Hub

| Routerto nternet =~ 132 155 | o2 —__w

=) Lipstairs Hub

Intermapper

www.fortra.com

Step 2: Tidying Item
Appearances

To tidy up the appearance of
the item:

1. Move the new network
up.

2. Change its shape to a
rectangle using the Icon
command from the
Format menu.

3. Change its name to
Upstairs Hub using the
Label (Cmd-L).

Step 3: Connecting the
Hub to the Network

To connect the hub to the
network:

1. Select the new rectangle.

2. From the Insert menu,
select Link. A line is
displayed, connected on
one end to the rectangle
and to your mouse cursor
on the other. You can
also right-click a selected
devices and select
Attach To from the
device's context menu.

3. Click the network oval
below the rectangle. The
hub is connected to the
network.

A line is displayed, connecting
the two items together. This
line persists as you move the
items around your map.
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Step 4: Connecting
Devices to the Hub

=) Upstairs Hub

To connect the devices to the
hub:

1. Click the link (line) for the
first device and drag it
toward the Upstairs Hub
rectangle.

\ Routertontemet — 157 155 1 0/24 _—W

2. Release the mouse
button when it is over the
rectangle.

The line stays with the new
rectangle. Do this for all three
links.

Result

ISP Upstairs Hub === 182 1656.1.68) Your map should look similar

to this after dragging the three
links from the oval to the fake
hub.

| Router to lntemet = 5- |55 1 0/2 ——W

Hiding and Unhiding Details

You can create maps with more detail than you want to see, especially if your network
contains one or more switches. This is because Intermapper periodically scans routers and
switches and displays newly discovered interfaces. If you delete a network oval from the
map, Intermapper no longer polls the associated interfaces.

e Use the Delete command to delete one or more networks. Select the networks you
do not want to see and select Delete from the Edit menu or press the Delete key on
your keyboard. Intermapper does not poll interfaces for deleted networks.
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» Use the Create sub-maps to hide details, but continue to monitor its state and view it
occasionally. You can create separate maps containing the details you want to hide
and make a new map with devices which use the Map Status probe. Each device
represents a submap.

» Use the Interfaces window to hide or show interfaces. When you hide an interface, it
is no longer polled and alerts are not sent.

Notifiers and Alerts

Intermapper can send different kinds of notifications to alert the network manager of
network problems. You can configure an entire map to use a default notifier (or set of
notifiers) and to apply a custom notifier to individual devices.

What is a Notifier?

Notifiers watch the state of one or more devices and perform a specified action when the
device changes to a certain state. The action is called a notification.

You can attach notifiers to a device and specify which states (down, up, warning, alarm,
critical) should trigger the notifier. When a device changes to the specified state, the notifier
is triggered and Intermapper sends the notification.

For example, you can create a notifier that sends an email message. You can attach that
notifier to a device. You might also specify that it should be triggered when the device goes
down or comes back up. When the device goes into either of those states, an email
message is sent.

Notifier Types

e E-mail - sends an email.

« Alphanumeric Pager - sends a page through a dial-up modem using the TAP
protocol.

» Network Paging - sends a page across the Internet using the Simple Network Paging
Protocol (SNPP).

o SMS Alert - sends a text message to a cell phone via SMS.

e Sound - plays a sound associated with the state of the device.
« SNMP Trap - sends an SNMP trap to the specified trap receiver.
» Syslog - sends a message to a syslog server.

« WinPopup (Microsoft Windows only) - sends a message to the specified user. The
message is displayed in a separate window.

o Command Line - executes a command on the Intermapper host machine.
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« Group - sends notifications to a group of existing notifiers.

o PowerShell - executes a PowerShell command or script on the Intermapper host
machine or a remote Microsoft Windows machine.

e AutoMate - executes a task created with Fortra' Automate software.

What You Can Do With Notifiers

« The Notifier List (Available from the Server Configuration section of the Server
Settings window) is a library of notifiers created by you.

» You can create a notifier from the Notifier List pane, available in the Server Settings
window.

» You can configure the notifier and test it to make sure it is working properly.
» You can attach a notifier to a device using the Attach Notifier dialog.

» You can remove a notifier using the Notifier List.

» You can define a set of default notifiers using the Default Notifiers dialog. When you
add a new device to a map, the default notifier set is automatically attached to the
new device . (You can also create and attach notifiers to individual items.)

e You can attach notifiers only to devices, not to networks.

Parts of a Notifier

Notifier A human-readable description of the notifier. It is useful to include the
Name type and recipient in the name (for example, Network Techs via email
or Syslog to Main Logger.

Notifier Type The notifier type (email, sounds, traps, and so on). Each notifier you
creates a notification or alert, depending on its parameters.

Notifier The parameters of a notifier that indicate the recipient or the action to

Parameters  be performed. Parameters can specify an email address, a sound, the
address of a syslog or trap server, a pager account, or a script or
program to run. Each notifier type determines its parameters.

Notifier The schedule associated with the parameter that specifies the days

Schedule of the week and the hours of each day during which a notifier should
send notifications. If an event happens outside the schedule, no
notification is sent.

About the Notifier List

The Notifier list is a library of notifiers that you can attach to different devices on your map.
It is available from the Server Settings window. You create, configure, edit, remove, and
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disable notifiers from the Notifier list. Once you have created and configured the notifiers
you want to use, you can attach them to devices.

Occasionally, you might be about to attach a Notifier but discover that you need to create a
new one before you can attach it. Open the Notifier list from the Device Notifiers or Link
Notifiers view of the map window. Select Edit Notifiers from the Notifier menu.

Eile Edit View Monitor Insert Format Window Help
| ¢ =A@ 4l 5B | sz Default Sounds
sx Default Sounds

Marme

192,168.81. 16
192,168.81.5
SWEETSPOT
SWEETCLOUDSTE
MFCS440CN Pina/Echo

‘ITTI | K

How Notifications Are Sent

When an event occurs, for example, when a device changes to a new state (Up to Down,
Warning to Alarm, Alarm to OK) Intermapper triggers the attached notifiers that apply to that
new state. The notifier sends a notification, as defined in its parameters, to the specified
target users as defined by the notifier schedule.

Working With Notifiers

You can create and configure notifiers in the Notifier List pane, available from the Server
Settings window. You can attach notifiers to devices in the Device Notifiers window.

Using the Notifier List

Use the Notifier List to view a list of all notifiers defined for all open maps. You can also use
the Notifier List window to do the following:

Add new notifiers

Edit existing notifiers
Copy existing notifiers
Remove a notifier

Activate or deactivate a notifier
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To view the Notifier List:

« From the Server Settings window, select Notifier List. The Notifier List is displayed

(click/tap the thumbnail to expand).

A notifier sends an alert when the notifier is triggered by an attached device.

Uncheck a notifier to deactivate it for all devices {e.g., during vacation periods).

Alpha Pager-Dialup
Alpha Pager-Metwork:
fi\ Automate

[] af= Built-in Sounds

E® commandLine

AL Group

i Mail

Y PowerShell

5Ms

(% SNMP Trap

ol Sound

(] syslog

@ WinPopup

+=a-

Abort Pending Pages Abort Pending Tasks

To add a notifier:

1. Click the plus sign *. The Configure Notifier window is displayed.

2. Configure the notifier and click OK.

To edit an existing notifier:
1. Select a notifier.

2. Click Edit. The Configure Notifier window is displayed, showing the current

configuration of the selected notifier.

3. Edit the configuration and click OK.

To copy an existing notifier:
1. Select a notifier.

2. Click Duplicate. The Configure Notifier window is displayed, showing the current

configuration of the selected notifier.

3. Edit the configuration and click OK.

To remove a notifier:
1. Select a notifier.

2. Click Remove. A confirmation dialog is displayed.

3. Click Remove. The selected notifier is removed from the Notifier List.
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To activate or deactivate a notifier:

Select or clear the check box to the left of the notifier name in the notifier list. When
deactivated, the notifier never triggers notifications. This is useful for vacation periods or
other times when you do not want the notifier to be used.

Defining Default Notifiers

You can define a set of default notifiers for a map that is attached automatically to any new
device or link that is added to the map. For existing devices or links, these settings also
affect all but those devices and links that have been set manually to use another set of

notifiers.

Map Settings: MyNetwork

Colors

Background

Device Thresholds
Interface Thresholds
Traffic Indicators
Default Notifiers
Retention Palicy

Layer 2 Features

Default Notifiers for Devices:

Notifier Name Down
nix Builtin Sounds
Alpha Pager-Dialup
Alpha Pager-Metwork
) Automate
BE® CommandLine
AL Group
S Mail
Y Powershell
SMS
% SNMP Trap
nl Sound
U Syslog
D winPopup
£

o

Up

o

Critical

e

Alarm Warn

e
e

OK

N

Trap Dela #
Na

N

Flrlzlzzizizzzlzz

Default Notifiers for Links:

Edit Notifiers... Reset All Devices

Motifier Name Down

il Built-in Sounds

P Mail

L) sms

Alpha Pager-Dialup
Alpha Pager-Metwork
fi\ Automate

E® CommandLine

&4 Group

¥ Powershell

@ SNMP Trap

ml Sound

U Syslog

o 9

n

O winPopup
<

up

o

Critical

o

Alarm Warn

o
o

OK

N

Delay 13-

MNone -~
None
None «
MNone -
MNone
None
None «
None -
MNone -
MNone
MNone
None -
MNone -

Edit Notifiers... Reset All Links

Cancel

Use the Default Notifiers pane, available from Map Settings window, to define a set of
default notifiers to apply to devices or links in a particular map.

You can create one or more notifiers to attach to every device. When the status of the
device or link changes to a specified state, the notifier automatically sends a notification.

Intermapper
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Intermapper ships with one default notifier, called Built-in Sounds. It plays a default sound
when a device goes down and another sound when the device comes back up.

To create a set of default device or link notifiers:
1. From the Edit menu, select Map Settings.The Map Settings window is displayed.

2. Inthe left pane, click Default Notifiers. The Default Notifiers pane appears, showing
two check boxes, one for devices and one for links, each containing a list of defined
notifiers. Each check box contains a set columns with a check box for every possible
device or link state.

3. For each notifier you want to attach to new devices or links, select the check box for
each state you want to trigger that notifier.

4. Click OK. The specified notifiers are automatically attached to each device or link on
your map and to all new devices or links added to the map.

Resetting All Devices or Links to the Default Set

NOTE: In versions of Intermapper prior to 6.4, changing default notifiers affected only
new devices or links; it did not change notifiers already attached to existing devices.

With versions later than 6.4, changing the default notifier set changes all devices or
links in the map except those that have been manually set to use another set of
notifiers.

» To attach the default notifier set to all the devices on the map, including those
that have been set manually, click Reset All Devices.

« To attach the default notifier set to all the links on the map, including those that
have been set manually, click Reset All Links.

Attached notifiers are replaced with the default notifier set.

Attaching Notifiers to Multiple Devices

To change all device or link notifiers on a map:

Select all items on the map and open the Device Notifiers window from the Monitor menu,
or Alt-click or Cmd-click (Mac) the context menu. Your changes are applied to the selected
map items.

To change all link notifiers on a map:

Select all items on the map and open the Link Notifiers window from the Monitor menu, or
Alt-click or Cmd-click (Mac) the context menu. Your changes are applied to the selected
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map items.

Attaching a Notifier to a Device or Interface
Attaching a Notifier to a Device

You can attach one or more notifiers to any device. For each notifier, you can specify which
states trigger a notification. For example, a device might have a notifier send an email when
a device goes down, but can have a second notifier that plays sounds when the same device
goes down, comes up, or enters an alarm state. You can also send an email to an on-site
system administrator during the day and to a different administrator outside business
hours.

To attach a notifier to a device:
1. Select one or more devices.

2. From the Monitor menu, select Device Notifiers or right-click a device in the Map
List or Device List view of the Map window. The Notifiers for device(s) window is
displayed, showing which notifiers are currently attached to the selected items as
shown below.

3. In each notifier row, select or clear the check boxes for the device states you want to
trigger. A notification is sent when the device's state changes to any of the selected
states for that notifier.

[} Motifiers for device "192.168.81.104"

7
Notifier Name Down Up Critical Alarm Warn oK Delay Repeat Count Trap -
= Default Sounds v V| None Never - ~

A lone ever
u SM3 Mane Mever

NOTE:
« Configure a notifier - Click a row to select a notifier and click Edit Notifiers. The
Configure Notifier window is displayed.

« Attach all notifiers to selected devices, Alt-click or Cmd-click (Mac) . All check
boxes in the column are toggled to the same state. Alt-click or Cmd-click (Mac) a
Delay or Repeat menu and specify a value to set all rows to that value.

Attaching a Notifier to an Interface

You can also attach notifiers to a device's interfaces, so that alerts are sent for a link when
that link goes down.
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To attach a notifier to one or more interfaces:
1. Select the device containing the interfaces you want to attach notifiers to.

2. View the Interfaces window, either from the Monitor menu's Interfaces submenu, or
from the device's context menu's Interfaces submenu. The Interfaces window is
displayed, showing the device's interfaces .

3. Select the interfaces you want to attach notifiers to, using Click, Shift-click and Ctrl-
click. Type Ctrl-A to select all of the device's interfaces.

4. Right-click or Ctrl-click (Mac) one of the selected interfaces and select Notifiers
Window from the context menu's Interfaces submenu. The Notifiers for link window
is displayed, showing the notifiers and the status they use to attach to the selected
interfaces.

5. Select or clear the check boxes for the device states. Set Delay, Repeat, and Count
values as needed. A notification is sent when any of the interfaces' states change to
one of the selected states.

NOTE:
You can also attach notifiers to interfaces from the Link Notifiers list view of the
Map window.

Resetting Devices or Links to the Default Notifier Set

If you change the default device or link notifier set after attaching it to all devices or links,
you can reset all devices or links in a map to use the default notifier set.

To reset all devices or links in a map to use the default notifier set:

1. With the map window open, select Map Settings from the Edit menu. The Map
Settings window is displayed.

2. From the left pane, click Default Notifiers. A list of notifiers is displayed, showing the
default attachment settings used when a new device is added.

3. Do one of the following:

« Click Reset All Devices to attach the default notifier set to all devices in your
system.

» Click Reset All Links to attach the default notifier set to all the links in your
system.
A Confirm Notifier Reset dialog is displayed.

4. Click OK. All devices or links on the map are set to the default notifier set.

Using Delay, Repeat, and Count Parameters
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For each notifier, you can specify Delay, Repeat, and Count parameters. These parameters
can be used to control how quickly and how frequently notifications are sent. For example,
to avoid unnecessary pages, you can configure a notifier to wait until a device has been
down for two minutes before sending the first page. You can also re-send a notifier every 10
minutes indefinitely. Notifications are sent until the count is reached, or until the device is
acknowledged.

How Delayed Notifiers work

Intermapper maintains a queue of notifications to be sent. When a DOWN, WARN, ALARM,
or CRITICAL event happens, Intermapper places a notification in the queue and sets its time
to be sent according to the delay. (UP, OK, and Trap notifications are never delayed.)

When an UP or OK event occurs, Intermapper first searches the notification queue for the
corresponding down, warn, or alarm notification. If it is there, Intermapper removes both the
DOWN (or Warn or Alarm) notification and UP (OK) event and will not send either one. If not,
Intermapper sends the UP/OK notification immediately.

Notification Escalation

You can use notifiers to implement a problem escalation system by creating two or more
notifiers for a device. The first notifier can alert someone immediately. A second notifier
can be delayed for a period of time, perhaps 30 minutes or an hour, before notifying a
second person. If the problem remains when the second notifier's delay time is reached, the
second notification is sent. As soon as a problem is acknowledged, no further notifications
are sent, even if the outage lasts a long time.

Using Vantage Points

Intermapper can block or suppress notifications for devices that are behind or shadowed by
another failed device. This helps to avoid receiving dozens (or hundreds) of notifications for
devices that do not respond because there is a router or link down between Intermapper
and that device.

When one device depends on another, you can use this dependency to suppress the
notifications for devices that depend on the failed device.

You do not need to set the dependencies manually between devices on a map. Instead,
Intermapper follows the links that are already part of the map.

To enable dependencies, set a Vantage Point (Pg. 115). Vantage Point indicates the
position from which Intermapper views the network. You usually set the Vantage Point on
the actual device where Intermapper is running. After you set the Vantage Point,
Intermapper can determine which devices depend on other devices.
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Example 1: All devices are up

The following example shows a map with several interconnected routers. The yellow star on
the Intermapper icon shows that it is the map's vantage point.

(ws1 [[ws2 ][ ws3 | [ws1](ws2]|[ws3 ] [WS15£SL][WS3]
';il \_Router 1 Router 2 F Router 3

IntarMapper

Example 2: One device is down, shows dependent devices

In the following example, Router2 failed. Intermapper sends the normal notifications for
Router2, but it suppresses notifications for any device that depends on it. Icons for the
dependent devices are dimmed on the map to show they are shadowed by the failure.

ws1 |[ws2 ][ ws3 (ws1 ] [ws2 J[ws3s]

';il | Router 1 | 1 Router 3
InterM:pper
Setting a Vantage Point
To set a map's Vantage Point:
1. Make the map editable. i—l—
2. Select the device or network you want to use as the Vantage Point. o
InterMapper

3. From the Monitor menu's Set Info submenu, do one of the following:
» Select Set Vantage Point.

or
« Right-click (or Ctrl-click) a device or network and select Set Vantage Point
from the context menu's Set Info submenu.

A small star is displayed next to the item.

Moving and Removing a Vantage Point

You can remove a Vantage Point or move it to a new item.
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To move a Vantage Point to a new item:
Set the Vantage Point to the new item as described above.

To remove a Vantage Point:
1. Select the item to which the Vantage Point is currently assigned.
2. From the Monitor menu's Set Info submenu, do one of the following
» Click Remove Vantage Point.
or

» Ctrl-click the item to which the Vantage Point is currently assigned and select
Remove Vantage Point from the Set Info submenu.

The star next to the item is removed and no Vantage Point is set. Notifications are sent for
all map items.

How Vantage Points Work

When a device goes down (when no response has been received from it), dependencies
determine whether to suppress the notification.

Starting at the Vantage Point, Intermapper follows the links to the device in question. If the
only path to that device passes through a device, a link, or an interface that is already down,
Intermapper knows that the device is shadowed, dims its icon, and suppresses the
notifications.

If there is no failure along the path, or if there is no path at all (functional or not) to the
device, Intermapper allows the notification to go through.

Even though a device is shadowed (and its notifications are suppressed), Intermapper
continually probes the device to show its status.

One Vantage Point Per Map

You can define only one Vantage Point per map. Even if a map does not show the machine
on which the server is running, you can use the Vantage Point to indicate the
communication path from the Intermapper server to the devices on the map.

This allows Intermapper to know which devices are inaccessible if a switch or router goes
down.

Managing Notifications for Dependent Devices
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If a device fails but has not been polled, notifications for dependent devices can still be sent
even though the failed device is responsible for the failure. This can result in unnecessary
and inaccurate alerts.

If this happens, configure the notifiers for the dependent devices to have a delay that is
longer than a single polling cycle of the devices. In this setup, the dependent devices do not
send an alert if the device on which they depend goes down. An alert is sent only for the
failed device.

Configuring Notifiers
Notifiers have the following attributes:

« A notifier name.
« The type of notification to send
« A schedule of hours during which the notification should be sent

« A set of parameters determined by the notification type. This information is required
to allow the notification to be sent. For example, an E-mail notifier requires a valid
email address.

To configure a notifier:
1. In the Name text box, type a notifier name.
2. From the Notifier Type menu, select a notifier type.

3. In the Configuration panel, specify the configuration information for the selected
notifier type.

4. From the Scheduled Hours panel, choose the hours during which the notifier is
active.

5. Click Test Notifier Configuration to send a test notification.

NOTE: The Test Notifier Configuration button checks to make sure that the
notifier is configured correctly and that a notification is placed in the queue. The
notification can fail to be delivered, even when the notifier is configured
correctly.

6. Close the Configure Notifier window.
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Configure Motifier IEI
¥4 Name: |Jerry - email Schedule:
r 1 1] 3 5] El 12 15 18 21 24
Type: | Electronic Mail (SMTP) -

Sun
Man

The outgoing SMTP server and sender must be set in the E-Mail pane

of the Server Settings before e-mail can be sent. Tue

Addresses: Wed

jerry @example.com T::u
Ti

Sat

[ Active Hours
[J1nactive Hours

Edit Message. ..

[ Test Notifier Configuration ] ’ 0K ] [ Cancel ]

« Use the left side of the window to select the notification type and to set the notifier
parameters.

» Use the right side of the window to edit the notification schedule.

When you select the notifier type from the Notifier Type menu, the left pane changes to
show the parameters required for the selected notifier type.

Removing a Notifier

To remove a notifier:

1. From the Edit menu, select Server Settings. The Server Settings window is displayed
with a list of settings in the left pane.

2. From the Server Configuration section of the Settings list, select Notifier List. The
Notifier List window is displayed.

3. Select the notifier you want to remove.
4. Click Remove. A confirmation dialog is displayed.
5. Click Yes. The selected notifier is removed from the Notifier List.

Configure Notifier Window Reference
Name

Enter a name in the Name text box. The name can be any descriptive text string.
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Tip: If the notifier is active only at certain times of the day or week, you can include a
description of the time period as well. For example, you could assign names such as
Weekend Pager and Second Shift Pager to notifiers that had those time schedules.

Notifier Type

From the Configure Notifier window's Notifier Type menu, select a notifier type. For more
information, see Notifier Types (Pg. 106).

Scheduled Hours
Select a range of hours during which this notification should be sent.

» Active hours are shown in gray.
e |nactive hours are shown in white.

To set a range of hours:
 Click and drag across a range of hours.
» Click and drag across all blocks to invert the selection.

To add or remove hours from the schedule:
Click an individual cell to make it active or inactive.

To activate or deactivate all hours in the schedule:
» Double-click the Active Hours legend to activate all hours in the schedule.
» Double-click the Inactive Hours legend to deactivate all hours in the schedule.

To edit the message sent with the notification:

Click Edit Message. The E-mail Notification page (Pg. 106) shows the editing interface.

NOTE: You can also use Intermapper variables and Javascript to insert information
dynamically into a notifier message or subject. For more information, see Dynamic
Label & Alert Text.

Test Notifier

From the Configure Notifier window, click Test Notifier. The notification is sent
immediately, with the state of Test.
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After you create notifiers, you can attach them to all devices (the default notifier is used for
all new devices) or to one or more devices.

Configuring a Sound Notifier

A sound notifier plays a sound whenever a device enters a new state. For each state, you
can assign a different sound.

Configure Notifier @
JL Name: Motifier Schedule:
r 1 1] 3 =] 9 12 15 18 21 24
MNotifier Type: |Alert by Sound -
B . Sun
DOWM: _Down-l—lZ[Jz[J.Z.wav - | Mon
r 1 Tue
UP: :Ahh}mono.wav v: —
Critical: None - Thu
r Fri
Alarm: [N
arm : one v. -
Warning: _None - | . Achive Hours
OK: |None = (] Inactive Hours
Trap: :Nnne v:
Import Sound. ..
Test Motifier Ok ] [ Cancel

To configure a sound notifier:
1. Create or edit the notifier you want to configure.

2. In the Notifier Type menu, select Alert by Sound if it is not already selected. The
Sound Notifier configuration panel is displayed.

3. For each state, use the Sound Name menu to select the sound you want to play when
the device changes to that state. If you do not want sounds to play for certain states,
set those states to None. The states are described below.

4. If the sound you want to use for a particular state does not appear, click Import
Sound to import a sound file containing the sound you want to use.
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NOTE:
e On Microsoft Windows machines, available sounds are located in the
Intermapper Settings/Sounds folder.

e On macOS machines, available sounds include any system sounds or the sound
files in /System/Library/Sounds folder, as well as those in the /InterMapper
Settings/Sounds folder.

» Supported sound file formats: .WAYV, .AIF, and .AU.

» Intermapper RemoteAccess must download each sound file from the
Intermapper server, but after it is downloaded, it is cached on the remote
machine. Bear in mind that large sound files can affect system performance for
remote users.

« Sounds are queued up for playing. One sound does not start until the previously
queued sound is completely finished playing. Relatively short sound files are
recommended.

Device States
The following device states are available:

« Up - Plays a sound when a device responds normally after being down.

« Down - Plays a sound when a device goes down (fails to respond to Intermapper's
queries).

« Critical - Plays a sound when a device enters Critical state.

« Alarm - Plays a sound when a device enters Alarm state.

« Warning - Plays a sound when a device enters Warning state.

e OK- Plays a sound when a device is no longer in a critical, alarm, or warning state.

« Trap - Plays a sound when Intermapper receives an SNMP trap from the device.

The following states are default sound notifiers:

» Down - plays the Klaxon sound
« Up - plays the Yahoo sound
* None - all other states

What You Can Do With Sounds

You can use sounds to help give you audible indicators the condition of your network in the
following ways:
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« Create different sound sets for different times of da, or for different days - creates
different sound notifiers, each having a different notifier schedule. This can be
helpful if you need to, for example, use certain notification sounds during working
hours in a busy office, and have louder, more easily distinguishable sounds outside
working hours, when you are working away from your computer.

« Create different sound sets for certain devices - creates sound notifiers for certain
kinds of devices, and use different sounds. You can tell without looking if, for
example, a certain machine or router goes down. It is also useful if you have trouble

with a particular device.

Sound files must be placed in the Intermapper Settings/Sounds folder before they are
available in the Server Configuration Notifier List panel of the Server Settings window.

Configuring an Email Notifier

Use an email notifier to send an email message to one or more recipients. The email
message can provide detailed information about the device that triggered the notifier. The
following example shows the Configure Notifier window for the Email notifier type:

Configure Notifier

[ MName: |Jack - Email
Notifier Type: :Hectronic Mail (SMTF) -

The outgoing SMTP server and sender must be set
in the E-Mail pane of the Server Settings before
e-mail can be sent.

Addresses:

jad-:@example.cnm|

Edit Message. ..
Test Motifier

=3

Motifier Schedule:
1] 3 =] 24

Sun
Mon
Tue
Wed
Thu
Fri
Sat

B Active Hours
[(JInactive Hours

oK ] [ Cancel

To configure an e-mail notifier:

1. In the Configure Notifier window, select Electronic mail (SMTP) from the Notifier

Type menu.

2. Inthe Address text box, type the email address you want to receive the notification.
You can enter multiple addresses, separated by commas, spaces, tabs, newlines, or

carriage returns.
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NOTE: Email messages are sent using an outgoing SMTP mail server. Before
Intermapper can send email notifications, you must specify the SMTP host you want to
use for sending email notifications. For more information on how to specify your
outgoing SMTP mail server (and a backup server), see E-mail Preferences (Pg. 236).

Editing the Text of an Email Notification Message

An E-mail notifier sends a text message that deggfibes the failure. =
. . . Subject: | <Event=: <Device Name>

Use the Edit Message window to edit the
message Sent by .the nOtifier. The example <Timestamp>: Message from InterMapper <Version:> £
below shows the Edit E-mail Message Event: <Event>
W|nd0W Conta|n|ng the defaUIt ema” Docun;ent: <chumentName>
message. The list at the lower left e s>
contains variables you can substitute in Condition: <Device Concifion >
the teXt. Time since last reported down: <Last Time Down =

Device's up time: <SysUpTime =
Double-click an item to insert it into the " 5
messageteXt When the nOtIflcatlon_IS 5 = * || The type of event change, e.g. Down, Up, Alarm, Warning,
sent, the inserted item is replaced with its pevie Name OK, ACK.

. Mart Mame

current value in the message text. Short, Smart Name

DMS Mame -

QK ] I Cancel
Subject:  <gyent>:

<Device Name>

Message:  <Timestamp>:

Message from Intermapper <Version>
Event: <Event>
Name: <Device Name>

Document: <Document Name>
Address: <Device Address>
Probe Type: <Probe Type>
Condition: <Device Condition>
Time since last

reported down: <Last Down>
Device's up time: <SysUpTime>

NOTE: You can also use Intermapper variables and Javascript to insert information
dynamically into a notifier's subject or message text. For more information, see
Dynamic Label & Alert Text.

Using Group Notifiers
Intermapper can group notifiers together so that a transition to a particular device state
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sends multiple notifiers, even of different types, for that event.

To create a Group notifier, select Group from the Notifier Type menu. A set of currently-
defined notifiers is displayed, with a check box next to each. To create the group notifier,
select the appropriate check boxes from the list.

Configure Notifier @
@ Name: |Support Notifier Schedule:
0 3 & El 13 21 =4
Motifier Type: | Group - i
' ’ Sun
Contained notifiers: Mon
[~|command Line Maotifier Tue
[~|Email Support Wed
(] 3ack - Email Thu
[¥]Jack - 5M3 Fri
[W]Uli - Email Sat
[ Uli - sMs B Active Hours
[Jinactive Hours
Test Notifier OK ] [ Cancel
How it Works

When the Group notifier is invoked, Intermapper first checks the time schedule. If the time is
applicable, Intermapper invokes each of the checked notifiers. They then check their
schedules and send the notification as appropriate.

NOTE:

« Itis normal for a group notifier's schedule to be 24 x 7, so that the underlying
notifiers govern when they are sent.

e When attaching a group notifier to a device, clear its component notifiers' boxes.

Otherwise, duplicate notifications are sent (once for the group and again for the
component).

Configuring a Pager Notifier to Use an Analog Modem

Intermapper uses TAP, the Telelocator Alphanumeric Protocol, with an internal or external
analog modem to connect to a page service, and to deliver a notification.
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To use the built-in support for paging with analog modems:

1.
2.

Create a new notifier (Pg. 109).

From the Notifier Type menu, select Alpha-numeric Pager (Dial-up). The example
below shows the Configure Notifier window with the Alpha-numeric Pager (Dial-up)

type.

From the Subscriber menu, select a subscriber, or select Edit List to add or edit
paging services or subscribers.

Click Edit Message to edit the message that is sent to the pager. (See warning
below.)

In the Notifier Schedule panel, choose the hours during which the page is sent.
Click OK.

Configure Motifier @

Name: Motifier Schedule:

r 1 1] 3 & 9 12 15 18 21 24
Motifier Type: .Alpha-numeric Pager (Dialup) = |

) ) Sun
Subscriber: | Tam Terrific - Mon
Tue

Wed
[ Edit Subscriber List... ] Thu

Service: WaweComm

Fri
Sat

[ Active Hours
[Jinactive Hours

o) [om )

Warning: Many paging services limit the message length. Sending a longer message can
cause multiple pages per event and can considerably increase your pager bill.

Configuring Paging Services and Subscribers

Before you can use the paging options, do the following:

» Set up one or more paging services.

» Set up one or more subscribers for that service.

The window above assumes that you have already configured Intermapper for your pager
service.
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Modem Pager Settings @

Paging Services | Paging Subscribers |

Available Services;

m Mame: |WaveComm

Telephone: |802,555.1212

Password: | asdf4321

Modem Pert: |{GE CHMA USH Modem! »

Connection: Bits II Speed
— Init 5tring: |ATEOVL
ap I Retries: | 215 Retry Interval: | 105 seconds
O ] I Cancel

To add or edit paging services:
1. Choose Edit List from the Subscriber menu. The Paging Settings window is
displayed.

2. Click the Paging Services tab. A list of paging services is displayed, if any are
defined.

3. Click a service to edit, or click Add. The information for the paging service is
displayed.

4. Specify the dialup information in the text boxes. Use the information about your
paging service to enter the service name, telephone number, password, the port to
which your modem is attached, and the modem configuration.

5. From the Bits menu, specify the values for your modem. Open the menu repeatedly
to set the data bits, stop bits, and parity. By default, the values are set to 7 data bits,
1 stop bit, and Even parity.

6. In the Retries text box, specify the number of times you want the page to be sent if it
fails. The default is 2.

7. In the Retry Interval text box, specify the number of seconds to wait between retries.
The default is 10 seconds.

8. Click Done.
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Modem Pager Settings @
Paging Services | Paging Subscribers |
Available Subscribers:
m Mame: | Tom Terrific
Service: _WaveCumm - |
Pager ID: m
K ] I Cancel

To add or edit paging subscribers:
1. Select Edit List from the Subscriber menu. The Paging Settings window is

displayed.

2. Click the Paging Subscribers tab. A list of paging subscribers is displayed, if any are
defined.

3. Click a service to edit, or click Add. The information for the paging service is
displayed.

4. In the Name text box, type the name of the person you want to receive the page.

5. From the Service menu, select the user's Paging Service. If the user's paging service
does not appear, you need to create it as described above.

6. Inthe Pager ID text box, type the person's pager ID. (This might be different than the
Service phone number that you entered when creating the user's Paging Service
definition above.)

7. Click Done.
Paging Log File

The paging log file is a special file that receives logging of all paging traffic and messages,
including the details of the modem commands and written and read text. The information in
this log can help you or Intermapper Technical Support to troubleshoot paging if it is not
working correctly.
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To start logging this traffic, use the Log Files server settings panel to create a log file
named Paging (The log file name is called Paging<date>.txt). Logging continues until the
log file is removed through the Log Files panel.

Modem Compatibility

macOS

Intermapper has been tested with macOS using various built-in modems, an external USB
modem (MultiTech MT5634ZBA-USB), and an older external modem connected via a
KeySpan Twin Serial adapter (using KeySpan's current macQOS driver) on a beige G3. With
the KeySpan serial adapter, Intermapper lists both serial ports in the Modem Page Settings
dialog and you are responsible for selecting the correct one.

Microsoft Windows

A number of modems have been tested with Intermapper. While we cannot guarantee that a
particular modem works, we believe that most modems that support V.34 or a later
specification will work well.

Sending SMS/Text Alerts to a Cell Phone

Intermapper can send SMS or text message alerts to a cell phone, mobile phone, or wireless
phone. These notifications are sent using an analog modem to dial a TAP paging terminal at
your wireless provider.

NOTE: The methods described below depend on an analog modem dialing a TAP service
or a cell phone. You can also use a cell modem to send SMS message directly to
another cell phone. For more information, see Configuring an SMS Notifier.

The following methods are available for sending alerts to a mobile phone.

Telelocator Alphanumeric Protocol (TAP)

Intermapper can send SMS or text messages using Telelocator Alphanumeric Protocol
(TAP) with an internal or external analog modem. It connects to a paging service and
delivers a notification or alert to your cell phone.

Using TAP to Send a Message

If your paging service provides a TAP paging terminal that forwards pages as SMS or text
messages to your wireless phone.
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To configure Intermapper to send alerts to your phone:
1. From the Server Settings > Notifiers List window, click Add. The Configure Notifier
window is displayed.
2. From the Notifier Type list, select Alpha-numeric Pager (Dialup).
3. Click Edit Subscriber List.

4. From the Paging Services tab, click Add. Type the name of the service, the phone
number to dial (including any numbers you might need to access an outside line),
and a password. Accept the default values for data bits, stop bits, parity, and speed
unless your paging service provided you with different values.

5. From the Paging Subscribers tab, click Add. Type the subscriber name and select
the paging service you created in step 4. In the Pager ID text box, type the
subscriber's cell phone number.

6. Click OK to return to the Configure Notifier window.

7. Click Edit Message if you want to change the text message. Edit the message and
click OK.

8. Edit the notifier schedule, if required.
9. Click Test Notifier to confirm that the message can be sent and received.
10. Click OK.
NOTE: This procedure has been tested using Verizon's TAP access to their SMS/text

message system. The access number is 866-823-0501. Other cell providers might offer
a gateway to their text/SMS message service.

Sending a Message if TAP is Not Available

If your cell phone provider does not provide a TAP interface for text messages, you can use
an email-based service to deliver the message. You should contact your cell phone provider
for details on sending alerts and notifications via email.

NOTE: Remember that sending an alert through email fails if your connection to the
Internet is down. See below for a low-tech workaround.

Workaround: When Your Internet Connection Is Down

If your Internet connection is down, but your cell phone provider does not offer access to
their text/SMS message system from an analog modem, you can still be notified about
problems by creating a new Alpha-numeric Pager (dialup) notifier and enter the cell phone
number as the paging service number. This method dials the phone directly. This does not
initiate a voice or text/SMS message, but the CallerID lets the recipient know that
Intermapper is calling.
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Troubleshooting SMS/Text Alerts

If you encounter any problems, Intermapper can create a log file that shows the details of
the paging mechanism. This is useful to review or send to tech support.

To create a log file that shows the details of the paging mechanism:

1. Open the Server Settings > Log Files window and click Add to create a new log file.
Name the log file paging.

2. Click OK.

3. From the Configure Notifier window, test your notifier. The paging.txt file contains
detailed logging for the test notification. You can find the paging.txt file in the
InterMapper Settings > Intermapper Logs folder on the server. If the information
contained in the paging log is not helpful to you, you can send the file with a
description of the problem to support@Intermapper.com.

Notification Using a Numeric Pager

You can configure Intermapper to use alphanumeric modem paging to send messages to
numeric pagers.

To send numeric pages:
1. Create a new paging service.
2. Create one or more paging subscribers to receive the numeric pages.

3. Edit the notification message as you normally would. Any non-numeric characters
are removed.

Step 1: Creating a New Paging Service

To create a new paging service:

From the Edit menu, selectServer Settings.

From the Server Settings window, select Notifier List.

Click Add to create a new notifier.

From the Notifier Type menu, select Alpha-numeric Pager (Dialup).

From Subscriber menu, select Edit List. The Modem Pager Settings window is
displayed.

a bk o=

6. From the Paging Services tab, click Add. A New Service is displayed in the Paging
Services list and an information form for the new service is displayed on the right.

7. Inthe Name text box, type a name for the new service.
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8. Leave the service telephone number blank. (This is what tells Intermapper to do
numeric paging instead of alpha-numeric paging.)

9. Data bits, stop bits, parity, and baud rate are irrelevant and can be set to any valid
value.

10. Accept the modem init string default of ATEOV1.
11. Select the desired modem. You can create more than one such service, if needed.

Step 2: Creating One or More Paging Subscribers

To create a one of more paging subscribers:
1. Click the Paging Subscribers tab and create the paging subscriber(s).
2. Set the service field to use the service created in the steps above.

3. Set the pager id to be the phone number used to dial the pager. To the pager
id/phone number, append enough of your modem's pause characters (for most
modemes, this is a comma) to make sure that Intermapper waits until the call has
been answered and any introductory message played to send the tones with the
numeric message. This varies from service to service.

Step 3: Editing Messages
When creating a notifier based on numeric pager subscribers, edit the message as you
normally would, using the Intermapper macros if needed. When the page is sent, all non-
numeric characters are removed. For example,

DOWN: 192.168.1.132

becomes

1921681132
Paging Log File
The paging log file is a special file which receives logging of all paging traffic and
messages, including the details of the modem commands and text written and read. The
information in this log may help you or Intermapper Technical Support to troubleshoot
paging if it is not working correctly.
To start logging this traffic:
From the Log Files panel of the Server Settings window, create a log file called Paging. (The

log file name becomes Paging<date>.txt.) Logging continues until the log file is removed
through the Log Files panel.
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Configuring a Page Notifier to Send a Page Using SNPP (Network)

Use Intermapper's Simple Network Paging Protocol (SNPP) feature to send pages over a
network. Using this protocol, pages can be sent quickly and reliably, without using an analog
modem or a separate telephone line.

Configure Notifier @

=

Notifier Type: :Alana-numerir_ Pager (Metwork) «

T
SMPP Server: m W:S

Mame: |Jack - Page Motifier Schedule:
o3 24

Sun
Pager ID: Mon

SMPP Port: |444 Thu
Fri
Sat

B Active Hours
[(JInactive Hours

o ) [ ]
To configure a page notifier to send a page using SNPP (network):

1. Create a new notifier (Pg. 109).

2. From the Notifier Type menu, select Alpha-numeric Pager (Network). The example
below shows the Configure Notifier window with the Alpha-numeric Pager (Network)
type.

3. Inthe Pager ID text box, type the ID of the pager to call.

4. Inthe SNPP Server text box, type the IP address or domain name of the SNPP
Server.

5. To use a port other than the default SNPP port, type the port in the SNPP Port text
box.

Contact your pager provider for your IP address, domain name, and SNPP port
information.

6. Click Edit Message to edit the message that is sent to the pager.

7. From the Notifier Schedule panel, specify the hours for sending the page.

8. Click OK.
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NOTE: Intermapper might not be able to reach your SNPP-based paging service through
the Internet if your WAN circuits or routers are down. Make sure that you have a backup
notification mechanism for failures to critical services. See the workaround in Alerts Via
Cell Phone (Pg. 129) for a possible approach.

Configuring an SMS Notifier

You can use an SMS notifier to send a text message directly to a cell phone using a cellular

(GSM or CDMA) modem.

NOTE: The modem used to send SMS messages must be able to connect to a cellular
network. If there is no coverage at the location of the SMS modem, the server cannot

send notifications.

Configure Notifier

Name: | T
Motifier Type: :SMS v:
Recipient: | Ui Cell v

Modem: Server Cell Modem

Edit Redipient List...

Edit Message. ..
Test Motifier

Motifier Schedule:
i] 3 & 9 12

Sun
Mon
Tue
Wed
Thu
Fri
Sat

=35

15 185 21 24

B Active Hours
[ ]Inactive Hours

Ok

] l Cancel

To configure an SMS notifier:

1. In the Configure Notifier window, select SMS from the Notifier Type menu.

2. In the Recipient text box, select the recipient from the menu. If there are no
recipients in the list, click Edit Recipient List... to configure connection to an SMS
modem and to add and configure SMS recipients. For more information, see Adding
and Removing SMS Modems (Pg. 133) and Adding and Removing SMS Recipients

(Pg. 134).

3. Click Edit Message to edit the message. For more information on editing messages,
see Editing the Text of an E-mail Notification Message (Pg. 123).

Adding and Removing SMS Modems

Intermapper
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Before you can send SMS messages, you must set up at least one SMS modem through
which SMS messages are sent.

SMS Settings ==
SMS Modems | SMS Recipients

Available Modems:

Mame: |Server Cell Modem
Pv: | SEERH]

Modem Part: || GE CDMA USB Modem ~

Cu:unneu:ﬁu:un:l Bits H Speed I

Init String: |ATEOWVL

Eﬂ’ ] Retries: | 2+ Retry Interval: 10 == | seconds

Ok ] I Cancel

To add an SMS modem:

1. From the Configure Notifier window, with SMS selected as the Notifier Type, click
Edit Recipient List. The SMS Settings window is displayed.

2. From the SMS window, click the SMS Modems tab. A list of available modems is
displayed on the left.

3. Click Add. A new modem configuration form is displayed.

4. Type a Name and PIN, select a Modem Port, connection Bits, and Speed, and type a
modem initialization string in the Init String text box.

I NOTE: Not all cell carriers require a PIN.

5. Specify the Retries and Retry Interval values to edit the default retry specifications.
6. Click OK. The specified modems appear in the recipient's Modem menu.

Adding and Removing SMS Recipients

Before you can send SMS messages, you must set up at least one SMS recipient to receive
the message.
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SMS Settings (225w
SMS Modems | SMS Redpients

Available Recdpients:

& Jack Cell - Name: | IS

Maodem: | Server Cell Modem -

Phone #: |011 44 555 555 1212

9 I

Ok ] | Cancel

To add an SMS recipient:

1. From the Configure Notifier window, with SMS selected as the Notifier Type, click
Edit Recipient List. The SMS Settings window is displayed.

2. In the SMS window, click the SMS Recipients tab. A list of available recipients is
displayed on the left.

3. Click Add. A new recipient configuration form is displayed.

4. Type a Name, select a Modem, and type the recipient's phone number in the Phone #
text box.

5. Click OK. The specified recipients are displayed in the notifier's menu. The recipient's
specified modem is displayed when you select the recipient from the notifier's
Recipient menu.

Command Line Notifiers

Use a command line notifier to specify a command (executable, shell script, batch file, and
so on) to run as a notification.

To configure a Command Line notifier:

1. In the Configure Notifier window, select Command Line from the Notifier Type
menu.

2. In the Command text box, enter the command. Include any arguments, exactly as you
would type them on the command line.

3. Click Test Notifier to send a test notification.
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Configuring the Command Line Notifier

Configure Notifier @
Name: Reset Power Motifier Schedule:
I 1 1] 3 5]
Motifier Type; _Command Line -

Sun
Command: Mon

reset-power 192,108, 2, 54{ Tue

Wed
Thu
Fri
Sat

B Active Hours
[(JInactive Hours

Edit Message...
Test Motifier oK ] [ Cancel

Command Text Box

Specify the executable you want to run, including any arguments. Note that you need to
specify the exact name, including any extensions such as .exe or .cmd.

If you want the message generated by Intermapper to be included in the command, place
the text S{MESSAGE} where you want the message to go.

NOTE:

Double quotation marks (" ") must be used for special environment variables, such as
"S{MESSAGE}", when configuring the Command Line Notifier for Intermapper to accept
the command.

To include the message escaped for use in an HTTP query string, use S{ESCAPED_
MESSAGE} instead.

NOTE: Intermapper allows an expanded command line (that is, the command line with
the path added and the message inserted) up to 65535 characters, but you might find
that your host platform limits the command-line size to only 255 characters. For
Microsoft Windows users, you can work around this limitation by converting your
command-line script to a PowerShell script and use a PowerShell notifier.

Use S{STRIPPED_MESSAGE } to strip the message of any punctuation that might cause
trouble for the command line notifier.
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Use S{URLESCAPE} to escape the message for use as a URL.

NOTE: The command box must refer to an executable which resides in the Tools
subdirectory of the InterMapper Settings directory, or a subdirectory. No other
executables can be referred to. However, the executables in this directory can be links,
shortcuts, or aliases to an executable elsewhere; they can be resolved and executed.

For an example of a command line notifier, see the Examples page (Pg. 137).

Example Notification From a Command Line Program

The following is a simple example of a command line notifier. This notifier does the
following:

» Calls a Python script located in the Intermapper Settings\Tools folder.
» Passes the following script parameters:

o The notification message, using the S{MESSAGE} macro.

o Alogfile filename.

« The script opens the specified file (also located in the Tools folder) and appends the
message text to it.

Log.py Script
Place the following script in the Tools folder in a text file called 1og.py:

import sys
# options are: message logfile

if name == ' main ':
f = open(sys.argv[2], 'a+t+')
f.write(sys.argv[1l]+'\n")
f.close()

Configuring the Command Line Notifier

To configure a new notifier:
1. Create a new notifier.
2. Set the Type to Command Line.
3. Enter the following text in the Command text box:
${PYTHON} log.py "S${MESSAGE}" test.log
4. Edit the message and schedule as needed.
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S.
6.

Click Test Notifier Configuration.
Attach the notifier to one or more devices as described in Attaching_A_Notifier.htm.

When the notifier runs, a file named test . logis created in the Tools folder. Message text
is appended to the log file.

Interfaces and Notifiers

You can attach one or more notifiers to one or more interfaces. When the link status
changes for any of the interfaces, an alert can be sent.

To attach a notifier to an interface:

1.
2.

View the Link Notifiers window for the interface you want alerts from.

Click the row containing the interface you want to attach notifiers to. The row is
highlighted. Select additional rows using Ctrl+click or Shift-click.

Right-click or Ctrl-click (Mac) the selected row and select bNotifiers Window from
the Interfaces submenu. The Notifiers for link(s) window is displayed, showing the
notifiers currently attached to the selected interface(s).

For each notifier, select or clear the status levels check boxes. Alerts are sent from
the selected notifiers when a link status changes to the selected status.

Alt-click or Cmd-click (Mac) a check box or choose a value from the dropdown in the
Delay or Repeat column to set the notifiers for all links to the same value.

B Notifiers for link 'ppp0.1" =

Motifier Mame Down Up Critical Alarm Warn 0K Delay Repeat Count &

nf  Default Sounds ] | | [} [ [} Mone - Mever « 0« -

! Text to Support |:| |:| |:| |:| Mone - Mever « 0w

Edit Notifiers...

WinPopup (Microsoft Windows Only)

When the devices status triggers a notification, a WinPopup message is sent to the
designated person.

NOTE: Windows Messenger Service is not supported in Microsoft Windows operating
systems beyond Microsoft Windows XP, so the WinPopup notifier works only when both
the server and the target user or server are running Microsoft Windows 2003 server or
Microsoft Windows XP.
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Configure Notifier @
@ Mame: |Popup Motice Motifier Schedule:
Motifier Type: :WinPopup — U & 9 1z 1% 18 Z1 24

Sun
Mon
| Tue
Wed

T

Fri

Sat

User Mame or Server:

B Active Hours
[JInactive Hours

] [eme

To configure a WinPopup:

1. Inthe User Name or Server text box, type the user name or server name of the
person to contact.

2. Click Edit Message to edit the message.
3. From the Notifier Schedule panel, select the time for sending the page.
4. Click OK.

Configuring a Syslog Notifier

Syslog records information about significant events into a log file. It originated on Unix
hosts that wrote the information to a local file (the system log file). This was later enhanced
to write the data across a network to a server that collects the entries.

Intermapper can send a syslog message as a notification. When an event occurs,
Intermapper can write the data to a specified syslog server on the network.
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Configure Notifier @
@ Mame: |Syslog-Emergency Motifier Schedule:
Notifier Type: -Syslog - H 9 e ¢ Iz Bl
) ) Sun
Send syslog messages to: Maon
r 1 Tue
Facility: |locald
acility : oca - ] Wed
Severity: | EMErgEnCY - Thu
Fri
Sat
B Active Hours
[JInactive Hours
Edit Message...
Test Motifier [ oK ] [ Cancel ]

Send syslog messages to - the IP address or DNS name of the syslog server that should
receive the message.

Facility - the syslog server administrator can specify that messages from a particular
source be tagged with a certain facility code. Select the facility requested by your
administrator.

Severity - syslog messages can be tagged with a severity so syslog files can be scanned for
entries with different priorities. Set the severity to one of the following:

« Emergency e Error  Informational
o Alert e Warning » Debug
 Critical * Notice

Edit message - you can enter the format of the syslog message. For more information on
this process, see Editing the text of an E-mail Notification Message (Pg. 123). Newline
characters are converted to spaces so the message appears as a single line. Syslog
messages contain Intermapper as the syslog tag.

SNMP Trap Notifications

An SNMP trap is an unsolicited SNMP message that is sent to another device. Traps are
sent to immediate convey data, instead of waiting for that device to be polled at a future
time.

Intermapper sends an SNMP Trap as a notification when a device goes into a particular
state.
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Configure Notifier

@ Mame: |Traps
Notifier Type: :SNMP Trap

Send traps to: | 192.168.3.15

Community: m

Test Motifier

[l

Motifier Schedule:
1] 3 =] 9 12 15 29

Sun
Mon
Tue
Wed
Thu
Fri
Sat

B Active Hours
[JInactive Hours

oK ] [ Cancel

To configure the notifier:

, do the following:

1. From the Configure Notifier dialog, do the following:
a. In the Name text box, type a name for the trap.
b. From the Notifier Type list, select SNMP Trap.

c. Inthe Send traps to text box, type the IP address or the DNS name of the
device that is to receive the trap.

d. In the Community text box, type the user identifier or password that is sent with
each SNMP request.
Traps don't usually require community strings, so you can leave this field blank
unless the destination host requires a community to accept the incoming trap.
The Community is usually blank in a received trap.

Intermapper sends six pieces of information in the trap. All are encoded as OCTET
STRING. This information is also available in ASN.1 format. in the Dartware MIB (Pg.

151).

Timestamp:

Message:

Device name:

Intermapper

The current date and time as a string. This field uses the
following format:

MM/DD HH:MM:SS

DOWN, UP, ALARM, WARN, OK, or TRAP (See the Dartware MIB
(Pg. 151).)

The devices DNS name as a string.
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Condition: The condition of the device, as it is displayed in the log file.
Device The address of the device that triggered the notifier.
Address:

Probe Type: The type of probe that triggered the notifier.

Intermapper's traps contain the following MIB variables, taken from the Dartware MIB
(described in detail in The Dartware MIB (Pg. 151)):

IntermapperTimestamp = 1.3.6.1.4.1.6306.2.1.1.0
IntermapperMessage = 1.3.6.1.4.1.6306.2.1.2.0
IntermapperDeviceName = 1.3.6.1.4.1.6306.2.1.3.0

IntermapperCondition 1.3.6.1.4.1.6306.2.1.4.0

AutoMate Notifier

Use the AutoMate Notifier to run an Automate task when specified conditions are met.

N Name: My AutoMate Task|
Motifier Type: -

AutoMate System:  Local AutoMate Server

Task Path: My Tasks My Task

Task ID: 191994F97-0615-4...
Retry Limit: o

Retry Interval: 30

Consaclidation Limit: 1

Consolidation Period: a0

A4 kK| (4 K| (4K

Edit Task...

Test Motifier

Connecting to the AutoMate Server

Before you can create an AutoMate notifier, you need to enable the connection to an
AutoMate server. The AutoMate server must be running on the same machine as the
Intermapper server. For more information, see the section on configuring AutoMate in the
Server Settings.
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To configure an AutoMate notifier:

1. From the Notifier Type menu, select AutoMate. The AutoMate Notifier configuration
window is displayed.

2. Click Edit Task. The Notifier Task window is displayed.

Notifier Task ==

Task Path: My Tasks/My Task Select Task
Task ID:  {91994F97-0615-40E2-8215-624BA4123A44}

RunBy: ()Path (@D

Password:

K, Cancel

3. Click Select Task.

4. Inthe Run By area, select Path or ID to specify how to execute the task. Fortra
recommends using ID because it reduces the traffic between Intermapper and
AutoMate.

5. In the Password text box, type a password if one is required by the AutoMate task's
security configuration.

6. Click OK.
7. Specify the Retry and Consolidation settings.
8. Click Test to run the notifier and execute the task.

NOTE: If a task is disabled in AutoMate, the task still appears in the available task list, but
does not run when a notifier is triggered.

Retry and Consolidation Settings
Use the Retry and Consolidation settings to specify when to run or retry a task.

 Retry limit - the number of times a task is retried after a failure. By default, the value
is 0 and the task is not tried again.

» Retry interval - the number of seconds between retries.

« Consolidation limit - the maximum number of notifications sent before the task is
executed. If it is set to 1, a task is executed each time the notification is sent. If it is
greater than 1, the task is executed when the number of notifications reaches the
Consolidation limit or the Consolidation period is reached.
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» Consolidation period - the number of seconds to wait for additional notifications
before running the task when the Consolidation limit is not zero. After a notification
is sent by the notifier, the task is run when the Consolidation limit or the
Consolidation period is reached.

NOTE: An AutoMate notifier does not run again until the selected Automate task is
complete.

Accessing Intermapper Variables in an AutoMate Task

When an AutoMate notifier runs, Intermapper writes data about the triggering device to a
CSV file and grants the AutoMate task access to it. Through this file, AutoMate can access
Intermapper variables, which can be used by the task in a wide variety of ways.

Before AutoMate can access this data from an AutoMate task, the task should include the
following steps:

1. Wait for exclusive access to Intermapper's CSV file. (A timeout of 30 seconds is
recommended.)

2. Read the CSV file into a dataset.
3. Iterate over the rows of the dataset, gathering the data you need.
4. Delete the CSV file.

A sample task that completes these steps is supplied with Intermapper. The file, called
NotifierTest.aml can be found in the following location:

$Installation Folder%\Intermapper\docs\samplesl\automate\

To run the test task:
1. Drag the file mentioned above into the AutoMate Task Administrator.
2. Create an Automate notifer.
3. Select the task to run by the AutoMate notifier.
A dialog that shows the received values for all parameters is displayed.
4. Edit the task in the visual editor to see how to access each parameter.
You can access these parameters using the following syntax:
$PARAMETERS. [Intermapper variable name]%
Available parameters are as follows:
e Notifier sPARAMETERS.NOTIFIER% - the name of the notifier.

« Event %PARAMETERS.EVENT% - the type of event that triggered the notifier.
(Down, Up, Alarm, Warning, and so on.)
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e Name %PARAMETERS.NAME% - the first line of the device label.

« ProbeGroup %PARAMETERS.PROBEGROUP% - the name of the probe group (if
any) to which the probe that triggered the notifier belongs.

e« MemberProbe %PARAMETERS.MEMBERPROBE% - the name of the member
probe that triggered the notifier (if the probe is a member of a probe group).

e Address PARAMETERS.ADDRESS% - the address of the device.

o Status %PARAMETERS.STATUS% - the status of the device and whether it has
been acknowledged.

e Condition %PARAMETERS.CONDITION% - the condition of the device.

» Previous condition %PARAMETERS.PREVCONDITION% - the previous condition
of the device.

* Probe is 5PARAMETERS.PROBE% - the probe type used for polling.

e MAC address %PARAMETERS.MACADDRESS% - the MAC address of the
interface associated with the device's address, if the MAC address can be
found using SNMP.

« SysUptime %PARAMETERS.SYSUPTIME% - the amount of time the system has
been up.

« Last down %PARAMETERS.LASTDOWN% - the last time the system went down.
o Time %PARAMETERS.TIME% - the time the notifier ran the task.
« Document %PARAMETERS.DOCUMENT% - the name of the document.

» Intermapper version %PARAMETERS.VERSION% - the Intermapper version that
was running when the notifier was triggered.

» SysContact %“PARAMETERS.SYSCONTACT% - the name of the person
responsible for the device (if available).

» SyslLocation %PARAMETERS.SYSLOCATION% - the location of the device.

« Comment %PARAMETERS.COMMENT% - a user-defined comment (if any) for
the device.

« Counts - the total number of devices whose status matches the following
states:

° down - %S PARAMETERS.DOWNCOUNT%
o critical - s PARAMETERS.CRITCOUNT%
o alarm - %PARAMETERS.ALRMCOUNT%
o warn - PARAMETERS.WARNCOUNT%

» Acknowledge message %PARAMETERS.ACKMESSAGE% - the message when
the device was last acknowledged.
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Intermapper

Send Counts - the number of times this notifier has been triggered and the
maximum number that will be sent.

° send count - %PARAMETERS.SENDCOUNT%
° max - PARAMETERS.MAXSENDCOUNT%

Map ID %PARAMETERS.MAPID% - the internal Intermapper ID of the map
containing the device that triggered the notifier.

Device IMID %PARAMETERS.DEVICEIMID% - the internal Intermapper ID of the
device that triggered the notifier.

Param %PARAMETERS.PARAM% - the parameters sent to the task.

Nickname %PARAMETERS.NICKNAME% - the device's DNS name, SNMP
SysName, or address, tried in that order. This is also called the Smart Name.

Shortened nickname %PARAMETERS.SHORTNICKNAME% - the first part of the
device's DNS name, SNMP SysName, or address, tried in that order. This is also
called the Short, Smart Name.

Persist name %PARAMETERS.PERSISTNAME% - the device's domain name.

Short name %PARAMETERS.SHORTNAME% - the first label of the device's
domain name.

SystDescr %PARAMETERS.SYSDESCR% - the description of the device and its
software as reported by the sysDescr variable.

SysName %PARAMETERS.SYSNAME% - the name of the device as reported by
the sysName variable.

Enterprise ID %PARAMETERS.ENTERPRISEID% - the enterprise ID of the device
as reported by the EnterpriselID variable.

Enterprise serial sPARAMETERS.ENTSERIALNUM% - the serial number of the
device as reported by the EntSerialNum variable.

Enterprise manuf name %PARAMETERS.ENTMFGNAME% - the manufacturer
name of the device as reported by the EntMfgName variable.

Enterprise model name %PARAMETERS.ENTMODELNAME% - the model name
of the device as reported by the EntMode1Name variable.

Context %PARAMETERS.CONTEXT% - an internal context description (this
might include the IMID of the device, alarm point, current time, notifier type,
notifier IMID, event time, event status, or send count).

Port Name - %PARAMETERS.IFPORTNAME% - the name of the port that
triggered the notifier.

Port Number - %PARAMETERS.IFPORTNUM% - the number of the interface that
triggered the notifier.

Interface Name - PARAMETERS.IFNAME% - the name of the interface that
triggered the notifier.
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e Interface Index - sPARAMETERS.IFINDEX% - the index of the interface that
triggered the notifier.

PowerShell Notifier

Use the PowerShell notifier to execute a PowerShell script when a device meets specified
conditions.

NOTE: Before you can run a PowerShell notifier, you must configure PowerShell to work
with Intermapper on the local machine and any target machines you want to access
with PowerShell. Use PowerShell probes to test the connectivity.

To configure a PowerShell notifier:
1. In the Nlame text box, type a name for the notifier.

2. From the Notifier Type menu, select PowerShell. The PowerShell Notifier
configuration window is displayed.

3. Specify how to execute the script on the local machine (localhost) or a remote
machine.

4. In the PowerShell arguments text box, enter the arguments to define how the
PowerShell process executes. See below for more information.

5. In the PowerShell command texttext box, type the command you want to execute.
See below for more information.

PowerShell Notifier Settings

o Execution - Choose how the script or command is executed:
° Local - the PowerShell command text is executed on the local machine.

o Alerting Device - Powershell uses the selected Authentication method to
connect to the machine that triggered the alert, and executes the specified
command text.

o Other Device - Powershell uses the selected Authentication method to connect
to the machine specified in the ComputerName text box and executes the
specified command text.

» User - For Local execution, leave this field blank unless you want to pass credentials
to your script, (for example, to use Get-WmiObject). For Remote execution, use the
credentials of a valid administrator on the remote computer. For networks that do
not use a domain controller, a notifier must be created for each unique
administrator.

» Password - type the password associated with the supplied user name.
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» PowerShell Arguments - type the arguments to be passed to the PowerShell
command. These are command-line arguments used when launching PowerShell.
These arguments control how PowerShell executes and are not sent to your
PowerShell script.

» PowerShell Command Text - type the command to be executed. These are the
commands that PowerShell runs when the notifier is triggered.

NOTE:
e The PowerShell Command Text box is limited to 255 characters. Typically this
field is used to execute an existing script in a file.

« Command parameters are passed through STDIN and thus are not bound by a
character limit. If you encounter a limit, you can use message variables as
arguments, including sending the entire contents of the notifier message as an
argument (S{MESSAGE}). If you use one of these variables, make sure to enclose
it in quotation marks, in case it contains whitespace.

» Relative paths to PowerShell scripts must be relative to the InterMapper
Settings\Tools folder.

» Create additional folders hierarchy within the Tools folder if needed.

e Inthe Command Text box, the path to the Tools folderis . /yourscript.psl.
PowerShell also accepts a backslash, but it must be escaped: .\\yourscript.ps1.

 Signed scripts must be run from the InterMapper Settings\Tools folder or in a
folder it contains.

e The PowerShell Command Text box is limited to 255 characters. Typically this field
is used to execute an existing script in a file.

o Command parameters are passed through STDIN and thus are not bound by a
character limit. If you encounter a limit, you can use message variables as
arguments, including sending the entire contents of the notifier message as an
argument (S{MESSAGE}). If you use one of these variables, make sure to enclose it
in quotation marks, in case it contains whitespace.

» Relative paths to PowerShell scripts must be relative to the InterMapper
Settings\Tools folder.

» You can create additional folders hierarchy within the Tools folder if needed.

e Inthe Command Text box, the path to the Tools folderis". /yourscript.psl".
PowerShell also accepts a backslash, but it must be escaped: ".\\yourscript.ps1".

» Signed scripts must be run from the InterMapper Settings\Tools folder or in a folder
it contains.

Available Variables
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You can use many Intermapper variables, including ${address}, S{User}, S{Password*}, as
well as any of the other information available to Command Line notifiers.

Selecting an Execution Method

The following execution methods are available. Each one determines how the script is
executed and what device it is executed on.

e Local - the PowerShell command text is executed on the local machine.

» Alerting Device - Powershell uses the selected Authentication method to connect to
the machine that triggered the alert and executes the specified command text.

e Other Device - Powershell uses the selected Authentication method to connect to
the machine specified in the ComputerName text box and executes the specified
command text.

Default Command Text

When you select an execution method, the PowerShell Command Text box is displayed with
an appropriate command.

The defaults for each execution method are as follows:

e Local

./MyPowerShellNotifier.psl "$S{MESSAGE}"

o Alerting Device

Invoke-Command -FilePath ./MyPowerShellNotifier.psl -ArgumentList
"$S{MESSAGE}"

e Other Device

Invoke-Command -FilePath ./MyPowerShellNotifier.psl -ArgumentList
"${MESSAGE}"
Change the name of the .ps1 script and change or add parameters as needed.

Execution: Local Device

The specified command text is executed on the local machine.
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Mame: \MyPowerShelMotifierdocal

Type: :Powershell v:
Execution i@ Local (7) Alerting Device (7) Other Device
User Fred
Password sesen

ComputerMame |S{address}

Authentication |Default

PowerShell arguments:

|-Exen:|.|til:unF'|:|Iil:y' RemoteSigned MoProfile |
PowerShell command text:

|.ﬂﬂyPn-n-erShellNDﬁﬁer.ps1 "&{MESSAGE}" |

Edit Message. .. ]

Execution: Alerting Device

The specified command text is executed on the machine that triggered the alert.

Mame: MyPowershelMotifier-Alerting

Type: ‘Powershel -
Execution (71 Local (@ Alerting Device () Other Device
Iser Fred
Password I

ComputerMame |S{address}

Authentication :Default -

PowerShell arguments:

|-Exeu:|_|tiu:|nP|:|Ii|:y' RemoteSigned -MoProfile |
PowerShell command text:

|In'-.-'u:ukE-Cu:umman-:| FilePath . MyPowerShelMotifier.ps1 -.ﬁ.rgumenﬁ_ist|

Edit Message... ]

Execution: Other Device

The specified command text is executed on the machine specified in the ComputerName

text box.
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Mame: \MyPowerShellMotifier-Other

Type: :Powershell v:
Execution (") Local (7) Alerting Device (@) Other Device
User Fred
Password TYTTY

ComputerMame | ${address}

Authentication | Default -

PowerShell arguments:

|-Exen:|.|til:unF'|:|Iil:y' RemoteSigned MoProfile |
PowerShell command text:

|II'|'l.|'EIkE'CDI‘I‘|I‘I‘|ﬂI‘|d FilePath . MyPowerShellMotifier.ps 1 -Argumentl_ist|

Edit Message. .. ]

Dartware MIB

Fortra, LLC registered the Enterprise 6306 for its own SNMP variables. The remainder of this
page shows the Dartware MIB in ASN.1 notation.

P AR e e i b e b i b S b b b b b b b b b b Ib I db I dh dh A A A g g e i i S i i b b b b b b b b b b b I Ib db  dh I dh db g g I g g i 4

-— DARTWARE-MIB for Intermapper and other products
-- May 2007

-- Copyright® Fortra, LLC

-- All rights reserved.
N R I I dh b A b b A b b b b A b b i b A b b A b A b b A b A b A b b i b b b b B b b i b I b b i b b b A b b i b A b b i b

DARTWARE-MIB DEFINITIONS ::= BEGIN

IMPORTS

MODULE-IDENTITY, OBJECT-TYPE, NOTIFICATION-TYPE, enterprises
FROM SNMPv2-SMI

DisplayString
FROM SNMPv2-TC;

dartware MODULE-IDENTITY
LAST-UPDATED "200507270000z"
ORGANIZATION "Dartware, LLC"
CONTACT-INFO "Dartware, LLC
Customer Service
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Postal: PO Box 130
Hanover, NH 03755-0130
USA

Tel: +1 603 643-9600
E-mail: support@dartware.com"

DESCRIPTION
"This MIB module defines objects for SNMP traps sent by
Intermapper."

REVISION "2007053000002z"
DESCRIPTION
"Updated descriptions to show timestamp format, correct
strings for IntermapperMessage."

REVISION "200512150000z"
DESCRIPTION

"Added IntermapperDeviceAddress and IntermapperProbeType.

REVISION "200507270000z"
DESCRIPTION
"First version of MIB in SMIv2."

::= { enterprises 6306 }

notify OBJECT IDENTIFIER ::= { dartware 2 }
Intermapper OBJECT IDENTIFIER ::= { notify 1 }

IntermapperTimestamp OBJECT-TYPE

SYNTAX DisplayString (SIZE(0..255))

MAX-ACCESS read-only

STATUS current

DESCRIPTION

"The current date and time, as a string, in the format

'mm/dd hh:mm:ss'."

::= { Intermapper 1 }

IntermapperMessage OBJECT-TYPE
SYNTAX DisplayString (SIZE(0..255))
MAX-ACCESS read-only
STATUS current
DESCRIPTION
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"The type of event - Down, Up, Critical, Alarm, Warning, OK,
or Trap - as a string."
::= { Intermapper 2 }

IntermapperDeviceName OBJECT-TYPE

SYNTAX DisplayString (SIZE(0..255))

MAX-ACCESS read-only

STATUS current

DESCRIPTION

"The (first line of the) label of the device as shown on a

map, as a string."

::= { Intermapper 3 }

IntermapperCondition OBJECT-TYPE
SYNTAX DisplayString (SIZE(0..255))
MAX-ACCESS read-only
STATUS current
DESCRIPTION
"The condition of the device, as it would be printed in the
log file.™
::= { Intermapper 4 }

IntermapperDeviceAddress OBJECT-TYPE
SYNTAX DisplayString (SIZE(0..255))
MAX-ACCESS read-only
STATUS current
DESCRIPTION
"The device's network address, as a string."
::= { Intermapper 5 }

IntermapperProbeType OBJECT-TYPE
SYNTAX DisplayString (SIZE(0..255))
MAX-ACCESS read-only
STATUS current
DESCRIPTION
"The device's probe type, as a human-readable string."
::= { Intermapper 6 }

-- For SMIv2, map the TRAP-TYPE macro to the
-—- corresponding NOTIFICATION-TYPE macro:
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-—- IntermapperTrap TRAP-TYPE

-- ENTERPRISE dartware

-= VARIABLES { IntermapperTimestamp, IntermapperMessage,

-- IntermapperDeviceName, IntermapperCondition }

-= DESCRIPTION

-- "The SNMP trap that is generated by Intermapper as a
notification option."

-= =1

IntermapperNotifications OBJECT IDENTIFIER ::= { Intermapper 0 }

IntermapperTrap NOTIFICATION-TYPE
OBJECTS { IntermapperTimestamp, IntermapperMessage,
IntermapperDeviceName, IntermapperCondition,
IntermapperDeviceAddress, IntermapperProbeType }
STATUS current
DESCRIPTION
"The SNMP trap that is generated by Intermapper as a
notification option."
:= { IntermapperNotifications 1 }

END

Monitoring Your Network

After you arrange your map, you can switch it to monitor mode. You might have already
noticed that devices are changing colors while you are arranging the map. This shows that
Intermapper is already polling devices, even as you are editing the map layout.

Making the Map Editable

To change a map between Monitor mode and Edit mode:

Click the lock button at the left end of the toolbar in the Map window or press Tab
on your keyboard. The tool switches between locked and unlocked as shown.

Changing the Poll Interval

Intermapper www.fortra.com page: 154



Using Intermapper / Monitoring Your Network

Pall Interval: | 30 Seconds s
The Poll Interval menu specifies the polling interval for the map. 30 Minutes A
20 Minukes
10 Minutes

To change the Poll Interval:

2 Minutes
From the Poll Interval menu, select a value. 1 Mirute

30 Seconds W

NOTE:

You can change the poll interval for one or more individual devices

using the Set Poll Interval (Pg. 375) command, available on the Monitor menu. The poll
interval affects only those devices that are using the default poll interval.

Zooming In On the Map

The Map Zoom menu specifies the zoom factor for the map. If you select Auto,  * 100% +

the map zooms in automatically when you resize the window. iggi

To change the Map Zoom setting: 1759

200%%
Select a value from the Map Zoom menu. Z25%
Za0%s
275 W

Understanding the Map

Intermapper provides visual cues to help you understand the states of the devices on your
map. The following visual indicators are available for your map:

Color Codes

Status Badges

Dotted lines (or "moving ants")

Boxes and Ovals (or "bubbles")

Line Styles
Link States

Color Codes

Devices change colors depending on the magnitude of the detected problem. Links can be
haloed with yellow or orange as usage reaches 50 and 90 percent respectively. These are
coupled with status badges, described below.

These are the default color assignments. You can redefine the colors in the Server Settings
window.
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Status Badges

Intermapper uses status badges as additional visual cues to increase
the ease with which you can determine the status of devices or links. [ DSL Router |

NOTE: You can specify which badges you want to appear in the
Intermapper User Preferences window.

Badge  Color Meaning

. Red Down - No response has been received
(Flashing)  from the device or interface within the
X specified timeout period.

0 Red Critical - The specified threshold for
(Solid) critical state has been met.

Orange Alarm - The specified threshold for
alarm state has been met.

Yellow Warning - The specified threshold for
warning state has been met.

Green Up - The device is working below the

- specified thresholds.

Gray Unknown - The device is not being
polled, so its state is unknown.

100 Purple Searching - The device is searching for

_ adjacent routers (during auto-
discovery) or is tracking down
unnumbered interfaces.

Clock Acknowledge - Timed- The problem
with the device or link has been
acknowledged and notifications are
suppressed for a specified period of
time.

® Wrench Acknowledge - Timed or Indefinite -
The problem with the device or link

has been acknowledged and
notifications are suppressed
indefinitely.
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v Check Acknowledge - Basic - The problem
mark with the device or link has been
(devices) acknowledged, and notifications are
suppressed until the device or link
Blue X comes back up, at which time the
(links) check mark or X is cleared.

Dotted Lines (Moving Ants)

Intermapper draws dotted lines (known as ants) next to a link to indicate that its current
traffic flow is above a user-settable threshold value. Use the Thresholds > Traffic panel of
the Map Settings window, from the Edit menu to change the settings and to view a legend of
the different varieties of ants. You see the ants only in Monitor mode (as opposed to Edit
mode.) To toggle between the two modes, click lock in the upper left corner or press Tab on
your keyboard.

Intermapper regularly polls all the visible interfaces for packets, bytes, errors, and discards.

NOTE: Intermapper uses SNMP to query the MIB of SNMP-enabled equipment to
compute and display the traffic processed by each interface. Traffic indication appears
only for SNMP-enabled devices.

Boxes and Ovals (Bubbles)

Boxes represent the physical equipment of your network. Ovals represent the networks
which link the routers together. The numbers in the bubbles are network identifiers. For IP
networks, the number is the network and the subnet portion of the IP addresses of all
devices on it. For example, 192.0.16.0/24 is a network where IP addresses are between
192.0.16.0 and 192.0.16.254 and the subnet mask has 24 bits (it is a class C network). For
more information, see Subnet Mask FAQ.

Click and hold on a router or network to see a status window with information about that
item. (This only works in browse mode. Press Tab or click the lock in the upper left corner to
lock it.)

Line Styles

The style of the line corresponds to the type of interface.
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10 HMbit Ethernet

100 Hbit Ethernet or FDDI
........ Serial line - T3 Speed
________ Serial line - T1 Speed
................ Serial line - 56 K or other
................. Frame—Relay Interface Type

ATH Interface Type

LocalTalk Interface Type
................ Any type not specifically represented

As with networks and devices, you can click and hold a link to see a Status window,
containing information about the interface type and traffic statistics.

Blue link  down, and has been set to Timed
Acknowledge.

Wrench, Indefinite Acknowledge - The link is

Link States
Badge State Meaning
Red Link Down - No response has been
+ X received from the interface within the
specified timeout period.
Blue Basic Acknowledge - The link is down
—— X and is set to Basic Acknowledge.
Clock, Timed Acknowledge - The link is

Blue down, and has been set to Indefinite
link Acknowledge (Maintenance).
_______ Yellow Warning - The link is working, but has
— link reached one of the specified warning
thresholds.
Orange Alarm - The link is working, but has
...... =  link reached one of the specified alarm
thresholds.

Red link  Critical- The link is working, but has
reached one of the specified critical

thresholds.
Red X in Admin Down- the device has

I
—®— circle responded saying that the interface's

ifAdmin statusis setto Down.
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Viewing Status Windows

Intermapper shows detailed status about any item on a map (a device, a network, or a link)
in a Status window.

192168.81.3 ==
Device Status
Wame: 132 _1&88_.81.3
CNS Name: [Limowr
Rddress: 192 _1&8.81.3
Status: DOWN (Unreachsabkle since Sep 08, 05:17:48
Proke: Probe Group
Resscon: (HTTPS: 192,168,581, 3) Gave up connecting to port 443 after 1 seconds,

-

Member Probea

4 CE: HITP 132 .1€8.81.3
P DoWN: HTTES 1532 _.168.81.3 Gave up connecting to port 443 after 1 seconds.
4 OK: Ping/Echoc BOB-BC

To view device, network, or link status:

1. Make sure your map is in Monitor mode (click the lock at the upper left of map
window to lock the map, or press Tab on your keyboard).

2. Click and hold a device, network, or link on the map, or right-click the device, network,

or link, and select Status Window. The Status window for the selected device is
displayed.

3. Release the mouse button to hide the Status window.

To keep a Status window open:
1. Make sure your map is in Monitor mode.
2. Click and hold the device, network, or link on the map.

3. Drag to a new location and release the mouse. You separated the window and it
remains open, located where you released the mouse.

Customizing a Status Window

If you are using a custom TCP or SNMP probe, you can override the default contents of a

Status window. For more information, see Custom Probes and Customizing Status Windows
in the Developer Guide.

Device Status Window
» Click and hold the mouse on a device to open its device status window, or right-click

the device and select Status Window.
e Click and drag to tear the window off and leave it open.
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e Click the underlined Reset link to set Packet Loss to 0. This also resets the device's
availability measurement.

l NOTE: The map must be in Edit mode to reset the Packet Loss value.

The window shows the device name, network address, device status, the probe used to poll
it, up-time (such as SNMP sysUptime, if available), availability (the percentage of the time
the device was available based on the number of packets lost while testing), round-trip time
(in msec), and spanning tree status (if available).

When the device reports a problem, the reason for the most important error is shown in red
at the bottom of the Status window.

Network Status Window
192.168.81.0/24 =3
NHetwork Status
Mame: 192 _168.81_0724
IE Met: 18Z2_.168.81.0724
Top Tx: 0 pkt/sec 0 byte/sec 0 txerr/min 192 _1&8.281.1 (1%Z_.1&23.81.1)
Top Bix: 0 pkt/sec 0 byte/sec 0 rxerr/min 192 _.1&8.281.1 (1%Z_.1€23.81.1)
Top Err: 0 pkt/sec 0 byte/sec 0 rxerr/min 192 _.1&8.281.1 (1%Z_.1€23.81.1)
Sum In: 0 pkt/sec 0 byte/sec 0 txerr/min
Sum Cut: 0 pkt/sec 0 byte/sec 0 rxerr/min

» Click and hold the mouse on a network oval to open its network status window, or
right-click the network and select Status Window.

» Click and drag to separate the window and leave it open.

The network status window shows the network's IP address and subnet mask (if available)
and information about the amount of traffic flowing on that network segment. This data
comes from all the SNMP devices attached to that network

oval.

Top Tx - shows which device is transmitting the most data.

Top Rx - shows which device is receiving the most data.

Top Err - shows which device is reporting the highest error rate for the link.

Sum In/Sum Out - shows the sum of all the transmitters and receivers connected to
that network.

NOTE: The traffic statistics are only for devices connected to this network that speak
SNMP: Ping/Echo or TCP-based devices (such as HTTP, FTP, and so on) do not have
this information and are ignored when calculating the sums and maximums displayed in
the Status Window.

Link Status Window
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» Click and hold the mouse on a link or
right-click the link and select Status
Window to open its link status
window.

» Click and drag to separate the window
and leave it open.

The link status window shows the link's
interface name and description, its type (10
or 100 Mbps, 1.5 Mbps T-1, and so on), its
status and up-time, its IP and MAC
addresses (when available), traffic statistics
(transmitted from and received by the
interface), and the time since the last poll.

Tip: Certain devices do not report their link
speed accurately in their SNMP responses.
This causes Intermapper to report a value

Backbone Switch: 29

Interface Statuas ((Angex = 29)

Device Mame:
Description:
Type:
Status:

SMMF Mote; ifLastChange, 29 == sysUpTime.0

MAC Address:
VLAN:

Interface Statiatica

Utilization:

Percent

Transmit Statistics

Pkt/Second:
Byte/Second:
Err/Minute:
Disc/Minute:

Percent
Receive
Pkt/Second:
Byte/Second:
Err/Minute:
Disc/Minute:

Statistics

(=]

Backbkone Switch

29

100 MBit ethernetCsmacd (M7L/=1500)
up

00-1F-Z5-3B-2C-62
1

0.1%3 %
0.0 %

FIE=IE]

0.

(=]

which is not actually correct. To work around this, switch the map to Edit mode and right-
click the link and select Set Link Speed. The Set Link Speed window is displayed, allowing

you to set Transmit and Receive speeds.

Info Window

Use the Info Window, available from the Monitor menu or a device or network context menu,
to view and edit information about a selected device or network.

The appearance and content of an info window varies, depending on whether the selected

object is a device or network.

» For details on viewing and editing device info, see The Device Info Window.

» For details on viewing and editing network info, see The Network Info Window.

To open an info window:

Click the device or network and do one of the following:

e Press Ctrl/Cmd-I to open the info window.

e From the Monitor menu, select Info Window.

Alternatively, right-click the device or network and select Info Window.

After the window is open:
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Click the lock icon (lower left) to change the map to Edit mode.
Click a info section on the left to view or edit that info type.

Click Apply to save your changes.

Click OK to save your changes and close the Info window.
Device Info Window

Use the Device Info window to view and edit information about a device.

) Info for Wy \1 [ _jl
General Select info to edit Edit info here
NP - ; o A 1

A58 192.168.81.2 !
Probes f /
/Aést Mame: M
Thresholds r .
f _Don't change address or name |
Icon . )
|:| Use as Map's Vantage Point
Label \:-;_n‘ Y
rdvanced Database Information \, Set this device as the
vance \ , .
TMID: device, 15,27 maps SELELE pomtl
) , . .
Kind: _Unspeciﬁed -
Retention Policy: :24 Hours -
Geographical Location
Latitude:
Longitude:
Comment
Click to
change to Edit
made
Ve y
e
I'P;]'_; ’ oK ] [ Cancel ] [ Apply ]

To use the device window:
 Click a section on the left to edit that info type.
 Edit the info as described below.
» Click Apply to save your changes.
 Click OK to save your changes and close the Info window.

General Pane
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Use the Device Info window's General pane to edit general information about the device.
Editing General Info

» Address - the device address that is used when the device is polled.

» Host Name - the device's host name that is used to resolve the address.

» Resolve - select address to set name, name to set address, or neither.

» Use as Map's Vantage Point - select to use this network as the map's Vantage Point.

 IMID - the Intermappers internal device ID. (This info is read-only.)

» Kind - the device type.

» Retention Policy - the Retention Policy to specify how data for this device is saved.
« Latitude - the device's latitude.

» Longitude - the device's longitude.

+ Comment - device comments.

SNMP Pane

Use the Info window's SNMP pane to view available SNMP information. This is a read-only
pane, so there are no options to edit.

Probes Pane

Use the Device Info window's Probes pane to view and edit the device's probes.

Editing Probe Info

From the Probes pane, you can add and remove probes, and edit a probe's information.

To edit a probe's information:
1. Make the map editable by clicking the lock icon at lower left.

2. To change the probe, right-click (or Ctrl-click) the probe you want to edit and select
Set Probe from the context menu. The Set Probe window is displayed.

3. Select the probe you want to use and edit the settings as needed.
4. Click OK to close the Set Probe window.

To add a probe:

1. Click the plus icon (+) at the bottom of the Probes pane. The Set Probe window is
displayed.
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2. Select a probe from the probe list on the left.
3. Edit the probe settings as needed.
4. Click OK to close the Set Probe window.

l NOTE: When you add a probe, the device becomes a probe group.

Thresholds Pane

Use the Device Info window's Thresholds pane to view and edit threshold settings for the
device.

Editing Threshold Info

To edit the threshold information:

Open the Info window for the device you want to edit.
Make sure the map is in Edit mode.

Click Thresholds to view the Thresholds pane.

Hwn =

Select the Ignore Outages check box to suppress alerts for the device when it goes
down or comes up.

NOTE: The Ignore Outages check box suppresses alerts with respect to outages,
not to other state changes, thresholds, or any alerts triggers by probes attached
to the device. This is useful if a device such as a laptop or mobile device goes up
or down (or leaves the network completely) as part of its normal operation.

5. Clear the Use Map Defaults check box.
6. Edit the information as needed.

7. Click Apply to activate the changes without closing the window or click OK to
activate and close the window. The selected device uses the new values.

Icon Pane

Use the Device Info window's Icon pane to change the icon for the device.

Editing Icon Info
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To change the device's icon:
1. From the menu at the top of the pane, select an icon set.

2. Scroll through the set and select an icon. You can see what it looks like by clicking it.
You can see what it looks like in different states by clicking the colored buttons
below the preview area.

3. After you find an icon you want to use, click Apply to activate the icon without
closing the window or click OK to activate the icon and close the window.

Label Pane
Use the Device Info window's Label pane to edit the device's label.
Editing a Label

A label can contain any combination of text, variables, and JavaScript. For detailed
information on editing labels see Editing Labels and Dynamic Label and Alert Text.

Advanced Pane

Use the Advanced pane to specify the mapping behavior of a device and whether to collect
Layer 2 information.

Mapping Behavior

« Determine network information for each port separately - use this option when
mapping Routers.

» Propagate all network number information from one port to all ports - use this
option when mapping switches.

« Do not propagate network information about the ports - use this option when
mapping hubs and end systems.

Layer 2

 Poll this address for Layer 2 information - clear this check box to prevent this
device's IP address from being polled for Layer 2 information. This is equivalent to
the Remove switch from Layer 2 database command, available when you right-click a
switch in the Layer 2 view's Filter pane.

« Allow Layer 2 connection - clear this check box to prevent Intermapper from making
a connection from this device to other devices on the map using Layer 2 information.
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Network Info Window

-
i Info for 192.168.81.0,/24

f,fJSetthis network as | | _ ) =]
Gener —_ the map's vantage —— Edit network
. s [[] Use s Map's Vantage Point | point ) info here
Icon L
" Subnets L
Label I\
\
N
Select pane to
edit
=G
Comment
Click to change to
Edit mode
e
= ok | [ candl | [ Apoly |

General Pane

Use the General pane to view a list of subnets that are displayed on the map to control
which subnets appear, to add and remove subnets, to set the network as the map's Vantage
Point, or to add a comment.

« Add a subnet - click the plus sign (+) at the bottom of the General pane to add a
subnet.

« Remove a subnet - select a subnet from the Subnets list and click the minus sign (-)
at the bottom of the General pane to remove the subnet from the list and the map.

» Add a Comment - type text in the Comment text box to add a comment to the
network.

» Click Use as Map's Vantage Point to use this network as the map's Vantage Point.

« Click Apply to save the change without closing the Info window. Click OK to save the
change and close the Info window.

Icon Pane
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Use the Network Info window's Icon pane to change the icon that appears on the map for
the selected network.

The Icon pane operates exactly as the Device Info window's Icon pane.

Label Pane

Use the Network Info window's Label pane to edit the network's label.

The Label pane operates exactly as the Device Info window's Label pane.

Interfaces Window

Intermapper can show the interfaces of a particular router or switch. This is convenient for
viewing the specifics of those interfaces (for example, the Name or ifAlias assigned to each
individual port) or for viewing the status of the port.

To view the Interfaces window:
1. Right-click the router or switch for which you want to view the Interfaces window.
2. From the Context menu, select Interfaces window.

or
e From the Monitor menu, select Interfaces window.

NOTE: You can open as many Interfaces windows as you want. Each window is updated
at the device's poll interval.

Info View
. Interfaces for DSL Router @
| l Statistics | 7 interfaces

Show Status Index Mame ifAlas Descripion Type TXSpeed RXSpeed VLAN  IgnoreErrors Ignore Discards —Ignore Utiization %%
® 1 Et1 ethl ether... 100 M - - = 1 (=] o
= [ ] 2 Et2 eth2 ether... - - -
= [ ] 3 Et3 eth3 ether... - - -
4 Et4 eth4 ether... - - - ] ] ]
- 5 ppp0.1 popo. 1 pPp - - - [ [ ]
- 6 dslo dslo ads| 700k 3.36M 0o O ]
® 7 ATO atmd atm 3.36 M =] ] [

] T r

|] Display unnumbered interfaces || Allow Periodic Reprobe

The Interfaces window displays one row for each port or interface on the device. It shows
the following information in columns:
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« Show/Hide Checkbox - when selected, this interface is visible on the map. Clearing
this check box hides the interface.

 Status - the status of the interface as determined by i fAdminStatus and
ifOperStatus

o |If the interface has been acknowledged as indefinitely down, a wrench icon is
displayed in this column.

o |If atimed acknowledgment is used, a clock icon is displayed.
 Index - the ifiIndex of the interface.
« Name - the name assigned to the interface.
« ifAlias - the ifAlias assigned to the interface.
« Description - the description assigned to the interface.
» Type - the type of the interface, as defined in MIB-II.
» TX Speed - the Transmit Speed reported by the interface, in bits per second.

* RX Speed - the user defined value that is used when Intermapper calculates the
utilization of the receive side of the interface. If the value is not set, Intermapper
uses the TX Speed for the calculation. This is useful when the transmit and receive
speeds are different (for example, in asymmetric DSL links). You can change both
the RX Speed and TX speed using the Set Link Speed command, described below.

« VLAN - the VLAN ID assigned to the interface (if any).

« Ignore Errors - specifies if interface errors are ignored.

« Ignore Discards - specifies if interface discards are ignored.
« Ignore Utilization - specifies if interface errors are ignored.

« Display unnumbered interfaces - specifies if all the unnumbered interfaces on a
switch are visible. By default, Intermapper does not display unnumbered interfaces.

 Allow periodic reprobe - specifies if a device is automatically reprobed every 12
hours.

NOTE:
» The Display unnumbered interfaces and Allow periodic reprobe functions are
also available in the Interfaces Behavior dialog, available from both the Monitor
menu and Context menu. The setting applies a device or to all selected devices.

« These controls interact with each other. The Display unnumbered interfaces
check box determines if an unnumbered interface is ignored during a periodic or
manual reprobe. The Interfaces window does not change when you clear this
check box until the next reprobe. This applies to a periodic reprobe described
above and to a manual reprobe.

Statistics View
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. Interfaces for DSL Router @

i E Statistics |?\nherfaces

Status Index Name Total Utlization % Total Errors/min  Total Discards/min -~ Tx Utilization %% Tx Errorsfmin ~ Tx Discardsfmin ~ Rx Utlization %  Rx Err &%
1 Etl 0.01 o 0 0.01 0 o 0.0 -

.E Info

0.0
0.0
0.03
0.03

Et4 0.0
ppp0.1 0.0
dslo 0.03
ATO 0.03

CoeHOV

o s
oooooo
o ooo
o ooo
oclo|o|e|a|a

Display unnumbered interfaces | Allow Periodic Reprobe

Use the Statistics view of the Interfaces window to see the following sstatistics for all
interfaces on a device:

 Status - the status of the interface as determined by i fAdminStatus and
ifOperStatus.

« If the interface has been acknowledged as indefinitely down, a wrench icon is
displayed in this column.

 If atimed acknowledgement is used, a clock icon is displayed.
 Index - the ifiIndex of the interface.
 Name - the name assigned to the interface.

» Total Utilization %, Errors/min, Discards/min - the sum of TX and RX utilization,
error, and discard statistics for a link.

e TX and RX Utilization %, Errors/min, Discards/min - statistics for TX and RX
utilization, errors, and discards for the link.

« Display unnumbered interfaces - specifies that the unnumbered interfaces on a
switch are displayed. By default, Intermapper does not display unnumbered
interfaces.

 Allow periodic reprobe - specifies if a device is automatically reprobed every 12
hours.

Hiding and Deleting Interfaces

You can hide and delete interfaces.

To hide an interface:

Clear the check box next to the interface. If you hide an interface, any associated network to

that interface is removed from the map. The interface is no longer polled, and data is no
longer collected.
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To delete an interface:
Click the line for the interface you want to delete and press Delete on your keyboard.
or

Right-click the interface line and select Delete from the Context menu.

Hiding Versus Deleting an Interface

Use the following information to help you decide whether you want to hide or delete an
interface:

» Probe rediscovery - when you hide the interface, it is not displayed again until you
unhide it. When you delete an interface, Intermapper rediscovers it and displays it
again the next time it re-probes the device unless you clear the Allow periodic
reprobe check box.

« Data Collection - when you hide the interface, data collection stops until you re-
enable it. When you delete an interface, data collection resumes when it is
rediscovered.

« Polling - when you hide the interface, polling for that interface stops until you re-
enable it. When you delete an interface, it is polled and reappears when it is
rediscovered.

» Layer 2 Discovery - when you hide the interface, Layer 2 discovery for that interface
stops until you re-enable it. When you delete an interface, the interface is
rediscovered and Layer 2 information is collected.

Acknowledging Down Interfaces

You can acknowledge one or more down interfaces from the Interfaces window.

To acknowledge down interfaces:

1. From the Interfaces window, select the rows for the interfaces you want to
acknowledge.

2. Right-click one of the selected interfaces and select Acknowledge. The Acknowledge
window is displayed.

3. Create an acknowledgment as described in Acknowledging Device Problems.

Copying Data from the Interfaces Window

You can copy data from the Interfaces window for use in spreadsheet or other application.
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To copy data from the Interfaces window:

1. Select the rows you want to copy. Shift-click to select contiguous rows, Ctrl-click to
select non-contiguous rows.

2. Type Ctrl/Cmd-C on your keyboard. The selected rows are copied to the clipboard in
tab-delimited format.

Setting the Data Retention Policy for an Interface

You can set the retention policy for an interface from the Interfaces window.

To set the retention policy for an interface:
1. Right-click the interface and select Set Data Retention from the Context menu.
The Set Retention Policy window is displayed.

2. From the Data Retention Policy menu, select a retention policy. Data is collected as
specified by the selected policy.

Setting the Link Speed

With the map editable, use the Set Link Speed [ Set Link Speed |
window to set the TX Speed and RX Speed for a
particular interface. TX Speed: 10M |bps
RX Speed: 61 bps
To open the Set Link Speed window: (Dmvics reports 10 Mips)
Do one of the following: Type of interface: Baseband
@ Full-Duplex
» Right-click the link and select Set Link Speed
| Default | | Ok, | | Cancel
from the Context menu.

« From the Interfaces window, right-click the
interface whose speed you want to set and
select Set Link Speed from the Context menu.

The following units are allowed:

« K (Kilo)
M (Mega)
G (Giga)
T (Tera)
(Peta)

The following values are allowed:
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« 1000000
« 1000K
e 1M

NOTE:
I The RX Speed box is disabled when the interface Type is set to Baseband.

Detection Map

Use the Detection map to view devices that have recently been discovered on your network
and to add those devices to a map.

NOTE: Before you can use the New Devices map, you must enable New Device Detection
from the server settings window.

The Detection map shows all devices that have been discovered through Scheduled Auto-
Discovery or through the Flows server. The Detection map differs from the other maps in
the following ways:

It shows only devices that are not on other maps.
 All devices are non-polling by default.

« When you attach a notifier, you do not attach it directly to a device. You specify
whether to trigger an alert when a new device is discovered and the source by which
it is discovered (Scheduled Auto-Discovery or Flows server).

For more information, see Using Detection Maps.

Using Detection Maps

Use the Detection Map to view all newly detected devices, and to move those devices onto
maps.

Devices are displayed on the Detection Map from the following sources:

» Scheduled Auto-discovery - if scheduled Auto-discovery is enabled, any device that
responds to a ping from Intermapper is displayed on the Detection Map. The
Detection Map is updated only when a scheduled Auto-discovery runs.

» Flows Server discovery - if Flows Server discovery is enabled and the Flows server is
connected to a correctly configured Flows exporter, devices that show any activity
appear on the Detection Map. The Flows Server runs continuously.

Moving Devices to a Map
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When a new device appears on the Detection Map, you can move it to an existing map.

To move one or more new devices to an existing map:

1. Select the devices you want to move. If you want to move only one device, you can
skip this step.

2. From the Move to submenu, right-click the device and select the map you want to
move them to. The selected devices are are moved to the specified map.

NOTE: The devices on the Detection Map use the Non-polling probe. After you move a
device, select the probes appropriate to the device.

Getting an Alert When a New Device is Added

Any notifier can be attached to the Detection map. Most notifiers are attached to devices,
networks, or interfaces, and are triggered based changes in their states. For devices on a
Detection map, you can specify whether to trigger a notifier based on the source of the
detection:

» The Flows Server - the notifier is triggered when the Flows Server reports a new
device.

» Scheduled Auto-Discovery - the notifier is triggered when a device is discovered
through Scheduled Auto-Discovery.

Deleting Devices from the Detection Map

In some cases you may never want to monitor a particular device.

To delete devices from the Detection map:
1. Click the pencil icon to make the map editable.
2. Select the devices you want to delete.
3. Press Delete on your keyboard. The selected devices are removed from Detection
map.

NOTE: The devices might reappear at some point, depending on how you configured
New Device Detection:

e Scheduled Auto-discovery - if you delete a device that was detected through
scheduled Auto-discovery, the device reappears when a new Auto-discovery cycle
runs if the device is discovered during that cycle.

» Flows Server discovery - if you delete a device that was detected through the Flows
Server, the device reappears only when the Flows Server is restarted and activity is
detected from the device.
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About Packet Loss

Intermapper can monitor both long-term and short-term packet loss. These are useful for
detecting problems in your network.

Long term Packet Loss is measured from when Intermapper starts testing a device.
Intermapper computes this from the total number of pings or SNMP queries sent, and the
fraction of those that fail to respond.

Long-Term Packet Loss

The Long-term Packet Loss is displayed in the device's Status window, along with the total
number of packets sent and responses received. It is possible to reset this value using the
Reset link in the device's Status window.

Short-Term Packet Loss

Intermapper measures Short-term Packet Loss by counting the number of lost packets in
the last 100 sent. To do this, each device retains the history of the last 100 packets
sent/received.

Short-term packet loss is displayed in the device's Status window as a percentage of the
number of dropped packets in the last 100. You can reset this value using the Reset link in
the Status window (which resets all the device's statistics) or by selecting one or more
devices and selecting Monitor > Reset Short-term Packet Loss.

Packet Loss Notifiers

Intermapper can send alerts and notifications when the short-term packet loss statistics
exceed certain thresholds. That is, when short-term packet loss exceeds a warning, alarm,
or critical threshold, the device turns the appropriate color and Intermapper sends the
appropriate alert. These thresholds can be set in the following places:

» Server Settings - Device Thresholds apply to all devices on all maps.

» Map Settings - Device Thresholds apply to all devices on a particular map, overriding
the Server Settings value.

« Individual device - Set Thresholds sets the thresholds for that particular device,
overriding the map-wide or server-wide settings.

To disable alerts and notifications for high packet loss, set the packet loss thresholds to
100%.

Ignoring Lost Packets During Outages
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When a device goes down, Intermapper stops updating the packet loss history (both short
and long term) for the duration of the outage. This prevents packet loss statistics from
continuing to increase during an outage. (If Intermapper continued to count lost packets
while a device was down, the statistics incorrectly indicate there was high packet loss when
the problem was most likely something else.)

In addition, Intermapper ignores the packets lost when determining that a device is down.
For example, the default is that three successive lost packets indicate that the device is
down (no longer responding). However, these three dropped packets are incorrectly shown
as a 3% packet loss. Consequently, Intermapper removes the dropped packets from the
history, so that it shows an accurate accounting.

When the device subsequently responds (after the problem has been corrected),
Intermapper begins counting successful and lost packet responses again.

Acknowledging Device and Link Problems

Use the Acknowledge command, available from the Monitor Menu, to acknowledge failures
or problems in the network. When you acknowledge a problem, Intermapper does the
following:

» Changes the device icon or link color to blue to show that the problem has been
acknowledged.

» Stops further notifications of the problem, either for the duration of this outage or for
a specified time period.

« Logs your comments in the Event Log file, along with the name and IP address of the
user who acknowledged the problem.

» Displays the comment in the device or link's Status window.
Why Are Acknowledgments Useful?

Acknowledgments allow the network administrator to see the state of the network, as well
as the responses that have been made to the current set of problems.

Use Acknowledgements to do the following:

« Indicate that someone has taken responsibility for a problem - because
acknowledging a problem turns the affected device's icon blue, it is easy to see that
someone is aware of (and is presumably working on) the problem.

« Emphasize new problems - the normal color of icons on a map should be green
(operating correctly) or blue (having trouble, but being worked on), When a new
problem occurs, the affected devices are red, orange, or yellow, depending on the
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device status. This makes it easy to see where new troubles are. After
acknowledgment, these devices are turned to blue.

» Suppress notification for a problem device - when a device has been acknowledged,
no further notifications are sent.

» Provide information about the problem and its management - enter a comment to
convey information about the failure, and/or the corrective action.

Acknowledging a problem

To acknowledge a problem with a Acknowledge: 192.168.81.3
device:
1. For devices, click or Right- Status  Name Description  Ack
click or Ctrl-click (Mac) the 192.168.81.3 Down
deVice(S) you wantto Comment to be added to the log file:

acknowledge. |

For interfaces, Right-click or
Ctrl-click (M ac) the link. Block notifications for dependent devices

2. From the Monitor menu or Cancel
Context menu, select

Acknowledge. The
Acknowledge window is displayed.

3. To keep the device or link in Acknowledgment mode for a specific period of time, or
for an indefinite period, select Indefinite or Timed in the Ack column.

4. To suppress notifications for devices that depend on this device, select the Block
notifications for dependent devices check box.

5. Enter a comment and click Acknowledge. The selected device's icon changes to blue
and your comment is written to the Event Log file. Notifications are canceled for the
selected device for the duration of this outage.

Basic, Timed, and Indefinite Acknowledgments

Intermapper offers the following device acknowledgments:
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Basic The device or link is acknowledged and notifications
are suppressed until it gets better or worse. The m
device icon or link turns blue to indicate that /
someone has taken responsibility for it, and that no i )
further notifications are sent. Down, with Basic

Acknowledgment

As soon as the device or link state changes to another
status, its acknowledge status is automatically cleared
and notifications resume. After that, notifications are
sent for any subsequent failures.

Link, with Basic

Acknowledgment
Timed The device or link is acknowledged and notifications
suppressed for the specified period of time. In this
case, the device state is OK.
The icon or link turns blue if it is not okay and the Up, with Timed
Acknowledgement

clock badge is displayed to show that notifications
are blocked for the specified time.

Link, with Timed
Acknowledgment

Indefinite  The device or link remains acknowledged until the

operator unacknowledges it. M
/

As with the Timed acknowledgment, the icon turns
blue and the wrench badge is displayed to remind the

operator that notifications are suppressed. In this Down, with Indefinite
case, the device is DOWN. Acknowledgment

Link, with Indefinite
Acknowledgement
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NOTE:
« When you acknowledge an interface outage, the interface's link turns blue, rather
than the device itself, and an X, wrench, or clock is displayed on the link,
depending on whether it is a Basic, Indefinite, or Timed Acknowledgment.

« With timed and indefinite acknowledgment, you can acknowledge a device even
when it is up and okay (i.e., green). This is useful if you know that there may be
future outages (for example, planned maintenance) with the device, and you
want to avoid extraneous notifications. You cannot do this with Basic
Acknowledge.

« The presence of the wrench badge is a safety measure. When you scan the map
visually, the wrench indicates devices whose notifications are currently being
blocked.

Acknowledgments and Dependencies

When you acknowledge a device, use the Block notifications for dependent devices check
box to specify whether the acknowledged device should be considered in finding
dependencies. Selecting this check box suppresses notifications for any device on the other
side of the device being acknowledged.

To suppress notifications for all devices that are dependent on the selected device:

Select the Block notifications for dependent devices check box. Notifications are
suppressed for any device that depends on the selected device.

For more information on dependencies and dependent devices, see Using Notification
Dependencies (Pg. 114).

Unacknowledging a Device or Link

Use the Unacknowledge command to restore the device to its current notification state.

To remove a device acknowledgment:
1. Select a single or multiple devices.

2. From the Monitor menu, select Un-Acknowledge. The selected devices are returned
to their current notification states and their notifications are no longer suppressed.

To remove a link acknowledgment:
1. Right-click or Ctrl-click (Mac) the link. The Context menu is displayed.

2. From the Context menu, select Un-Acknowledge. The selected link is returned to its
current notification state, and notifications for the link are no longer suppressed.
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Outage Alarms on Interfaces

Intermapper treats an outage on each device interface as a separate alert event. By default,
each time an interface goes down, the affected interface gets a red X and alarm
notifications for that interface are triggered.

Choosing Alarm Behavior for Interfaces

Select the Set devices to Alarm status on down link check box, available from the Device
Thresholds pane of the Server Settings window to control the behavior of alarms when an
interface goes down.

You can do the following:

» Trigger alarms for individual interfaces.
» Trigger an alarm for the device when any interface goes down.

Acknowledging Interface Outages

You can right-click an affected interface's link and select Acknowledge. The interface link
gets a blue X and no other notifications for that interface are sent. Intermapper also writes a
line in the Event Log file for these events. The format of the Event Log entries is as follows:

09/30 14:03:32 1link DOWN : [1] switch.example.com - 1

09/30 14:03:49 1link ACK : [1] switch.example.com - 1

If another interface subsequently goes down, the same process repeats as follows:

» The link gets a red X.

e An entry is written to the Event Log file.
« Notifications are sent.

e You can acknowledge the new interface.

If two interfaces go down at the same time, a set of alarm notifications is sent for each
interface. No further notifications are sent.

After it is acknowledged, the link's Status window show the interface's status as ACK
(down).

You can acknowledge and unacknowledge multiple interfaces from the device's Interfaces
window.
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To acknowledge multiple interfaces:
1. Select the device.

2. From the Monitor menu, or from the Context menu using Right-click or Ctrl-click
(Mac), select Window from the Interfaces submenu. The interfaces window is
displayed.

3. Select one of the interfaces you want to acknowledge.

4. Shift-click or Ctrl-click to select more interfaces to acknowledge.

5. Right-click or Ctrl-click (Mac) and select Acknowledge from the Contextmenu.

You can Un-acknowledge one or more links using Right-click or Ctrl-click (Mac) in the same
way you acknowledge. This replaces the blue X with a red one, and re-enables any repeated
notifications for that device.

Ethernet
1

DSL Router
PPP

NOTE: The red X in a circle in the image above shows a link where the status is supplied
by the router is i fAdminDown. To see all available states for devices and links, see
Understanding the Map.

Approaches for Down Interfaces

« Acknowledge the interface as described above. This is good for outages on
operational interfaces that are expected to return to service in the near future.

» Hide the interface - If you know that an interface will be down for a long time, you
can hide it. This tells Intermapper not to monitor its status and removes it from the
map to minimize clutter. To show or hide an interface, open the device's Interfaces
window and select or clear the check box in the left column.
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Setting Thresholds

You can set thresholds in Intermapper as follows:

» Devices - sets thresholds for lost packets, interface errors, and short-term packet
loss.

« Interfaces - sets thresholds for interface errors, link utilization, and interface
discards.

You can set thresholds as follows:

 Individual thresholds for devices and interfaces
e Server Defaults for device and interface thresholds
» Map Defaults for device and interface thresholds

Device Thresholds

For devices, you can set thresholds for the following:

« Number of lost packets - specify a number of lost packets between 1 and 10
required to set a device to a down state.

« Interface errors - specify the number of interface errors-per-minute required to set a
device to warning, alarm, or critical state.

« Short-term packet loss - specify a number of packets out of the last 100 required to
set a device to warning, alarm, or critical state. This metric applies only to packet-
based probes. This statistic can be viewed from the device's Status window.

» Response Time - specify a response time in milliseconds required to set a device to
warning, alarm, or critical state. This statistic can be viewed from the device's Status
window.

Interface Thresholds
For interfaces, you can set Warning, Alarm, and Critical thresholds for the following:

 Errors - Rx Errors (Received) per minute, Tx Errors (Transmitted) per minute, and
Total Errors (Rx + Tx) per minute.

« Link Utilization - Rx Utilization (Received) percentage, Tx Utilization (Transmitted)
percentage, and Total Utilization (Rx + Tx) percentage.
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« Discards - Rx Discards (Received) per minute, Tx Discards (Transmitted) per minute,
and Total Discards (Rx + Tx) per minute.

As stated above, these statistics can be seen in the device's Status window.

Setting Thresholds for Individual Devices

Use the Monitor menu or the device's Context menu to set thresholds for a device.

To set thresholds for a device:

1. Right-click or Ctrl-click (Mac)the device and choose Info Window or click to select
the device, then choose Info Window from the Monitor menu. The device's Info
window is displayed .

2. From the left pane, click Thresholds. The Thresholds panel is displayed in the right
pane.

3. Clear the Use Map Defaults check box.

4. Set the thresholds as needed and click OK. New thresholds are used to determine
the device's status starting with the next poll.

Setting Thresholds for Individual links
To set thresholds for individual links:
Do one of the following:

« Set thresholds for each link separately, using the interface link's Context menu.
» Set thresholds for all of the device's links at once, using the device's Context menu.

» Set thresholds for some, but not all, of the device's links using the Interfaces
window. In this case, use the Interfaces window to select the interfaces whose links
you want to set, then use the Context menu to set them all at once.

Setting Thresholds for a Link

To set thresholds for a link:

1. Right-click or Ctrl-click (Mac) the link and select Interfaces > threshold set from the
Context menu. The link's selected Threshold window is displayed.

2. Set the thresholds as needed and click OK. New thresholds are used to determine
the link's status starting with the next poll.

Setting Thresholds for All of a Device's Links
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To set thresholds for all of a device's links:

1. Right-click or Ctrl-click (Mac)the device and select Interfaces > threshold set from
the Context menu
or
Click to select the device, and choose Interfaces > threshold set from the Monitor
menu. The selected device's Interface Threshold window is displayed.

2. Set the thresholds as needed and click OK. New thresholds are used to determine
the status of all the device's links starting with the next poll.

Setting Thresholds for Some of a Device's Links

To set thresholds for some of a device's links:
1. Right-click or Ctrl-click (Mac)the device and choose Interfaces > Window from the
Context menu. The selected device's Interfaces window is displayed.
2. Select the first interface you want to set. The interface line is selected.
3. Shift-click (for contiguous lines) or Ctrl-click (for non-contiguous lines) to select
additional interfaces you want to set.

4. Right-click or Ctrl-click (Mac)]the selected interfaces and select Interfaces >
threshold set from the Contextmenu. The Thresholds window is displayed, showing
values that are common among the links. Any values that are not the same show
<mixed>.

5. Set the thresholds as needed and click OK. New thresholds are used to determine
the status of the selected links starting with the next poll.

Viewing and Resolving Conflicts in Threshold Settings

You can set thresholds for several links at once. If you have already set thresholds for one
of the links, select multiple links and open the Thresholds window, the conflicting are shown
as <<mixed>>. For example,
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-

Link Utilization Threshelds for Interfaces (3) [5m]

Setinterface thresholds to alert you to netwark problems,

Utilization Thresholds

Warning Alarm Critical
R Utilization (Received): 75 a5 95| %
T Utlization (Transmitted): |<<mixed=> | |<<mixed>> | |<<mixed==| %
Total Utilization (Rx + Tx): 75 a5 95| %

[ Ok ] | Cancel |

The image above shows that the Tx Utilization threshold for one or more of the selected
interfaces is different than the others. You can resolve the issue by making the settings the
same for the selected interfaces. Hover your mouse over the conflicting value to see the
value of the parent device's threshold setting.

Sending Alerts Based On Link Status

Use the same techniques as above to attach notifiers to links, sending alerts based on the
status of one, some, or all links on a device.

Attaching a Notifier to a Link

To attach a notifier to a link:

1. Right-click or Ctrl-click (Mac)the link and select Interfaces > Notifiers window from
the Context menu. The link's Notifiers window is displayed, showing a list of
notifiers, with check boxes for each link's status levels. If any notifiers are attached
to the link, check boxes are selected.

2. Select status level check boxes to indicate which notifiers should be run. When
finished, close the window. Alerts are sent as specified when link thresholds reach
the status associated with a notifier's check box.

Attaching a Notifier to Some or All Links on a Device
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To attach a notifier to some or all links on a device:

1. Right-click or Ctrl-click (Mac)the device and select Interface > Window from the
device's Context menu. The device's Interfaces window is displayed.

2. Select the interfaces for the links you want to attach notifiers to. Press Ctrl-A (or
Cmd-A) on your keyboard to select all. Click a line and press Shift-click or Ctrl-click
as described above to select additional interfaces. Then Right-click or Ctrl-click
(Mac) and select Notifiers Window from the Context menu.

3. If notifiers are attached to any of the device links, status check boxes are selected
for certain status levels.

4. Select status level check boxes to indicate which notifiers should run. When finished,
close the window. Alerts are sent as specified when thresholds reach the status
associated with a selected notifier's.

Setting Default Thresholds

You can set default thresholds for a server or a map. You can override the default settings
and use default thresholds for a map instead. You can also override those thresholds for an
individual device or interface.

You can set default device and traffic thresholds for a map using the Map Settings window,
available from the Edit menu.

Setting Default Device Thresholds

You can use the Device Thresholds section of the Map Settings window to set default
device thresholds for a map so that errors for all devices are reported at the same levels.

Set thresholds to alert you to network problems,
V| Use Server defaults

Down Thresholds

Mumber of lost packets (1 - 10):

0Other Thresholds

Warning Alarm Critical
Interface errars: 2 10 20 | per minute
Short-term packet loss: 2 5 20 | of last 100

Response Time: 1000 5000 20000 | msec

To set the default device thresholds:

1. From an editable map, select Map Settings from the Edit menu. The Map Settings
window is displayed.
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2. From the left pane, click Device. The default thresholds for the map are displayed in
the right pane.

3. Enter the settings you want to change and click OK. The map uses the new threshold
settings.

Setting Default Interface Thresholds

For devices that have multiple interfaces, such as switches and routers, you can set
thresholds for individual interfaces.

You can use the Traffic section of the Map Settings window to set traffic thresholds for a
map. You cannot set traffic thresholds for a specific device.

You can set default interface thresholds for the server or for an individual map by doing the
following:

« To set defaults for the server, select Interface Thresholds from the Server Settings
window.

» To set defaults for the map, select Interface Thresholds from the Map Settings
window.

You can set any of the following thresholds:

« Error thresholds - sets thresholds for Rx Errors (Received), Tx Errors (Transmitted),
and Total Errors (Rx + Tx).

« Utilization thresholds - sets thresholds for Rx Utilization (Received), Tx Utilization
(Transmitted), and Total Utilization (Rx + Tx).

« Discard thresholds - sets thresholds for Rx Discards (Received), Tx Discards
(Transmitted), and Total Discards (Rx + Tx).

Setting Thresholds for a Specific Device

From the Info window, you can set device thresholds for a specific device, with different
values than the default map settings. You cannot set traffic thresholds for a specific
network or link.

NOTE: When setting thresholds for a probe group, you can set the thresholds only for an
individual probe or use the map default settings. For more information, see Setting
Thresholds for Probe GroupsSetting Thresholds for Probe Groups on page 187 .
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General Set thresholds to alert you to network problems.

SHMP

Ignore outages

Praobes

Thresholds Down Thresholds

Icon
Specify the timeout in seconds {1-9600): 3

a|r

Label
Mumber of lost packets (1 - 10): 3

Advanced
Other Thresholds

Warning Alarm Critical
Interface errors: 2 10 20 | per minute
Short-term packet loss: 2 5 20 | of last 100

Response Time: 1000 5000 20000 | msec

NOTE: Only SNMP probes have thresholds for all three parameters (response time,
packet loss and interface errors); a ping/UDP-based probe monitors only response time
and packet loss, and a TCP probe monitors only response time.

To set the device thresholds for a specific device:

1. With the map in Edit mode, right-click a device and select Info window. You can
also access the Info window from the Monitor menu. The Info window is displayed.

2. From the left pane of the Info window, click Thresholds. The Thresholds pane is
displayed.

3. Clear the Use Map Defaults check box.

4. If you want to suppress alerts for the device when it goes down, select the Ignore
Outages check box.

NOTE: The Ignore Outages check box suppresses alerts only with respect to
outages, not to other state changes, thresholds, or to any alerts triggers by
probes attached to the device. This is useful if a device such as a laptop or
mobile device goes up or down (or leaves the network completely) as part of its
normal operation.

5. Enter new values and click OK or Apply. The selected device uses the new values.
Setting Thresholds for Probe Groups

When setting thresholds for a probe group, you can set the thresholds only for an individual
probe or use the map default settings.
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To set thresholds for a probe group:

1.
2.

Double-click a probe group. The Info window for the probe group is displayed.

From the left pane of the Info window, click Probes. A list of probes in the probe
group is displayed.

Right-click or Ctrl-click (Mac) the probe for which you want to set thresholds and
select Info Window. The Info window for the selected probe is displayed.

From the left pane, click Thresholds. The threshold settings for the selected probe
are displayed.

Clear the Use Map Defaults check box and set the thresholds as needed.
Click OK. The thresholds for the selected probe are set.

Continue setting thresholds for each probe as needed and click OK from the probe
group's Info window.

Setting Traffic Indicators

You can use traffic indicators to

help you view network activity 192 1
on a map. You can set the s
traffic levels at which moving
ants are displayed to show you
the level and direction of
activity of a particular link.

You can use the Traffic section
of the Map Settings window to
turn on and configure traffic
indicators for a map. You
cannot set traffic indicators for

8.23.0/24

Ethernet
=492 168.21.0/24

gt

DSsL
192.168.20.0/24

152 168 22 0/24

a specific device or link.

NOTE: Traffic indicators are part of Intermapper's Animation feature set. By default,
animations are not enabled as they require additional CPU resources. You can turn
enable them from the Animation Settings pane of the Preferences window.

Sending Feedback

Use the Send Feedback and Send a Screenshot commands, available from the Help menu,
to send comments or report bugs. You can also use the Send Feedback window to submit
updates for an existing ticket.
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NOTE: If the window is automatically displayed, you encountered a client-side bug. (A
bug on the server is not visible from the client.) If you selected the Automatically E-mail
Intermapper bug reports check box in the Server Preferences > E-mail panel, the server
sends bug reports to Intermapper support when an error is encountered by the
Intermapper server.

o =

Send Feedback
To send feedback: = )
Thank you for sending this information. Please tell us what you wanted to
appen, what actually happened, what steps we could take to reproguce it
1. From the Help menu, select 2 |-. e S e :
Send Feedback. The Send and any other information you think might be relevant. You will receive an
Feedback window is acknowledgement from our tracking system.
diSpIayed- After submitting this information, you will be given a chance to quit the
2 Enter or edit contact program or continue using the application.
information as needed and Contact Information
enter a subject for the Mame: | Tom Terrific Phone: |603-555-1212
feedback. This should be a Email: |tom. terrific@example. com
short description of the Ticket: | 113225 ik

comment or bug. If you are
updating an existing support
ticket, you can enter the
ticket number and the

Indude screenshot

Summary | System I Files I Lu:ugs|

content of your feedback Steps to Reproduce

submission is added to that Here's an update - I was able to reproduce the problem reliably -
ticket. For more information, with the following steps:

see To Update an Existing ;: E'ifgf' e

Support Ticket.

3. If you are reporting a bug,
enter the steps required to
reproduce the bug or
condition into the Steps to -
Reproduce text box. If you
are making a comment or [ submi
suggestion, enter it in the
box.

| | Cancel

If you want to include a screenshot, select the Include screenshot check box.

5. Toinclude additional information, click the System, Files, or Logs tab. See additional
information below.

6. Click Submit.
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To send feedback with a screenshot:

From the Help menu, select Send a Screenshot The Send Feedback window is displayed
with a note that a screenshot is included. Enter information as appropriate as described
above.

To update an existing support ticket:

1. From the Help menu, select Send Feedback. The Send Feedback window is
displayed.

2. Inthe Ticket text box, type the ticket number.

3. In the Summary tab, attach additional files on the Files tab or send additional logs
from the Logs tab.

System Tab

- System | Files | Logs
Use the System tab to view and edit the

Debug information to send with the Debug Information
report. i

April 4, 2011 2:31:29 PFM EDT

Files Tab -

Chebug implementation is: class com.dart

System properties:

Files
Summary|5ysl5em| |Lugs| awt.toolkit = sun.awt.windows.WIoolkit
Attached Files file.encoding = Cpl252
file.encoding.pkg = sun.io
file.senaratnr = e
4 | 3

e
the Files tab to include files with the report.

« Click Add file (plus icon) to add a file to send. The path to the file is displayed in the
Attached Files list.
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» Toremove a file from the list, select a file line from the Attached Files list and click
Remove selected file (minus icon).

Logs Tab

| Summary | System | Files| Logs |

You can use the Logs tab to select
which log files are included with the Client Debug Log
report. [] Layer 2 Logs

» Select or clear the check boxes [| Reports Logs

to select the log files you want [ Latest server Debug Log
to Send' |:| Latest server Event Log
» Expand the More list to view M
g . . GrE ¥
additional log files that you can Name Date - &
send. 4 InterMapper -
+ Reports =
: - Layer 2

Creatlng Charts Tffne;;ﬂ:unnnrlnnn i

Intermapper charts display the history
of one or more variables. This information can also be saved to a log file for further

analysis.

To create a chart:
1. Open one of the status windows as described in Viewing Status Windows (Pg. 159).
2. Drag the status window to create a new window.

3. Click any of the underlined values. If the underlined value is displayed on existing
charts, a list of charts is displayed, along with a Create Chart option.

Transmit Statistics
Bkt/Second: 1&3
Byte/Second: | #Feads (227640 hacl
Err/Minute: t} ¥ | DSL Uitilization
Disc/Minute:
Percent Err: a

Beceive Statistiad-

Bkt /Second:
Byte/Second: 84708
Err/Minute:
Disc/Minute:
Percent Err: a

4. Click Create Chart. A new chart is displayed.
5. To add more variables to the chart, drag underlined values to the chart. For example,
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@ Router Traffic @

B %o Utilization for Router at our ISP
[l %o Utilization for Router /NAT

700,000+
350,000+
I:I_ T T T
10012 10412 10012 104
11:03 11:04 11:05 11:
E+ | 3

For more information on charts, see Using Charts. (Pg. 192)

Using Charts

Intermapper displays historical information in a chart. Charts can hold an unlimited number

of datasets for an unlimited time period. This data can
file.

also be written to a tab-delimited text

A chart is a persistent window that belongs to a particular map. All data that is displayed in

a chart must come from devices or links of that map.

The figure on the right shows a chart with two variétaﬁ
options, and time intervals, as described in the
pages of this section.

You use the options available from the Charts 700,000
Menu (Pg. 194) to view and hide charts. 350,000
|:|_
You use the options available from the Chart ﬁlféé ﬁuéi ﬁ”éé 1?;
Options (Pg. 195) menu to view and edit the EE) « :

parameters which control content and

s. You can control its labels, axe
Router Traffic

B %o Utilization for Router at our ISP
B %o Utilization for Router /NAT

appearance of each chart.

You can also specify the file that logs the chart's data,

and control options for creating new

chart log files. For more information, see Chart Log Files (Pg. 201).

Viewing and Hiding Charts

You view and hide charts using the Charts command in the View menu or by selecting
options from the Charts menu at the bottom left of the chart's window. (Pg. 194).

To show an existing chart:

Do one of the following:
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e From the Windows menu, select the chart from the Charts submenu.

Click | ul | in the tool bar to view a list of charts associated with the map. Double-
click a chart to view it.

Right/Ctrl-click | ful | in the tool bar to view a menu of charts associated with the map
without changing to the Chart List view. From the menu, select a list.

o From the Chart List view, right-click or Ctrl-click a chart and select Show Chart.
To hide a chart:

Click the close box. The chart is hidden, but the chart's data is preserved and continues to
be collected.

To scroll the chart:

Drag the chart background to scroll the chart right or left.

Creating and Adding Datasets to Charts

To create a chart:
1. Open one of the Status windows as described in Viewing Status Windows (Pg. 159).

2. Drag the Status window to create a new window.

3. Click any of the underlined values. If the underlined value appears on existing charts,
a list of charts is displayed, along with a Create Chart option.

4. Click Create Chart. A new chart is displayed.

To add a dataset to an existing chart:
1. Open a Status window.
2. Drag an underlined value (blue or grey) from a status window into the chart. The
variable is added to the chart.

NOTE: To see what device a dataset belongs to, right-click (or Ctrl-click) the dataset's
legend in the Chart window and select Show Device. If you are viewing the Map window
in Map view, the device is highlighted momentarily. In List view, the device is selected in
the list.

Editing Charts

Edit the parameters that control a chart's content and appearance from the Chart Options
window (Pg. 195), available from the Chart menu (Pg. 194).
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Deleting Charts

Use the Delete Chart command, available from the Chart menu (Pg. 194) to delete a chart.

Chart Menus

Intermapper provides three menus you can use to view and edit charts.

Charts Menu

You can use the Charts menu to view and hide charts. [
Minimize: kel
To show all charts: Zoam Cl4Slash
. Send ko Back  Ctrl+B
From the Charts submenu of the Windows menu, cidesham. . Chl4a
select Show Charts. All defined charts for the current Loas ,

map are displayed. Shows Charts

To hide all charts: w Map List
Device Lisk
From the Charts submenu of the Windows menu, v Remote Server

select Hide Charts. All defined charts for the current
map are removed.

To view an individual chart:

From the Charts submenu of the Windows menu, select a chart. When the chart is visible, a
checkmark is displayed in the submenu next to the chart name, as shown at the right.

NOTE: From the Charts list window, select one or more charts, then right/Ctrl-click a
selected chart line and choose Show Chart.

Chart Menu

To view the Chart menu: ‘ @@ ‘
Do one of the following:

e Click the icon in the lower left to access the Chart menu.
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» Right/Ctrl-click in the chart's data |

area.
The Chart dropdown menu is displayed.

Delete Chart - deletes the current chart
and its data.

Log File - creates a log file to receive
the data for the current chart.

Show Legend - places the chart's
legend at the top, bottom, or hides the
legend completely.

Edit Chart - If the map is not in edit
mode, this is the only available option.
Select this option to edit the chart and
view the Chart menu.

Time Interval Menu

(@ Untitled Chart1 ==

[l %o Utilization for Windows Desktop [0] - "Guessed from
100

Chart Options...
Delete Chart...

=0 Create Log File...

Print Chart...

Print Full Page

0 Show Legend VY Top
9.]'6 i Bottorn glllﬁ 9:
1o v Edit Chart Hidden 054 10
e[ « b

The Chart dropdown menu.

Use the Time Interval menu, located next to the Chart menu icon in the lower Itfﬂrgo(ner of

the Chart window, to set the time between the tick marks on the chart's

horizontal axis.

Chart Options

You can use the Chart Options window to view and edit the parameters that
define a chart's appearance and content.

The Chart Options window is available from the Chart menu (Pg. 194). or
by right-clicking within the chart window.

Applying Changes in the Chart Options Window

1 Minuke

o Minukes
10 Minutes
30 Minutes
2 Hours
& Hours
12 Hours
24 Hours
Doaily

W ekl
Fonthly:
early

To apply changes to the Chart Options window:
1. Click Apply to apply changes you have made on any of the tabs, without closing the

Chart Options window.

2. Click Cancel to undo any changes you've made and applied.

3. Click OK to apply any changes and close the window.

4. Close the window to save your changes.

Setting the Chart Title

Intermapper

www.fortra.com
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The chart's title appears in the Charts menu and in the chart's title bar. Enter a title in the
Title text box.

Vertical Axis Tab

Chart Options @
i =P acket loss for 192, 168.81. 101 (%%)

Wertical Axis |TIIT|E Axis I Data | Culnrs|

Label:
Prefix: -
Ipper Bounds: | 100 Auto-adjust

Lower Bounds: |0

-

Dividers: 3| Sub-Dividers: 0=
Scale: @ Linear

i) Logarithmic

[ oK ] [ Cancel

Vertical Axis Tab Parameters

» Label - adds a label for the vertical axis of the chart.

» Prefix - adds a prefix for the data displayed in the chart. Intermapper automatically
scales the values to match this prefix, and inserts the prefix into the vertical axis
label. (example: volts becomes p-volts.
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« Upper Bounds, Lower Bounds - controls the vertical scale of the chart. Valid values
depend on the monitored variable.

NOTE: For larger values, use scientific E-notation. You can also enter these
numbers in decimal notation (1000000, 1000000000). Larger numbers are
displayed in the vertical axis in E-notation.

- To enter large values for the Upper or Lower Bounds, use the nnEp format,
where nn = multiplicand, E = E-Notation, and p = power.

- To enter 1,000,000 (one million), type 1E6 (1 x 10%6).

- To enter 1,000,000,000 (one billion), type TE9 (1 x 10%9).

- The largest unsigned 64-bit integer you can enter is just over 18.4E18 (18.4 x
10718 or 18,446,744,073,709,551,615).

- The largest signed 64-bit integer you can enter is just over 9.22E18 (9.22 x
10*18 or 9,223,372,036,854,775,807).

- The largest negative signed 64-bit integer is -9.22E18 (-9.22 x 1018 or -
9,223,372,036,854,775,808).

- If you type e or E, it is rendered as E.

» Auto-adjust - specifies if Intermapper automatically adjusts the scale of the chart. If
the Auto-adjust check box is selected, the upper and/or lower bounds are adjusted
automatically so data points are always displayed, no matter how much they
increase or decrease.

» Dividers, Sub-Dividers - sets the number of horizontal dividers and sub-dividers that
are displayed between the dividers.

For example, to divide a chart into 10 parts, you need eleven dividers. You can do this
in one of the following ways:

o Set the number of dividers to 11, with no sub-dividers.
o Set the number of dividers to 3, and the sub-dividers between each divider to 4.

» Scale - select Linear or Logarithmic. When you select Logarithmic scaling, you can
set the Y-axis labels to powers of 10 by setting the desired upper and lower bounds
and adjusting the number of dividers to match. A lower bound of 0 is converted to 1.

For example, to create a log scale with labels of 3000, 300, 30, and 3, do the
following:

o Set the upper bound to 3000.
o Set the lower bound to 3.
o Set the number of dividers to 4.
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Time Axis Tab

Chart Options @

i =P acket loss for 192, 168.81. 101 (%%)
Vertical Axis | Time Axis | Data | Colors

ow Da ow Day of Wee
Show Date Show D fweek

Show Time 24 Hour Time

Sub-Dividers: ==

o ][ e

Time Axis Tab Parameters

« Show Date, Show Day of Week, Show Time, 24 Hour Time - specifies which labels
are displayed on a chart's horizontal axis.

» Sub-Dividers - specifies the number of unlabeled vertical sub-dividers to draw
between data points.

Data Tab

The Data tab displays a lists of datasets used in the current chart. Use the Data tab of the
Chart Options window to export a dataset, to remove it from the chart, or to edit the
appearance of a dataset's legend.
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Chart Options @

Title: Packet loss for 192, 168,581,101 (%%)

| Vertical Axis ITlmE Axis| Data | Culurs|

Legend Style & Text

Bl Facket loss for 192,163,381, 101 - Edit...
Il Short-term packet loss for 192,163,831, 101

Remove

Export...

1

Delete. ..

[ oK ] [ Cancel

To remove a dataset from the chart:
1. From the list of datasets, click the dataset you want to remove from the chart.
2. Click Remove. The dataset disappears from the list.

To export a dataset:
1. Inthe list of datasets, click the dataset you want to export.
2. Click Export. A standard file dialog is displayed.

3. Type a filename, select a location, and click Save. A tab-delimited text file is created,
with one data value per line.

To edit the appearance of the legend for a dataset:

From the list of datasets, double-click the data for the set whose legend you want to edit.
The edit window for the dataset's legend is displayed:

P

Maximum Response time for 192.168.81.101 @

B =aximum Fesponse time for 192, 168.81.101)
Color: I:I Style:

v: Highlight:: Mone v:

[ aK ][ Cancel ]
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a w2

Click the Color rectangle and choose a color for the dataset.
Choose a line style for the dataset from the Style menu.

Choose a highlight icon for the dataset from the Highlight menu.
Edit the chart's title in the Title text box.

Click OK to save your changes.

To delete a range of data from a dataset:
1. From the list of datasets, select the dataset containing the data you want to delete.
2. Click Delete. The Delete Data window for the dataset is displayed.

Delete Data

Deleted data will be irrevocably lost.
= This operation may take a long time to complete.
Delete all data
@ Delete data before:

=

BjE/12 11:16 AM =

| Delete Data | | Cancel |

3. Set the date and time. Data before this date and time are deleted from the dataset.
4. Click OK. The data is deleted from the dataset.

Colors Tab

You can use the Colors tab of the Chart Options window to define the colors for various
parts of the chart.

Intermapper
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Chart Options @

Title: Packet loss for 192, 168,581,101 (%%)

Vertical Axis | Time Axis | Data | Colors

Exterior: - Interior: I:I

Frame: - Text: -

| Horizontal Dividers: I:I Vertical Dividers: -
Major Dividers: -

Apply | QK | | Cancel |

Exterior - sets the color of the chart's background.

Interior - sets the background color for the data area of the chart.
Frame - sets the line color for the frame of the data area.

Text - sets the color for the chart's text.

Horizontal Dividers - sets the line color for the chart's horizontal dividers.
Vertical Dividers - sets the line color for the chart's vertical dividers.

To change a color:

Select a color box. Use the system color picker to select a new color.

Chart Log Files
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Create Log File @
Intermapper can write chart data to a tab-delimited
text file. You can specify separate log files for each Log File Name: | Packetloss <date>. tt
chart, or you can send the data from severalcharts | _ .=
to a Single |Og f||e ................................

Every day at 00:00 | and
To specify a log file to receive chart data: Every day 2t 00:00 1=
1. From the Chart dropdown menu (Pg. 194),
select Log file. The Create Log File window is Delete log files after | 05 days
displayed.

Update Interval: |1Minute
2. Inthe Log File Name text box, type the name

of the new Iog file. Al=o send messages to syslog server

3. Set the preferences for the new log file using

a window similar to the example on the right. 1P Address:

For more information on creating log files, see Fadility: |locald

LOg FI|eS (Pg' 231)' Severity: | emergency
4. Click OK.

K ] | Cancel

Each line of the tab-delimited file contains a date,
timestamp, and the current values of the variables
defined by the chart.

To stop logging data to a log file:

1. From the Server Preferences area of the Server Settings window, select the Log
Files (Pg. 231). The Log Files panel is displayed.

2. Select the file for which you want to stop logging data.

3. Click Remove. The file is removed from the list and chart data is no longer written to
that file.

Purging Chart Data

You can use a command line to purge data stored with charts. You can purge all chart data
or you purge data from a specified number of days.

NOTE: Before running the purge command, Fortra recommends that you back up the
Intermapper Settings folder (especially the Chart Data folder).

To purge chart data:
1. Stop the Intermapper server.
2. Run the purge command.
3. Start the Intermapper server.
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The process for stopping and starting the Intermapper server varies, depending on your
platform.

Purge Command Syntax

For Linux and macOS systems, the purge command includes the location of the
Intermapper daemon configuration file. For example,

/usr/local/bin/intermapperd -f /usr/local/etc/intermapperd.conf --
chart-purge [# of days]

Use the following syntax for Microsoft Windows systemes:

"C:\Program Files\Intermapper\Intermapper.exe" --chart-purge [# of
days]

The mostrecent # of days of chart data is retained; the rest is purged.

NOTE: Both of the commands above require administrative privileges.

» For Microsoft Windows systems, open the cmd window by clicking the Windows
menu > Windows System > Command Prompt > Misc > Run as Administrator, or
similar, depending on your operating system and how you access the cmd
window.

e For Linux or macOS systems, preface the command with sudo or run the
command as root.

Purging All Chart Data

To purge all chart data, type 0 for the # of days.
Purge Notes

« Server must not be running - specifies that the Intermapper server must not be
running when you run the command.

« Enabled maps only - purges only charts from devices on enabled maps.

« Administrative rights and write-access - you must have administrative rights and
write-access to the Intermapper Settings folder.

» For Microsoft Windows systems, open the cmd window by clicking the Windows
menu > Windows System > Command Prompt > Misc > Run as Administrator, or
similar, depending on your operating system and how you access the cmd window.
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e For Linux or macOS systems, preface the command with sudo or run the command
as root.

 If you have a large number of datasets with a substantial amount of accumulated
data, the purge can take several hours to complete.

Log Window

Intermapper writes information about interesting events into /og files (Pg. 231). These
streams of information can be viewed in the Log window. This allows you to review log files
without an external text editor.

Predefined Logs

Audit Log on page 204

Use this log to view changes that people make to Intermapper's data model. This log
includes all of the information Intermapper stores about the network it monitors.

Event Log (Pg. 211)

Use this log to view all events generated during device monitoring. This log includes events
where a device changes state, reasons for alarm notifications, and so on.

Outages Log on page 222 (Pg. 222)

Use this log to view a list of devices and networks that have been down and when they
came back up.

Debug Log (Pg. 222)

Use this log to view a list of detailed debug messages that can be useful when debugging
Intermapper.

You can create and control the preferences for log files from the Log Files panel of the
Server Settings window. For more information on creating, viewing, and controlling the
events that appear in log files, see Server Preferences - Log Files. (Pg. 231)

NOTE: Debug logs and Event logs are encoded in UTF-8 format. To edit these files, your
text editor must support UTF-8 encoding to view foreign characters correctly.

Audit Log
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Intermapper records changes that people make to Intermapper's data model, which
includes all of the information Intermapper stores about the monitored network. This
information is written to the log files and can be viewed in one of the Log windows. The
Audit Log is a predefined log that is included with Intermapper.

If someone edits a map by moving, adding, editing, or deleting an item, those activities are
recorded in the audit log. Information, such as the date and time, who made the change,
from which computer they connected, and what was changed, are recorded in this log.

Bulk changes initiated by people can generate many entries in the audit log, such as the
following:

» A user initiates an autodiscovery.
» A user initiates a network scan.
» A userimports data.

Other changes that are not initiated by a person, such as device or interface status changes
or the sending of notifications are not written to the audit log because they are not initiated
by a person. They are instead recorded in the Event Log.

To open the Audit log:

From the Logs submenu of the Window menu, select Audit.

[ NoN ] InterMapper : Audit
273 10:3B:43 Admin-User-Login user: admin addr: 127.8.8.1 port: 57924 v6.5.2 @rnhznkEsL+IF4HTFZmxS+11+vwNwBufjjyhzbL3BnkGa=
274 18:39:20 Start-Edit-Map user: admin addr: 127.0.8.1 map: '/IM-2142-2' @q7fwwQx47RzPiAJ9yZQfei6kBIiks5ltegqMxduprFql=
275 18:41:25 Translate-Device user: admin addr: 127.0.8.1 map: '/IM-2142-2' device: 'WorkForce&3@-5AABD1' (g5ffefadé-rl) x: 435 y: 166
| 276 18:41:28 Translate-Device user: admin addr: 127.6.8.1 map: '/IM-2142-2' device: 'WorkForce63@-5AABD1' (g6ffcfaéb-rl) x: 435 y: 167 |
277 18:41:29 Translate-Device user: admin addr: 127.8.8.1 map: '/IM-2142-2' device: 'WorkForce&3@-5AABD1' (g5ffcfabé-rl) x: 435 y: 168
278 18:41:41 End-Edit-Map user: admin addr: 127.0.0.1 map: '/IM-2142-2' @5IMOULKwAKShyQ+m/HSD+W7307/C+54mEAX+CBwhmuA=
279 18:44:39 Admin-User-Logout user: admin addr: 127.8.8.1 port: 57924 v6.5.2 @h7C6s50S8ynBY1GPIXBeZimNiDgalgsc26mSPTozM/ /c=
|EQJnFjqukFEsnnjUPuLTLRZZLmCiwdi?AuNfShTVﬁDSVnVSQWESxMLjugz]i?LZb

3lines 210 chars

Security

The Audit log cannot be edited, even by an administrator, without the change being
detected.

Creation and Location of Audit Logs

Audit logs, along with other Intermapper logs, are stored in the InterMapper
Settings/InterMapper Logs directory. The log filenames use the format of
AuditYYYYMMDD .txt, where YYYY is the year, MM is the month, and DD is the day. New log
files are created at midnight, or the first time the Intermapper server starts on a new day, so
it can contain up to a day's worth of events.

Sample Audit Log Entries
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1 15:41:59 Starting Intermapper Audit Log File (6.5.2b2/Build
14C153/i386/Darwin/64-bit) . QJOGEOVGUNFvZIkYxUJ5NZrPO8H4+Mg+Jsj+ENT2yhlI=

2 15:42:12 Admin-User-Login user: Admin addr: 127.0.0.1 port: 59629 v6.5.2
@5BFu6dgkl3bly/stBiW+HTNDjpaveK5k6kvTSvPipzw=

3 15:46:54 Start-Edit-Map user: Admin addr: 127.0.0.1 map: '/My Island'
@BgmJ9yD+ip5NvEIxnkGZavVEiyQSntRE/YtsM6WFOhH1Y=

4 15:47:20 Translate-Device user: Admin addr: 127.0.0.1 map: '/My Island' device:
'Tex-Ubuntu' (g5£3135¢c8-r9) x: 531 y: 97
@JJZVGPvchCHz7CILyonWXgi8Y7041gRPLCLB1vNHeSc=

5 15:47:30 End-Edit-Map user: Admin addr: 127.0.0.1 map: '/My Island’
@mpdQbP8akL+BDvghiIxwsS9/Mx4dG76EAx84haUFols=0@9vbwYcHvamfYZwwK17G3mjjlgWy/2GOgRGN
PB2hL1GHpE94CPVk20QyH68xSWgEU

Log Entry Structure
The Audit log entries use the following structure:

The first line of the Audit log does not follow the standard log pattern. Instead, it indicates
the time when the audit log file is created, Intermapper's version number, build number,
computer information, and operating system.

Subsequent lines follow a consistent pattern; the first 5 fields are always present. The fields
are as follows:

line number
timestamp
event type

The fourth and subsequent fields start with a field name and colon. The fields are as
follows:

name:
addr:

where name: is the username that triggered the event and addr: is the IP address of the
computer the user is connected from.

The next one or more fields indicate which object is affected by the event. In many cases,

the object is a map, indicated by the field name map: followed by the name of the map in
single quotation marks (' ").
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Commonly, the object is a device on a map. In this case, this includes 'map:, map name,
device;, the nickname of the device, and the device ID in parentheses. For example,
g5f3135¢8-r9.

There might be other information beyond the object of the event, such as the x and y
coordinates. This information is also in the form field_name: followed by the value.

All lines in the audit log end with a digital signature, which implements the security feature
of the Audit log.

Events Recorded in the Audit Log

The following table shows the events that are recorded in the Audit log:

Event Associated Other Information
Object

Admin-User-Login none port: and Intermapper client
version

User-Login none port: and Intermapper client
version

Failed-Admin-Login none port: and Intermapper client
version

Failed-User-Login none port: and Intermapper client
version

Admin-User-Logout none port: and Intermapper client
version

User-Logout none port: and Intermapper client
version

Create-Notifier name: type:

Edit-Notifier name: type:

Delete-Notifier name: type:

Create-CSR CSR:

Upload-SSL-Cert none

Create-Map map:

Delete-Map map:

Intermapper

www.fortra.com

page: 207



Using Intermapper / Monitoring Your Network

Event

Import-Map

Export-Map
Import-Data-Directive
Export-Data-Directive
Edit-Retention-Policy
Remove-Retention-Policy
Set-Retention-Policy

Set-Retention-Policy

Set-Probe-Data
Set-Community-String
Set-Timeout
Set-Poll-Interval
Set-Ignore-Outages
Set-Address
Set-Device-Threshold

Intermapper

Associated
Object

map:
map:

file:

file:
policy:
policy(s):

map:, device:

map;, interface:

map:, device:
map:, device:
map:, device:
map:, device:
map:, device:
map:, device:

map:, device:

www.fortra.com

Other Information

filename:
filename:
directive:
directive:, maps:

newValues:

variable:, policy:

variable:, policy:

probeName:, type:

timeout:
pollinterval:
ignoreOutages:
address:

useMapDefaults:
maxAllowedLostPackets:
criticallnterfaceErrs:
alarminterfacekErrs:
warninglnterfacekrrs:
criticalPktLossThresh:
alarmPktLossThresh:
warningPktLossThresh:
criticalRTTThresh:
alarmRTTThresh:
warningRTTThresh:
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Event

Set-Device-Threshold

Set-Device-Threshold

Reset-Short-Term-Packet-Loss

Set-Data-Retention-Policy
Set-remoteaccess-ACLs

Set-webacccess-ACLs

Acknowledge-Device
Acknowledge-Interface
Maintenance-Device
Maintenance-Interface
Translate-Device
Translate-Network
Add-Edge
Remove-Edge
Add-Network

Intermapper

Associated
Object

map:

Server-Settings

map:, device:

map:, device:

map: ACL-for-user:

map: ACL-for-user:

map:, device:
map;, interface:
map:, device:
map;, interface:
map:, device:
map:, network:
map:, device:
edge:

map:, network:

www.fortra.com

Other Information

useServerDefaults:
maxAllowedLostPackets:
criticallnterfacekrrs:
alarminterfaceErrs:
warninglnterfacekErrs:
criticalPktLossThresh:
alarmPktLossThresh:
warningPktLossThresh:
criticalRTTThresh:
alarmRTTThresh:
warningRTTThresh:

maxAllowedLostPackets:
criticallnterfaceErrs:
alarminterfaceErrs:
warninglnterfaceErrs:
criticalPktLossThresh:
alarmPktLossThresh:
warningPktLossThresh:
criticalRTTThresh:
alarmRTTThresh:
warningRTTThresh:

end:
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Event Associated Other Information
Object

Remove-Network map:, network:

Hide-Edge map;, interface:

Show-Edge map;, interface:

Add-Device map:, device:

Remove-Device map:, device:

Remove-Subnet subnet:

Change-Poll-Interval map: pollinterval:

Securing Audit Logs

To secure the Audit log, encryption and mechanisms are used to prevent the following from
occuring:

Removing or changing the last summary line.

Removing or changing the encrypted text (after @) on any line.
Removing or changing text lines before @.

Changing the timestamp or line number of a line.

Removing any lines or the first line.

Adding more lines after the original file.

Switching two lines (even when their timestamps are exactly the same).

© No g kw2

Changing the numerical portion of the file name (other portions can be changed). For
example, changing Audit202011240000.txt to Audit202011240000_A.txt is allowed.
However, if you change the numerical portion to Audit202011250000.txt, the
verification can fail.

Audit Log Verification Example

To verify an audit log file, you must first shutdown the Intermapper
Sever, and then issue the following command:

Windows: Run as administrator

intermapper --verify-auditlog
"C:\ProgramData\InterMapper\InterMapper Settings\InterMapper
Logs\Audit202011250000.txt"

Linux: You need to be root or privileged user to run this command,
use 'su' command. You also need to add the flag "--debug" in
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additional to --verify-auditlog:
intermapperd --debug --verify-auditlog "/var/local/InterMapper
Settings/InterMapper Logs/Audit202011250000.txt"

macOS: You need to be root or privileged user to run this command,
use 'su' command.

intermapperd --verify-auditlog "/Library/Application
Support/InterMapper/InterMapper Logs/Audit202011250000.txt"

Encryption/Decryption and Hash Algorithms

The following are used:

» Encryption/decryption algorithm

AES-256 encryption with OpenSSL library using CBC mode ciphers with 256-bit key
and 128-bit IV

» MD5 Message-Digest Algorithm

Used to calculate log line hash and then encrypts the hash along with other
parameters to form a line summary at the end of the line and a file summary at the
end of the file.

Event Log

Intermapper writes information about interesting events into event logs. These streams of
information are written to log files on disk and can be viewed in one of the Log windows.
The Event Log is a predefined log file that serves as a default catch-all log file.

To open the Event Log:

From the Logs submenu of the Window menu, select Event Log.
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-

& InterMapper: Event Log EI@
File Edit Window Help

03/07 12:21:Z4 ckay MyWebsite:Z1.130.96_686.static.eigbox.net. (in Warehouse #5) =
03/07 12:21:Z% hrttp HTTE - 192.168.81.3 (bmerrill) Guest Adwinistrator —- GEI[ ]
03/07 12:21:30 http HTTE - 127.0.0.1 {IMDatsbaszeZerver) -- GET Jesxport/lo=zsz|S
0507 12:21:30 http HTTPE = 127.0.0_.1 {(IMDhatabaseServer) —-- GET Jfe~export/fdats—
0507 12:21:30 http HTTPE = 127.0.0_.1 {(IMDhatabaseServer) —-- GET f~export/fdats
0507 12:21:30 http HTTPE = 127.0.0_.1 {(IMDhatabaseServer) —-- GET Jf~export/finte
03/07 12:21:30 http HTTE - 127.0.0.1 (IMhatabaselerver) -—- GET S~export/noti
03/07 12:21:31 http HTTE - 127.0.0.1 (IMhatabaselerver) —- GET S~export/dewi
03/07 12:21:31 http HTTE - 127.0.0.1 (IMhatabaselerver) —- GET f~export/maps
0507 12:21:31 http HTTPE = 127.0.0_.1 {(IMDhatabaseServer) —-- GET f~export//maps
0507 12:21:31 http HTTPE = 127.0.0_.1 {(IMDhatabaseServer) -- GET f~export/noti
03/07 12:21:31 http HTTE - 127.0.0.1 (IMhatabaselerver) —- GET f~export/irete
03/07 12:21:31 http HTTE - 127.0.0.1 (IMhatabaselerver) -—- GET S~export/chan
02/07 12:21:40 link wutil == 50 (53.3%) : [3] Chicage Pouter - FastEthernet0/1
0907 1z:21:45 link wnutil == 50 (EZ_2%) : [Z£] Atlanta - Demo link 2

os/07 1z:z1:50 link TP : [?] Backbhone - 2

0s/07 12:21:5% http HTTP - 192_.162.281.3 (bumerrill) Guest Administrator —-- GET
03/07 1Z:2ZZ:00 http HTTE - 127.0.0.1 (IMhatabaselerver) -—- GET f~export/loss
03/07 1Z:2ZZ:00 http HTTE - 127.0.0.1 (IMhatabaselerver) —- GET f~export/dats
03/07 1Z:2ZZ:00 http HTTE - 127.0.0.1 (IMhatabaselerver) —- GET f~export/dats
0507 12:22:00 http HTTPE = 127.0.0_.1 {(IMDhatabaseServer) —-- GET Jf~export/finte
0507 12:22:00 http HTTPE = 127.0.0_.1 {(IMDhatabaseServer) -= GET f~export/noti _
180 lines 17,655 chars < | 1] | 3

The main Event Log window can show information about device ups and downs, high traffic
on links, web, telnet, and Intermapper RemoteAccess server connections, as well as error
messages.

As entries are written to the Event Log file, (stored in the Intermapper Settings/Intermapper
Logs folder) they are also placed at the bottom of this window.

If you scroll to the bottom of the Event Log, it scrolls automatically as new events are
appended to the log.

Event Log Messages

All event log messages use one of the following formats.

Message Format - Devices

<timestamp> <tag> <fullname>:: <message>

The <tag>s are:

"gp" : <message> = " (Was down for <duration:3>)"
"DOWN": <message> "(Was up for <duration:3>)"
"okay": <message> <threshold-condition>

"warn": <message> <threshold-condition>

"alrm": <message> <threshold-condition>

"ACK" : <message> = <acknowledge-message>
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"UNAC": <message> = ""
"TRAP": <message> = <trap-message>

where the <duration:3> can be one of the following:

e [0-9]+ seconds?

e [0-9]+ minutes?, [0-9]+ seconds?

e [0-9]+ hours?, [0-9]+ minutes?, [0-9]+ seconds?
« [0-9]+ days?, [0-9]+ hours?, [0-9]+ minutes?

Message Format - All Other Events

<timestamp> <tag> <message>

Summary of Log Messages

This page lists all log messages that Intermapper writes to a log, with a description of each.
Items shown in jtalics are variable names that are substituted with the proper value when
the log message is created.

NOTE: Debug messages are not documented by Fortra, because they are subject to
change and do not follow a specified format.

General Messages

The General messages describe Intermapper's actions as it starts up, enables and disables
servers, and opens and closes map files. These messages are stored in the Event Log
window.

***x*% Starting appName

Intermapper is starting. This entry contains the program's version number

**x*% Quitting appName

Intermapper is quitting.

***x% QOpening map docName

The named map is being opened.

***x* Closing map docName
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The named map is being closed.

http Starting web server on port portnumber

Intermapper is starting its web server on port portnumber.

http Stopping web server on port portnumber

Intermapper is stopping the web server.

imrm Starting Remote server on port portnumber

Intermapper is starting its Intermapper RemoteAccess server on port portnumber.
imrmStopping Remote server on port portnumber

Intermapper is stopping the Intermapper RemoteAccess server.

tlnt Starting telnet server on port portnumber

Intermapper is starting its Telnet server on port portnumber.

tlnt Stopping telnet server on port portnumber

Intermapper is stopping the Telnet server.

Start-up error: Could not open porttype port portnumber.
Intermapper could not open the specified port during startup.

Error sending udp packet. (Err = errNumber)

Intermapper received an error attempting to send a UDP packet.

DNS-Related Messages

**x**x Address Change: "www" changed from x.x.x.X
to yv.y.y.y. (DNS z.z.z.2z)

The IP address for the device named www changed from x.x.x.x to y.y.y.y according to the
DNS server at z.z.z.z.

**** No IP address for "www". (DNS z.z.z.z)
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Intermapper could not determine an IP address for the device named www from the DNS
server at z.z.z.z.

***x% Name Change: "w.w.w.w" changed from "xxx"
to "yyy". (DNS z.z.z.z)

The IP address w.w.w.w changed its DNS name from xxx to yyyy according to the DNS
server atz.z.z.z.

**%** No domain name for x.x.xXx.xX. (DNS z.z.z.z)
Intermapper could not determine a DNS name for x.x.x.x from the DNS server at z.z.z.z.

**%*x "No response from DNS x.x.x.x when resolving 'yyy' to
an address.

The DNS server at x.x.x.x did not respond when attempting to resolve the DNS name yyy to
an address.

**x% "No response from DNS x.x.x.x when resolving
'v.y.y.y' to a name.

The DNS server at x.x.x.x did not respond when resolving the address y.y.y.y to a name.
dbug "DNS packet with bad format from y.y.y.y"

Intermapper received a DNS response with an invalid format.

dbug "Error ### while processing DNS reply from y.y.y.y"
Intermapper received an error while processing a DNS response.

****x Connected to
> Intermapper DataCenter at 127.0.0.1

Intermapper connected successfully to Intermapper DataCenter.

****x Disconnected from
> Intermapper DataCenter at 127.0.0.1

Intermapper disconnected successfully from Intermapper DataCenter.

Probe File Error Messages
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The following messages describe problems with the Custom Probe files. Many of them are
self-explanatory.

dbug "MyProbe: Can't match "MyProbe"",
cFileName, lineStr

dbug "xxxx: Invalid Probe ID."

The probe xxxx contains an invalid ID (for example, the package is not a valid string).
dbug "MyProbe: Invalid Probe Name.", cFileName

dbug "MyProbe: Invalid Probe Human Name.", cFileName

dbug "MyProbe: Probe definition does not contain a
valid <description> section.", cFileName

dbug "MyProbe: Probe definition does not contain a
valid <snmp-device-variables> section.”", cFileName

dbug "xxxx: Probe definition does not contain a valid
<snmp-device-display> section."

The xxxx probe file does not contain a valid <snmp-device-display> section.

dbug "MyProbe: Probe definition does not contain a
valid end tag for <MyProbe>.", cFileName, endTagStr

Telnet Server Messages

*Hrxk o x.x.x.X denied access to tcp server.

An attempt to connect to the Telnet server from address x.x.x.x was refused.
tlnt TELNET - x.x.x.x denied access.

An attempt to connect to the Telnet server from address x.x.x.x was refused.

tlnt TELNET - x.xX.x.X denied access because there are too
many connections.

An attempt to connect to the Telnet server from address x.x.x.x was refused because there
are too many connections already established.

tlnt TELNET - Accepted connection from x.x.x.X
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A user at x.x.x.x successfully connected to the Telnet server.

tlnt TELNET - Accepted user connection from x.x.x.x
The Telnet server accepted a user connection from x.x.x.x

tlnt TELNET - x.x.x.x authenticated as "username".
The Telnet server accepted a connection from an authenticated user.
tlnt TELNET - Closed connection from x.x.x.X

The user at address x.x.x.x disconnected from the Telnet server.

Trap-Related Messages

trap "y.y.y.y (not on map) :: text-msg"
Intermapper received a trap from device y.y.y.y containing the text-msg.

trap "An error occurred while processing a SNMP trap
from y.y.y.y. (err = ###)"

Intermapper encountered an error processing a trap fromy.y.y.y.

Notification Messages

ntfy "Silenced e-mail notification to "username"."

Intermapper suppressed an e-mail notification to the listed user because of the Snooze
Alarm

ERR! "Failed to send e-mail notification to "username"
for "message: devicename" event. Check e-mail configuration.

(err = ###)"

Intermapper was unable to send an e-mail notification to the named person because of the
error code ###

ntfy "Sent e-mail notification to "username"

for "message: devicename" event. (n
of m)"
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Intermapper sent an e-mail notification as indicated. The "n of m" indicates that the n'th
repeated message has been sent

ntfy "Silenced pager message notification to "username"."
Intermapper suppressed a page to the listed user because of the Snooze Alarm

ERR! "Failed to send pager notification to "username"
for "message: devicename". (err = ###)"

Intermapper was unable to send a page to the named person because of the error code ###

ntfy "Sent pager message notification to "MyProbe"

for "MyProbe: MyProbe".", itsUserName, eventMesg, deviceName
**x% "3Sjilenced sound notification to "MyProbe".",
itsUserName

ERR! "Failed to send sound notification to "MyProbe".
(err = %d)", itsUserName, err

ntfy "Silenced SNMP trap notification to "MyProbe".",
itsUserName

ERR! "Failed to send SNMP trap notification to "MyProbe"
for "MyProbe: MyProbe". (err = %d)", itsUserName, eventMesg,

deviceName, err

ntfy "Sent SNMP trap notification to "MyProbe"
for "MyProbe: MyProbe".", itsUserName, eventMesg, deviceName

ERR! "Failed to send e-mail notification to MyProbe.
Check user configuration.", itsUserName

ERR! "Failed to send pager notification to MyProbe.
(err = %d)", itsUserName, err

**x% "Silenced all notifications until MyProbe.",
timeStr

ERR! "SMTP Failure: Can't connect to "MyProbe".

Error = %d", itsMailServer, err
ERR! "SMTP Failure: Server connection to "MyProbe"
idle for more than 4 minutes. Disconnecting...", itsMailServer
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ERR! "SMTP Failure: Server "MyProbe" won't

accept mail from MyProbe. (Reply = %d)", itsMailServer,
reversePath,

replyCode

ERR! "SMTP Failure: Server "MyProbe" rejected

recipient MyProbe. (Reply = %d)", itsMailServer, emailAddr,
replyCode
ERR! "SMTP Failure: Server "MyProbe" failed

when sending mailto MyProbe. Mail not sent. (%s Reply = %d)",

itsMailServer,
emailAddr, cmdName, replyCode

Web Server Messages

http HTTP - address (user) authLevel --
commandargument

Intermapper received a command request for argument from address.

http HTTP - ERROR: JPEG compression failed. Compressed length
= xxx. (Error = yyy)

Intermapper received an error code of yyy when attempting to compress the JPEG image
whose length is yyy bytes.

http HTTP - ERROR: JPEG compression failed. Can't obtain/lock
PixMap

Intermapper was unable to compress a JPEG image because it was already compressing an
image. If this problem persists, quit Intermapper and relaunch it.

http HTTP - ERROR: JPEG compression failed. Can't create graphics
offscreen. (Error = yyy)/dt>

Intermapper received the yyy error code when attempting to compress a JPEG image.

http HTTP - ERROR: PNG compression failed because there is not
enough memory. (yyy K available)

Intermapper failed to compress the PNG image.
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http "HTTP - ERROR: PNG compression failed. (Error
= H#H##)"

Intermapper received an OS error ### when attempting to compress the PNG image.
http "HTTP - y.y.y.y —-- Unknown HTTP Version: xxx"

Intermapper received an unknown version - xxx - in an HTTP request from y.y.y.y.
http "HTTP - y.y.y.y —-- Missing HTTP Version."

No HTTP version was included in the HTTP request from y.y.y.y.

http "HTTP - y.y.y.y —-- Unknown HTTP Command: xxxx"

An HTTP request from y.y.y.y contained an unknown xxxx command.

http "HTTP - y.y.y.y —- Disconnected before response
was sent."

The HTTP client at y.y.y.y disconnected before Intermapper sent the entire response.

http "HTTP - ERROR: Unable to create ### x ### JPEG
image. (Error = err)"

Intermapper received an err OS error code when attempting to generate a ### x ### JPEG
image.

http "HTTP - ERROR: Unable to create ### x ### PNG
image. (Error = err)"

Intermapper received an err OS error code when attempting to generate a ### x ### PNG
image.

link "msg (util%) : [ifIndex] device-name - ifDescr"

Logged to the event log when the utilization crosses some threshold. The msg uses the "util
< nn" or "util >= nn" format where nn is the threshold. The actual link utilization follows in
parentheses. ifIndex, device-name, and ifDescr identify the individual interface.

dbug "device-name UTIL[ifIndex]=util? type: upTimeNow=nn,
upTimePrev=nn; inOctetNow=nn, inOctetPrev=nn; outOctetNow=nn,
outOctetPrev=nn;

bps=nn
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Logged to the event log when the interface utilization calculated is greater than 110%. In
general, a value greater than 100% indicates an erroneous value for one of the inputs; this
log message prints out all the inputs to the calculation for later analysis. device-name and
iflindex indicate the interface, util is the utilization percentage, type indicates the type of
calculation: FullDuplex or Baseband. The other numbers are the values of sysUpTime.0,
iflnOctets, ifOutOctets, and ifSpeed.

dbug Saved backup copy of mapname in "Intermapper
Settings:01d Maps" folder.

Intermapper saved a copy of the original file (mapname) in the Old Maps folder before
saving a version of the file in a newer format. This allows you to retrieve the earlier file and
use it with an older copy of Intermapper.

dbug An error occurred while attempting to save backup
copy of mapname

Intermapper could not create a backup copy of the named map.

dbug Can't locate backup folder to save backup copy of
mapname

Intermapper could not locate or create the Intermapper Settings:0ld Maps folder.

dbug Device 'devicename' was using non-existent
probe 'probename', now set to non-polling.

The named device was set to be probed with a non-existent probe type. It has been set to
non-polling and is no longer probed.

Intermapper RemoteAccess Server Messages

imrn "Accepted user connection from y.y.y.y."
An Intermapper RemoteAccess user connected from y.y.y.y.
imrn "Closed connection from y.y.y.y."

Intermapper closed the connection to the Remote client at address y.y.y.y.

imrn "y.y.y.y denied access."

The Intermapper RemoteAccess client at y.y.y.y was denied access.

imrn "y.y.y.y denied; too many connections."
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Intermapper denied access to an Intermapper RemoteAccess client because it already had
too many connections operating.

Outages Log

Intermapper summarizes outages that have occurred in the Outages Log. An outage is a
device that has gone from the UP state to the DOWN state and returned back to the UP
state. Intermapper tracks the start and end time of the outage and computes the duration.
Each time a device goes DOWN and then comes back UP, an entry is added in the Outages
log.

To open the Outages log:

From the Logs submenu of the Window menu, select Outages.

& InterMapper: Outages E\@
File Edit Window Help

[Last 180 log lines..__] -
02/06 10:3%:43 TP My Metwork:1%E_ 168_81.3 (in 12Z.168.81.3) (Was dowm for 1 k
092,/0&6 1lO:Lk2:E89 UP discoverf. & test:dslrouter. (in dslrouter.) (Was dowmn for 1
0906 1l0:5%:04 TP discoverf. & test:wndr3d00vz. (in wndr3400vz.) (Was down for
0906 1lo:5%:03 TP discoverf.& test:dslrouter. (due to dslrouter.) (Was dowm f
0906 1lo:5%:03 TP discoverf.& test:dslrouter. (in dslrouter.) (Was down for 1
09,/0&8 1l0:Lk9:17 UP DiscoveryTest:dslrouter. (Was down for 12 mimutes, 51 secor
09,/0&6 1l0:Lk9:1% TUP discoverf. & test:wmdr3400vZ. (due to wndr3400v2_) (WMas dowx
09,/0&6 1l0:Lk9:1% TUP discoverf. & test:wndr3400vZ. (in wndr3400vZ_) (Was down for =
9lines 847 chars < m b

The Outages window shows the start and end time and the duration of outages.

The controls in the Outages window are identical to the Event Log (Pg. 211) window.

Debug Log
Intermapper contains the following debug logs:

e The Server Debug Log - available from the Logs submenu of the Window menu.
e The Client Debug Log - available from the Diagnostics submenu of the Help menu.

Server Debug Log

The Server Debug log contains details of the Intermapper server's operations that can help
troubleshoot various configuration problems. It stores messages generated by the server.
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% InterMapper: Debug EI@
Eile Edit Window Help
14:44: 35 Saving Map "gdfffid4dé-discoverb.& test" took 0.95 seconds (26 records, 153,80 K) -~
14:44:45 Saving Map "gdfffiddé-discoverb. & test" took 0.92 seconds (26 records, 1E53.80 H)
14:44: 85 Saving Map "gdffffddé-discoverb. & test" took 0.35 seconds (40 records, 154_1Z K]
Loading probes took 1.700 seconds.
header Z3E 0.017 0.98%
description Z3E 0.0E0 Z.94%
parameters Z13 0.033 1.96%
script 22 0.1E50 B.8E%
script-output 3] o.oo0 o.00%
snmp-device-variables 20 0.1e7 9.80%
smmp-device-variabhles-ondemnand & 0.033 1.96%
snmp-device-thresholds 7 0.017 0.98%
smmp-device-alarmpoints 16 o.ooo 0_00%
snmp-device-notifiers 1 a.dan0 O.00%
smmp-device-display 21 o.087 3.9E%
snmp-device-properties 40 a.dan0 O.00%
command-line Zz 0.000 0.00%
command-exit Zz 0.000 0.00%
command-display ZZ a.dan0 O.00%
files-and-versions u] 0.000 0.00%
autorecord 43 0.000 0.00%
datasets o 0.o00 0.00% £
tool 1l 0.ooo 0.00%
postflight o 0.oo00 0.00%
Time remaining 0.1E50 2.82%
Probe which loaded the longest: "cow.dartware.automatic". Loading time: 0.017 seconds. &
180 lines 8,277 chars 4 m 3

The following are examples of information that is stored:

» A series of messages generated when the server is started or stopped.

« A message when a map is opened or saved.

» A series of messages when probes are reloaded.

« Most messages contain an indicator of how long a particular operation took.

To open the Server Debug log:

From the Logs submenu of the Window menu, select Debug.

Client Debug Log

The Client Debug Log shows details of Intermapper's operations that can be valuable for
debugging problems with the program. If you have trouble with Intermapper, the support
staff might ask you to Send Feedback. The Send Feedback form sends the Client Log by
default.

Client Debug Log Window

The Client Log Window shows the contents of the Client Log.
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%« Client Debug Log EIIEI
File Edit Debug Misc Window Help

<FU_newdata, object=cddfif’z2fd. 47, wvalue=null, attributes={name=cd4dff .
1346354567358 [AWT-EventOueu=-0] (127.0.0.1:5151)

<EC_getdata 1d="1371" name="cd4dff9Z2fd. 47" tO0="1346354640" £1="134635
1346954957363 [AWT-EventQueus-0] (1E27.0.0.1:8181)

=EC_getdata id="137Z" name="c4dff32fd. 47" tO="1345954700" £1="134635
1246284287271 [AWT-EventQusue-0] (1E7.0.0.1:2121)

=KL id=1271, code=200, wvalue=[BinarvData PkLs:g4dfLi3Z£d-rl3: 0 == 0
13468E4287371 [ANT-EventJueue-0] (1E7.0.0.1:2181)

=KER id=137Z, code=Z00, walue=[BinaryData PkLs:qgqddff9E2£fd-rl3: 0 <= 0
1346554575218 [AWT-Eventlueue-0] (127.0.0.1:8181 1)

<EC_wersion id="leZ":1_ E+«/HC_wersion=
1345254375232 [AWT-EventQueue-0] (127.0.0.1:81&81 1)

=ER id=1lgZ, code=Z00, walus=1l.5=
1346954932998 [AWT-EventQueus-0] (1E27.0.0.1:8181)

=EUl_mapstatuschange, object=gddeftbla, walue=null, attributes={name=
1346954937348 [AWT-EventQueus-0] (1E27.0.0.1:8181)

=EUl_newdata, cbject=c4dff3zfd. 47, walue=rmll, attributes={name=c4dff
13462L4297348 [ANT-EventJueue-0] (1E7.0.0.1:2181)

<KC_getdata id="1373" name="cd4dff32£d. 47" ©0="1346354700" ©l="134E3E
1346354237363 [ANT-EventJueue-0] (1E27.0.0.1:8181)

“ERL id=132372, code=Z00, walue=[BinaryData PkLs:gddff3Zfd-r13: 0 <= 0
1346355027345 [ANT-Eventlueue-0] (1E27.0.0.1:8181)

<FU_newdata, object=cddff’zfd. 47, walue=null, attributes={name=cddff
1346355027348 [AWT-Eventueu=-0] (127.0.0.1:5151)

=EC_getdata id="1374" name="c4dff32fd. 47" t0="1346554700" £l="1346353
1346958027358 [AWT-EventQueus-0] (1E27.0.0.1:8181)

1,500 lines 114,498 chars ¢ | B N

To open the Client Debug Log:

From the Diagnostics submenu of the Help menu, select Client Debug Log.

macO0S: = Command + Option + Shift + Z

Microsoft Windows: Control + Alt + Shift + Z
Linux:

The Client Debug Log window is displayed and the Debug and Misc menus are displayed in
the menu bar at the top of the window.

In general, Fortra does not document the information shown in the Client Debug Log
window, because its messages change from version to version.

NOTE: Opening the Client Debug Log window creates two new menus. Certain items in
these menus are designed to test Intermapper's crash recovery facilities. Others
exercise portions of the program that might crash.

Server Settings

Use the Server Settings window to view and edit the settings of an Intermapper server. You
must have administrator privileges to access the Server Settings window.

The Server Settings documentation in this manual is divided into the following topics:
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« Server Information Panels (Pg. 225) - view information about the Intermapper

version. View and edit the server name and software licenses.

« Server Preferences Panels (Pg. 228) - set defaults and other preferences for your

server.

« Server Configuration Panels (Pg. 249) - set up the web, telnet, reports, and

Intermapper remote servers, enable and disable maps, create users and groups and
set up map access, define notifiers, and set up an SSL certificate for the Intermapper

server.

% InterMapper Server Settings

Version & Credits
Properties
Registration

SMNMP

Log Files
DNS/WINS Settings
E-Mail

Map Color Defaults
Device Defaults
Network Defaults
Device Thresholds
Chart Defaults
Retention Policies
NT Services & WMI
Remote Server
Reports Server
Web Server
Telnet Server

Layer 2 Features

Enabled Maps

.ElnterNIapper

Real-time Network Knowledge

| Delete

License Type Count Activation

& InterMapper MNFRR. Unlimited Mot required
@ InterMapper FULL Unlimited Not required
| Info |

qp = i

_Ir_n*". Wapper is currently monitoring 20 devices of the licensed Unlimited maximumn.

r

‘fou can purchase additional licenses or add-on products, or update your maintenance contract from
our ordering site.

Changes take effect immediately.

Use the Server Preferences section of the Server Settings window to view and edit default
Intermapper's server settings.

To view and edit Intermapper server settings:

1. From the Edit menu, select Server Settings. The Server Settings window is displayed,
showing three sections of settings on the left. On the right is a panel in which the
selected settings are displayed.

2. Click the subsection for the settings you want to edit. The selected settings are
displayed in the right panel.

Server Information Panels

Intermapper

www.fortra.com
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Use the Server Information panels of the Server Settings window to view and edit
information about the current version of Intermapper and your system.

Intermapper Version and Credits

Use the Version & Credits panel to view the following information:

Version View the version of Intermapper that is currently running.
Built On View the date when the Intermapper software was built.
Properties

Use the Properties panel to view information about the Intermapper host system. You can
also set the server name from this panel.

Server Name The name of the machine where Intermapper is running. This name is
displayed in the Map List window.

Hardware ID The hardware ID of the machine Intermapper is licensed and running
on.

<0S type> The type of operating system and version number.

System

Version

<0S type> The length of time the operating system has been running.

Running Time

Server Running The length of time the Intermapper server has been running.
Time

Network The network interfaces available on the machine where Intermapper
Interfaces is installed.

Registration

Use the Registration panel to view information about your monitored devices, to view a list
of licensed products, and to add new licenses.

License List A list of licenses and add-on products.
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Monitoring The number of monitored devices and your licensed monitoring limit are
information shown below the Intermapper logo.

NOTE: Some Intermapper licenses specify the number of devices
that you can monitor. Demo probes do not reduce the number of
devices available for monitoring.

Registering Your Software

After you install and run Intermapper, the License Key Required dialog is displayed. From
this dialog, you can register your copy of Intermapper.

To register Intermapper:
1. From the License Key Required dialog, select one of the following:
« Enter a license key now - if you already have a key, you can enter that key now.

» Request a trial license key - if you do not have a key and want to request one.
The Request Trial License window is displayed.

e Order now - to purchase the product.

Requesting a Trial License

To request a trial license:
1. Click Request a trial license key.
The Request Trial License dialog is displayed.
2. Click Send Request.

Intermapper contacts to retrieve a trial key. The new key is displayed in the area
shown above.

3. Click Register.
The Register InterMapper Server dialog is displayed.

The license shows the registered name, type of license, and the number of devices
and other licenses associated with the key.

4. Click Register.
The license key is registered.

Entering Multiple Licenses
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You can enter multiple serial numbers to unlock additional Intermapper functionality. The
Registration pane in the Intermapper Server Settings window shows the licenses that are
currently registered.

To enter multiple licenses:

Click the Registration tab and select one of the following options to add, delete, or view your
license information:

o *-t0add a new license or serial number.
[ ]

= - to remove the selected license or serial number.
e [ -to view detailed information about the selected license or serial number.

Server Preference Panels

Use the following panels of the Server Settings window to set global preferences for the
selected server.

You can view and edit the following settings from the left pane of the Server Settings
window:

« SNMP (Pg. 228)

e Log Files (Pg. 231)

o DNS/WINS settings (Pg. 235)
e E-Mail (Pg. 236)

« Map Default Colors (Pg. 238)
e Device Defaults

« Network Defaults (Pg. 239)

e Chart Defaults (Pg. 243).

e Device Thresholds (Pg. 241).
e NT Services & WMI (Pg. 249)

NOTE: You can also set preferences for a particular map using the Map Settings panel,
available from the Edit menu. For more information, see Map Settings (Pg. 68).

SNMP Preferences

You can use the SNMP subsection of the Server Preferences section to set the default
SNMP settings for each SNMP access method. These settings are used for all new devices.

SNMP Versions
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Intermapper can retrieve data from devices using SNMP version 1, version 2c, or version 3.
Each of these can access the same SNMP information, but through the following means:

 SNMPVv1 is the original version and provides a simple means for retrieving data.
Security is provided through community strings that act like passwords to allow or
deny access to the information. The Read-Only community string provides
permission to the requester to read data and the Read-Write community string
provides permission to modify data. All data transmissions (including the
community string) are sent in the clear (unencrypted).

« SNMPv2c provides additional, more efficient methods to request data and adds new
data types (such as 64-bit counters) so the monitoring system can gather more
accurate data. SNMPv2c is like SNMPv1 in that it uses the same community string
system and transmits data in the clear (unencrypted).

 SNMPv3 provides the same data retrieval facilities as SNMPv2c, but with additional
security. This is a secure method of providing authentication information (so the
device knows whether to respond to the query or not), as well as a privacy function
that encrypts the entire transmission so that eavesdroppers cannot discern the data.

What is an SNMP Community String?

The SNMP Read-only Community string is like a user id or password that allows access to a
router's or other device's statistics. Intermapper sends the community string along with all
SNMP requests. If the community string is correct, the device responds with the requested
information. If the community string is incorrect, the device ignores the request and does
not respond.

NOTE: SNMP Community strings are used only by devices which support SNMPv1 and
SNMPv2c protocol. SNMPv3 uses username/password authentication, along with an
encryption key.

Community String Types
The following community strings are available for SNMPv1-v2c-speaking devices:

+ SNMP Read-only community string - enables a remote device to retrieve read-only
information from a device. Intermapper uses this information on its maps.

« SNMP Read-Write community string - used when requesting information from a
device and when modifying settings on that device. Intermapper does not use the
read-write community string, since it never attempts to modify any settings on its
devices.
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* SNMP Trap community string - included when a device sends SNMP Traps to
Intermapper. Intermapper accepts any SNMP Trap community string.

By convention, most SNMPv1-v2c equipment ships from the factory with a read-only
community string set to public. It is standard practice for network managers to change all
the community strings so that outsiders cannot see information about the internal network.
(In addition, network managers might employ firewalls to block any SNMP traffic to ports
161 and 162 on the internal network.)

SNMP Server Settings Pane

Intermapper remembers the default settings for each of the various SNMP access methods.
These are set in the Server Settings > SNMP preference pane.

These options control how InterMapper interacts using the Simple Metwork Management Protocol (SMMP).

SMMP Version: |SMMPvl

SMMPv 1-2c Community: ssssss

SMMPv3 Authentication: |MD5
User name:

Privacy: |None -

/| Listen for SMMP tfraps on UDP port 162
Also listen for SMMP traps on port: | 161

Verbose trap logging

This pane allows you to specify the following:

« SNMP Version - the default SNMP version to be used for new devices in
autodiscovery. Intermapper attempts to use the selected version when it discovers a
new device. If it gets a response, it continues to use that version. If that fails, it pings
the device.

e SNMPv1-2c Community - if the selected SNMP version is SNMPv1 or SNMPv2c,
Intermapper uses this community string to attempt communication with the device.

 SNMPv3 Authentication - if the selected SNMP version is SNMPv3, Intermapper
uses the specified authentication method (SHA, MD5, or None) with the indicated
password on the right to authenticate with the device.

» User Name - the SNMPv3 user name used for authentication and privacy.
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 Privacy - When using SNMPv3, the privacy method (DES, AES, or None) is used with
the encryption password on the right.

» Listen for SNMP Traps on UDP Port 162 - select this check box if you want
Intermapper to listen for SNMP traps sent from devices to the standard port 162.

 Also listen for SNMP traps on UDP port - Intermapper can listen for traps on a
second, non-standard port (in addition to port 162). Select this check box and enter
the port number in the text box. Traps received on this alternate port are handled in
the same manner as those received on port 162.

» Verbose trap logging - select this check box to display the full OID and contents for
all varbinds of a trap, instead of simply the varbind contents.

Setting SNMP Preferences for Specific Devices

The panel shown above sets the default SNMP preferences that Intermapper uses when
querying devices. You can also set SNMP preferences for individual devices on your map
using the Set Community... (SNMPv1-v2c) or Set Probe (all three SNMP versions)
commands, available from the Monitor menu. You can set various parameters for one or
more devices at a time by selecting the devices you want to change before executing the
command.

Log File Preferences

Intermapper writes information to log files about various events. Use the log files to review
the events surrounding a particular problem, helping you to troubleshoot the problem more
effectively.

To view an existing log file:

From the Logs submenu of the Windows menu, select the file you want to view.

To view and edit the preferences for log files:

1. From the Edit menu, select Server Settings. The Server Settings window is
displayed.

2. Click Log Files. A list of log files is displayed in the right panel, showing the current
Log File preferences for the selected log file.

Setting Preferences for Log Files
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Name Rotate Interval &
~
Debug Daily at 00:00
Event Log Daily at 00:00
Qutages Daily at 00:00
Paging Daily at 00:00
SMS Daily at 00:00

W
[ Log File Name: | Audit <date=.bet
Start Mew Log File: |Once 3 Day W
Every day at |00:00 -5
Delete log files after 7-5 days
[] Also send messages to syslog server
IP Address:
Fadility: |locald
Severity: |emergency x Delete this Log

This log file is recording all Audit events,

The Log File preferences pane shows a list of currently defined log files with properties for
the selected file.

» To see a brief explanation of the function of a log file, click the log file. The
explanation is displayed in the lower panel of the Preferences pane.

e To add a log file, click Add New Log. The Log File Preferences (Pg. 233) for the new
log file are displayed.

« To edit a log file definition, select a log file definition. The properties for the selected
log file are displayed. The Log File Preferences (Pg. 233) for the selected log file are
displayed.

« To delete a log file, select a log file definition and click Delete this Log. The log file
definition is removed from the list.

l NOTE: The Audit Log, Debug Log, Event Log, and Outages Log cannot be deleted.

Log File Preferences

The example above shows typical log file preferences (names of the log files and their
rotation intervals).

To add a new log file:

1. Click Add New Log. The Log File preferences (Pg. 233) for the new log file are
displayed.

2. Set the log file preferences (Pg. 233) as described below.
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To edit preferences for an existing log file:

1. Select the log file. The Log File preferences (Pg. 233) for the selected log file
appear.

2. Set the log file preferences (Pg. 233) as described below.

Setting Log File Preferences

Log File Name - the filename prefix of the log file. This field is limited to 14 characters (see
Log File Naming and File Format (Pg. 234) below.) The file is given a .TXT extension and
can be edited with any text editor.

Start New Log File - the frequency and at what point in a log cycle the current log file is
closed and a new one is opened. This allows you to break the log files down into convenient
sizes and/or time epochs. The following options are available:

Never
Once daily
Twice daily

Once weekly

Twice weekly

Delete log files after __ days/weeks - when selected, forces Intermapper to delete old log
files automatically after a certain date.

NOTE: Each time Intermapper starts a new log file, it checks to see if any log files should
be deleted. On platforms where the file creation date is available, it is used to determine
whether a log file should be deleted. If the creation date is not available, the file's last
modification date is used.

Also send messages to syslog server - specifies that all log file entries are sent to a syslog
server. Set the values for the following:

» IP Address - the IP address for the syslog server.
 Facility - select a value to match your local system conventions.
» Severity - select a value to match your local system conventions.

Redirecting Log Entries

By default, all entries are stored in the built-in Event Log file. You can redirect streams of log
entries from Intermapper's remote server, web server, or Telnet server to a particular log file
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(and syslog server). This can be useful, for example, for sending all web access events to
one file and all outage events to a different file.

To redirect a log entry stream:
1. Create a new log file definition for the file you want to receive the log entries.

2. From the Edit menu, select Server Settings. The Server Settings window is
displayed.
3. From the left panel of the Server Settings window, select the server (Remote, Web,

or Telnet) whose log entries you want to send to a different log file. The panel for the
selected server is displayed.

4. In the Send Log File Entries to menu, select the log file you created to receive the log
entries. All log file entries for the selected server are redirected to the new log file.

Log File Naming and File Format

Log files are saved in text format in the InterMapper Settings:Intermapper Logs folder. Each
file has a user-defined prefix that describes its function, and ends with a suffix of
.yyyymmddhhmm.txt, where the suffix is the (four-digit) year, month, day, hour, and minute
when the file was created. The prefix is limited to 14 characters.

Log File Sources
Log information comes from several sources, including the following:

» Up and down entries for the devices being logged

 Hits on the built-in web server

e Connections to the Intermapper RemoteAccess and Telnet server
» Intermapper's own internal status and error messages

The following built-in log files are always present and cannot be deleted:

« Audit Log - when you first launch Intermapper, the Audit log file receives records of
changes that people make to Intermapper's data model, which includes all of the
information Intermapper stores about the monitored network.

« Event Log - when you first launch Intermapper, the Event log file receives all entries
from all sources. You can divert certain streams to other log files.

« Outages - contains entries that describe the start and end times of outages, as well
as their duration. This stream of entries cannot be redirected to any other log file.

» Debug - displays certain debugging information, as described in The Debug Window

(Pg. 222).
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DNS/WINS Settings

Use the DNS/WINS Settings section to specify the DNS server(s) and WINS server(s) that
Intermapper uses. Intermapper uses your current DNS servers as its default.

Intermapper can use one or more Domain Name Service servers (DNS) to convert DNS
names to addresses and back. Intermapper checks the listed DNS servers at regular
intervals to make sure that the DNS name and IP address for a device match.

When you start Intermapper on a macOS or Microsoft Windows machine, the DNS servers
specified by the current network configuration are used. On Linux machines, you must
manually enter one or more DNS server addresses.

DNS addresses are optional: if the preference is empty, Intermapper does not attempt to
convert DNS servers to and from IP addresses.

For example, when Intermapper polls a device that has a name assigned, it looks up the
corresponding IP address in the DNS. If the resulting address changed since the device was
added to a map, Intermapper logs an error message.

InterMapper will use the Domain Mame Servers listed below to look up device names and IP addresses.

Comma-separated list of DMS server addresses:
192.158.81.1 -

Search Domain:

Minimum interval between DS checks: | 5 Minutes  «

V| Use WINS name resolution

InterMapper will use the WINS Servers listed below to look up device names and IP addresses.

Comma-separated list of WINS server addresses:

| Use broadcast if lookup fails

WINS Scope:
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Setting DNS Monitor Preferences

To set DNS Monitor preferences:
Do one of the following:

« Comma-separated list of Domain Name Server addresses - a list of Domain Name
Server addresses, separated by commas (,).

» Search Domain - names to append to a partial domain name to make a fully-
qualified domain name.

e Minimum interval between DNS checks - the amount of time to wait between
successive queries for a host. Use a larger value to reduce the number of times the
DNS is checked.

Setting WINS Preferences

You can specify one or more WINS servers that Intermapper uses for WINS lookups.
Intermapper can also fall back to broadcast lookups for WINS/NetBIOS name lookups.
Unless instructed by your network administrator, you should usually leave the WINS Scope
blank.

» Use WINS name resolution - allows Intermapper to use the specified WINS servers
to look up device names and addresses.

« Comma-separated list of WINS server addresses - a list of addresses, separated by
commas (,).

» Use broadcast if lookup fails - allows Intermapper to use broadcast lookups for
WINS/NetBIOS lookups if the WINS lookup fails.

« WINS Scope - WINS Scope. This should only be necessary if instructed by your
network administrator.

Email Preferences

You can use this panel to enter the information required to send email notifications.
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InterMapper sends e-mail notifications to these SMTP servers using the sender information specified.

Primary SMTP Host: Paort:
User:
Password:

Back-up SMTP Host: Port:
User:
Password:

The From: line and Errors-To: line of the message will be set to the values below.

From address:

Errors to:

Automatically e-mail InterMapper crash reports

Send crash reports to: |bugs@dartware. com

Setting Email Preferences

e Primary SMTP - the host name. If your SMTP server requires authentication, enter a
User, Password, and Port for the primary SMTP host. Port 25 is typically used for
outgoing email servers.

« Back-up SMTP - the host name. If your SMTP server requires authentication, enter a
User, Password, and Port for the back-up SMTP host. If you are unsuccessful
sending emails through the primary host, Intermapper attempts to deliver email
messages through the back up host.

NOTE:
Intermapper supports the PLAIN and CRAM-MD5 authentication commands.

You can use different email accounts and passwords for the primary and back
up SMTP servers.

e From address - the email address you want to appear as the From line of the
message.

 Errors to - the address you want to uses in the Errors-To line of the message.
Bounced messages are returned to this address.

« Automatically e-mail Intermapper bug reports - allows Intermapper to
automatically send reports of errors and bugs to the staff at Fortra.

» Send bug reports to - the email address you want to use when sending bug
reports.
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Default Map Colors

When Intermapper creates a new map, it uses a set of default colors for the items and
features on the map. Use the Map Colors preferences to set the default colors for a map.

You can use the Default Map Colors preference to view and edit the default colors for all
map items and features.

Click a color below to change the default color of the corresponding map feature,

Background: l:l Links: -

Ants: - Labels: -

Metworks: I:l Discovery: I:l

Up: - Warning: I:I

Alarm: l:l Critical: -

Down: - Unknown: I:I

Acknowledged: l:l

| Revert to Factory Defaults |

Click any of the colors to open the Color Picker and select a different color for that
device/link.

To view and edit the Default Map Colors preference:

From the Server Preferences section of the Server Settings window, click Map Color
Defaults. The Map Color Defaults preferences are displayed in the right pane.

Changeable Colors

The following colors can be defined.
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» Background - the map's background color. This is overridden by a background
image.

» Ants - the color of the traffic flow indicators that appear on a link. These are often
referred to as marching ants. Traffic flow indicators only appear in links to SNMP
devices.

» Networks - the default color of network ovals.

« Up - the color of devices that are in the Up state.

e Alarm - the color of devices that are in Alarm state.

« Down - the color of devices that are in the Down state.

« Acknowledged - the color of devices that have gone down and the outage has been
acknowledged.

 Links - the color of links, the connections between devices, networks, and interfaces.
 Labels - the default color of device and network labels.

» Discovery - the color of a network that is the target of the discovery process.

« Warning - the color of devices that are in the Warning state.

« Critical - the color of devices that are in the Critical state.

« Unknown - the color of devices that are in an Unknown state.

To change a map color:
1. Click in the feature area. The Color Picker is displayed.
2. Select a color.
3. Click OK.
NOTE: Changing the default colors changes the colors assigned to an existing map only
if the Use server defaults check box is selected in the map's settings (it is selected by

default). You can change an individual map's colors from the Map Settings (Pg. 68)
window.

Default Device and Network Preferences

When devices and networks are first added to the map, Intermapper shows devices as
rectangles and networks as ovals.

You can use the Device Defaults and Network Defaults Preferences to change the default
appearance of devices and networks.

NOTE: The Device Defaults and Network Defaults Preferences are identical in
appearance and function. One affects the default appearance of devices, while the other
affects the default appearance of networks.
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Device Defaults

Device defaults are as follows:

Mew Devices on a map will have the appearance specified below.
Shape: |Rectangle - | Color: Mone -
Label Font: | <current= -
Label Style: Bold Italic
Label Size: |19 -

Position: |Right -

| Edit Default Label...

Network Defaults

Network defaults are as follows:

Mew Metworks on a map will have the appearance specified below.

Shape: |Owval » | Color: Mone -
Label Font: | <current:= -
Label Style: Bold Italic

Label Size: |9 -

Position: |Right -

Mumbered Metworks: | Edit Default Label. .. |

Setting Default Device and Default Network Parameters

To view and edit the default Device and Network parameters:

1. From the Map List window, select any map on the server whose settings you want to
edit.

2. From the Edit menu, select Server Settings. The Server Settings window is
displayed.

3. From the Server Preferences section, click the Device Defaults or Network Defaults
subsection. The default settings for the selected subsection are displayed.

Edit the preferences as described below.
5. Click OK.
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Shape the default shape for the device or network from the menu.
Color the default color for the device or network from the menu.
Label the default font for the device or network'’s label.
Font
;gbel the default font size for the device or network's label.

ize

Position the default position for the label text, relative to the device or network
icon.

I NOTE: The Position parameter affects only Wire and Icon shapes.

Edit the default labels for numbered and unnumbered networks, as described
Label... in Editing (Pg. 86) Labels (Pg. 86).

Default Device Thresholds

You can set default device thresholds any new device added to a map.

NOTE: Only SNMP probes have thresholds for all three parameters (round-trip time,
packet loss, and interface errors), a ping/UDP-based probe monitors only round-trip
time and packet loss, and a TCP probe monitors only round-trip time.

For more information on device thresholds, see Setting Error and Traffic Thresholds.

) InterMapper Server Settings ke
. " A
Version & Credts Setinterface threshalds to alert you to netwark problems.
Properties
Error Thresholds
Registration
‘Warning Alarm Critical
SNMP
Rx Errors (Received): 10 20 30 per minute
Log Files
Tx Errors (Transmitted): 10 20 30 per minute
DNS/WINS Sett
N ertings Total Errors (Rax +Tx): 10 ) 30| per minute
E-Mail
Map Color Defaults Utilization Thresholds
Device Defaults Warning Alarm Critical
Network Defaults Rx Utiization (Received): 75 85 95 %
Device Thresholds Tx Utilization (Transmitted): 75 85 95 %
Ao Total Utilization (Rx +Tx): 75 85 95 %
Chart Defaults
Discard Thresholds
Fetention Policies Warning Alarm Critical
NT Services &WWMI Rx Discards (Received): 15 25 35| per minute
Remote Server Tx Discards (Transmitted): 15 25 35| per minute
Reports Server Total Discards (Rx +Tx): 15 5 35| per minute
Web Server
Telnet Server (LTI ST
Layer 2 Device/interface alerting and map status interactions
Enabled Maps
v
oK Cancel
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Interface Alarm Behavior

To select a behavior:
1. From the Intermapper Server Settings dialog, select or clear the Set device status to
alarm on link check box to control the behavior of alarms when an interface goes
down.

B Configure Alerting Cormpatibility Features ot

[ Set device status to alarm on link down

Bet device status from total link error count

[] Lirk errar count for setting device status indudes discards
Set map status from link status

Ok Cancel

2. Do one of the following:

» Select the Trigger an alarm for the device check box to trigger an alarm when
any interface goes down.

» Select the Trigger an alarm for an individual interface check box to trigger an
alarm when an individual interface goes down.

Default Server Interface Thresholds

You can set default thresholds for interfaces on any new device added to a map.

For more information on interface thresholds, see Setting Error and Traffic Thresholds (Pg.

181).
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& InterMapper Server Settings X
Version & Credits .
ersion & Credi Setinterface thresholds to alert you to network problems.
Properties
Error Thresholds
Registration
Warning Alarm Critical
SNMP
Rx Errors (Received): 10 20 30| per minute
Log Files
Tx Errors (Transmitted): 10 20 30 per minute
DNS/WINS Settings
4 < Total Errors (Rx +Tx): 10 20 30 perminute
E-Mail
Map Color Defaults Utilization Thresholds
Device Defaults Warning Alarm Critical
Network Defaults Rx Utiization (Received): 75 85 95 %
Device Thresholds Tx Utilization (Transmitted): 75 85 95 %
Total Utiization (Rx +Tx): 75 85 95 %
Interface Thresholds ® )
Chart Defaults
Discard Thresholds
Retention Policies Warning Alarm Critical
i 0
NT Services & WMI R Discards (Received): 15 25 35 per minute
Remote Server Tx Discards (Transmitted): 15 25 35 per minute
Reports Server Total Discards (Rx +Tx): 15 25 35| per minute
Web Server
Telnet Server Compatibility Settings
Layer 2 Update | Deviee/nterface slerting and map status interactions
Enabled Maps
v
oK Cancel

Chart Defaults

Charts can show historical data for values received from one or more devices. You can use
the Chart Defaults panel of the Server Preferences section of the Server Settings window to
view and edit the default settings for a newly-created chart. For more information, see
Creating Charts (Pg. 191) and Using Charts (Pg. 191).

To view and edit Chart Default preferences:

1. From the Edit menu, select Server Settings. The Server Settings window is displayed,
showing the list of available settings. Selected settings are displayed on the right.

2. Click Chart Defaults. The Chart Defaults panel is displayed in the right panel of the
Server Settings window.

Axes Tab

You can use the Axes Tab of the Chart Defaults panel to define the appearance and
behavior of newly-created charts.
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Axes | Data | Colors
Upper Bounds, Lower Bounds - Vertical Asis

controls the vertical scale of the
chart. The range of values
depends on the variable being
monitored.

Upper Bounds: | 100 V| Auto-adjust

Lower Bounds: [0

Auto-adjust - specifies if

Intermapper adjusts the scale of

the chart automatica”y. If the Dividers: 35| sub-Dividers:| 05
Auto-adjust check box is selected,

the upper and lower bounds are Horizontal Asis

adjusted automatically so data

points are always displayed, no ¥ Show Date [T Show Day of Week
matter how much they increase or
decrease' W] Show Time  [¥] 24 Hour Time
Dividers, Sub-Dividers - click the

up and down arrows or enter the

number of dividing lines to set the Sub-Dividers: OF
number of horizontal dividers and Default Interval: | 1Minute =

to set the number of sub-dividers

you want to appear between the

dividers. For example, set the number of dividers to 3 and the number of sub-dividers to 4.
This gives a total of 11 dividers. (Three dividers - top, bottom, and center, with four dividers
between each. Eight subdividers and three dividers.)

Show Date, Show Day of Week, Show Time, 24 Hour Time - select or clear these check
boxes to specify which labels appear on a chart's horizontal axis by default.

Default Interval - use the menu to select a default interval between timestamps on the X-

axis (horizontal) of new charts. Shorter intervals show finer detail; longer intervals show a
longer history.

NOTE: Because Intermapper saves all data points, there is no limit to the amount of
memory needed to save a chart. Selecting a longer time interval does not save memory.
All data points are saved.

Sub-Dividers - click the up and down arrows to specify the number of vertical sub-dividers
to draw between data points.

Data Tab

You can use the Data tab of the Chart Defaults panel to specify line and data point styles.
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Axes | Data | Colors Style

Data plots in new charts will have the following line styles and highlights.

Use the Line Style menu to
specify a line thickness for
the

default line.

Ling Style: v: Highlight: Mone v:

o —
Highlight
Use the Highlight menu to

select the icon to be drawn at
the end of each line segment.

Maone

=]

R

Colors Tab

You can use the Colors tab of the Chart Defaults panel to specify line and data point styles.
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Axes I Data | Colors

MNew Charts will have the following color scheme.

[] Exterior: -

Frame: -

Horizontal Dividers: I:I

Major Dividers: -

Interior: I:I

Texh: -

[ vertical Dividers: -

Retention Policies

To change a color:

Select a color. A color-
selection window is
displayed.

For more information on
colors and how they are used,
see the Colors Tab (Pg. 200)
section of Chart Options.

You can use the Retention Policies pane to create and edit retention policies that specify

how data is stored for a device or map.

Intermapper

www.fortra.com
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Data Retention Polices affect how much data is stored for charts and reports.

Unless otherwise spedified, InterMapper will apply this Data Retention Policy to data when first added to

a chart.
Data Retention Policy for new Charts: :24 Hours -

MName Original 5 Min. Hourly Daily Chart Data
24 Hours 1Day 1 Day 1Day 1Day Farewver
autorecord 1 Day 1 Maonth 1Week 355 Days Forever
Chart Only Mone Maone Maone Maone Faorever
Critical Data 1Day 2 Months 355 Days Forever Forever
Farewver Forewer Farewer Forever Farever Farewver
IM46Charts Forewer Forewver Farever Farever Farewver
Mone Mone Mone Mone Mone Mone
Server Default 1 Day 2 Weeks & Months 1,775 Days Forever
SLA Data 1 Day 2 Months & Maonths 355 Days Forever

(Add - Delete - Edit |

.':: P

& =7

Each row shows a Retention Policy and its setting for retaining Original, 5-minute, Hourly,
and Daily data from devices, as well as data from charts.

Daily and maintenance operations require at least the same amount of free disk space as

there is in the database itself, providing enough disk space is essential to prevent
maintenance operations from hanging or failing.

Using the Retention Policies Pane

Default Retention Policy for new Charts - the default policy.

Policy list - the policy you want to delete or edit.

Add Policy - adds a new policy. Click +.

Delete Policy - the policy you want to delete. Click -.
Edit Policy - the policy you want to edit. Click the Pencil tool.

Creating and Editing a Retention Policy
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You can use data retention policies to consolidate raw data, reducing the amount of stored
data. Data retention policies control how often and how much data is averaged and
reduced.

A data retention policy can be applied to a specific map, to one or more devices or
interfaces on a map, to an individual dataset, or to all maps on an Intermapper server.
Policies also affect the way Intermapper stores chart data.

Creating Retention Policies

Use the Create Retention Policy window to define a new retention policy. The same window
is used for editing an existing policy.

To create a retention policy: Create Retention Policy
1. Click the plus sign (+) to open the
Create Retention Policy window. ) Retenition Palicy
2. Inthe Policy Name text box, type a Reports Data
name for the pOIICy' These settings affect how long data will be keptin the
3. Specify how long you want to keep MRS
Dally samples. 5-Minute samples for: |0 day )
4. From the Server Storagg type area, Hourly samples for: |0 R
select one of the following: _
) ] Daily samples for: |0 day W
» None - data is polled, but is not
saved for charting or exporting. Chart Data
e Limited - data is retained for the The server storage type determines how long data is
PR . stored in chart files.
specified period. Enter a number
and select day, week, month, or Server storage type: (™ ngne
year. @ Limited
Up to 24 hours of additional data (") Forever
can be retained until the next time
. kKeep data for: 1 day w
data is purged.
» Forever - all charted or exported No data will be exported to the Reports database,
values are saved to a local disk Stoned data may contain wp to one day beyond specified limit.

file

To edit a retention policy:
1. From the Retention Policies pane, click the retention policy you want to edit.
2. Click the pencil tool. The Edit Policy window for the selected policy is displayed.
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NOTE:

Daily and maintenance operations require at least the same amount of free disk space
as large as the database itself, providing enough disk space is essential to prevent
maintenance operations from hanging or failing.

NT Services and WMI

Intermapper can monitor and send notifications for NT Services running on another
computer. Intermapper uses the Service Control Manager facilities of the underlying
Microsoft Windows host to communicate with a remote computer to track the state of its
services.

NOTE:

e You must be running the Intermapper server on a Microsoft Windows computer
to use this capability.

e The Intermapper server computer must be able to log onto the target Microsoft
Windows computer as a service. For more information, see Authentication for
NT Services Probe (Pg. 593) in the topic Monitoring NT Services with the
Windows NT Services Probe.

 If acommand-line probe contains the NTCREDENTIALS flag, Intermapper runs
the probe as the user specified here.

Use the NT Services panel of the Server Preferences section to set the User and Password
for the machine. If you are running Intermapper server on a Microsoft Windows machine,
Intermapper can build a list of services the machine is running.

Flease enter the username and password of an account with Administrator privileges on the
InterMapper machine.

Administrator privileges are necessary in order that the NT Services and WMI probes be able to
establish connections to the target machines.

InterMapper is not currently running under an administrator account; it will use the username and
password you supply to elevate its privileges each time it needs to poll an MNT Services or WMI device.

User:

Pazsword:

Server Configuration Panels

Intermapper provides three built-in servers you can use to view and retrieve information
about the status of the network from remote computers. Each server's built-in firewall must
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be configured before it can be used. By default, each server's firewall is set up so access is
denied.

You can use the Server Configuration panels of the Server Settings window to view and edit
settings for the built-in servers, to manage users and groups, to control map access, and to
manage a list of notifiers/alerts (Pg. 108).

From the left pane of the Server Settings window, you can view and edit the following
settings:

« Remote Server (Pg. 253) - start, stop, or edit the Intermapper remote access server
settings.

« Reports Server (Pg. 255) - start, stop, or edit the Intermapper reports server settings.

« Web Server (Pg. 258) - start, stop, or edit the Intermapper Web server settings.

« Telnet Server (Pg. 260) - Start, stop, or edit the Intermapper Telnet server settings.

« Layer 2 (Pg. 263) - Turn on and configure Layer 2 scanning for your server.

« Enabled Maps (Pg. 264) - view a list of available maps, enable or disable maps, and
import or export maps.

« Users (Pg. 272) - view, add, and edit users and groups, and control access for users
and groups.

« Map Access (Pg. 279) - control access for any user or group to any map through the
web server or remote server.

« Map Backup - enable automatic map backups and create a schedule for backing
them up.

« Notifier List (Pg. 282) - view, add, copy, edit, and remove notifiers.

« SSL Certificate (Pg. 283) - create new Certificate Signing Requests (CSR) and
upload new certificates to the Intermapper server.

« AWS EC2 Credentials (Pg. 291) - add, edit, and delete existing Amazon AWS EC2
instances in the Server Settings.

For more information on configuring your servers, see Server Access Control (Pg. 252). This
explains how to set a server port, discusses encryption and when to use it, and describes
how to configure a server's built-in firewall's list of IP addresses.

Configuring a Firewall

For each built-in server, the Firewall list shows all addresses that are allowed or blocked.
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& 192.168.31.%
& 177.0.0.1
m =.=.=.=

[ Add )

[ Delete |
|  Edit |

¥ o

L

EI[]:‘_’L\\

« If anincoming address matches an Allow address (or range), the connection is
allowed.

 If the incoming address matches a Deny address, the connection is denied.

» Firewall definitions are checked against the incoming address in the order in which
they appear.

Changing Firewall Definition Order

Firewall definitions are applied in the order in which they appear. You can change the order
of the definitions after you create them.

To move a firewall definition to a different position in the list:

Click and drag the firewall definition to the new position.

Entering Addresses and Ranges

You can enter addresses in the access control list or you can enter address ranges. For
more information, see Entering an IP Address Range.

Tip: To deny access to certain addresses, add them at the top of the list and set the Access
attribute to Deny.

For a description of the Access Control process and the rules Intermapper uses to
determine whether a user should be allowed to connect to an Intermapper server, see
Controlling Access to Your Server.
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Controlling Access to Your Server

You can configure the firewalls of Intermapper's built-in servers to accept or deny
connections from a client based on its IP address. You can also require a user name and
password. After these are accepted, a connection is associated with the user name that
determines which maps and permissions are available. For examples of typical access
control setups, see Access Control Examples (Pg. 277).

NOTE:

e You can also control access through the Intermapper Authentication Server (Pg._
613), which connects to an external authentication server such as Radius, LDAP,
or ActiveDirectory to authenticate a user. For more information, see
Authentication Server (Pg. 613).

« Any firewall that is protecting the machine that is running Intermapper must be
configured to allow access to the ports specified for remote access. This
includes the port specified for use by the web server.

Access Control

When a user attempts to connect to one of the Intermapper servers, the request goes
through the following steps:

1. The client's IP address is checked against the list of firewall definitions. If the
address matches a DENY address in the firewall list, or if the address fails to match
an ALLOW address, the connection is dropped with a not allowed response.

2. The client's IP address is checked against the list of Automatic Login addresses. If
the client's IP address matches an Automatic Login address, the connection is
accepted and is assigned the user name associated with that Automatic Login.

3. If the client's IP address does not match an Automatic Login address, the connection
is accepted and authentication by a username and password begins, as follows:

a. Web server - issues a 401 Unauthorized response, which forces the web
browser to request a username/password from the user.

b. Telnet server - prompts for a username and password.

c. Remote server - proceeds after the Intermapper RemoteAccess client requests
and supplies a username and password.

4. The username and password are verified against Intermapper's built-in
authentication database. If they match, the connection is assigned the user name.
Otherwise, the connection is dropped with a not allowed response. When using the
Remote and Telnet servers, an error message is displayed, saying that the user name
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is not allowed. When using the Web server, a web page is displayed, saying that the
user is not allowed access.

5. The users are checked for membership in a Special Group. The following special
groups provide broader access:

« Administrators Group

If the user is a member of the Administrators group, the connection is granted
full (read/write) access to every map and setting.

* FullWebAccess Group

If you created a group named FullWebAccess, all members of that group are
granted full access to all maps through the web server. As with all web access
rights, this is a read-only view. This membership also overrides any individual
map access settings. FullWebAccess members can also acknowledge down
devices.

e FullTelnetAccess Group

If you created a group named FullTelnetAccess, all members of that group are
granted full access to the Telnet server.

* FullLogAccess Group

If you created a group named FullLogAccess, all members of that group are
granted full access to all log files.

6. The user is granted access to maps. After a connection has a user name associated
with it, Intermapper checks to see which information is available for that user.
Access to individual maps can be granted using the Map Access server setting (see
Map Access (Pg. 279)).

If a user is not in the Administrators, FullWebAccess, or FullTelnetAccess group and has no
access to an individual map, the connection is dropped with a not allowed response.

Remote Server

Intermapper's remote server allows you to configure and edit maps on an Intermapper
installation from a remote computer. To allow these changes, the remote server accepts
connections from the Intermapper or Intermapper RemoteAccess application, running on a
different computer.

Intermapper always listens for remote connections on its localhost interface (127.0.0.1).
This allows you to run a copy of the Intermapper RemoteAccess application on the machine
that is running Intermapper. For security, Intermapper refuses all remote server connections
from non-localhost addresses by default to prevent unauthorized configuration.

You can configure Intermapper to accept connections from remote computers, providing
varying degrees of access by IP address or by username and password.

Intermapper www.fortra.com page: 253



Using Intermapper / Server Settings

Unlike the Telnet and web servers, you cannot start or stop the remote server. You configure
the remote server using the Remote Server settings panel of the Server Configuration
section, found in the Server Settings window.

Remote Server Listening On Port 8181 [Secure]

Listen for connections on TCP port: | EFER

Access Control List to Remote Server based on IP Address:

& 192,168.31.%
@ 177.0.0.1
ﬂ zlzlzlz

Show Connected Clients

Send log file entries to: |Eventlog

To configure the Remote Server:

1. From the Edit menu, select Server Settings. The Server Settings window is
displayed.

2. From the Server Configuration section, click Remote Server. The Remote Server
panel is displayed.

3. From the Remote Server panel, do the following:
« Enter a TCP port number, or use the default value.

« To configure access to the remote server, click the plus sign (+) to add addresses to
the remote server firewall.

« Toremove an entry, click the entry and click the minus sign (-).
» To edit an entry, click then entry and click the encil tool.
« To see a list of clients connected to the server, click Show Connected Clients.
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« To send entries from this server to a different log file, select a log file from the Send
log file entries to menu. For more information on log files, see Log Files (Pg. 231).

NOTE: The Server Settings window is available only to users who have administrator
privileges.

Showing Connected Clients

Click Show Connected Clients to view a list of Intermapper clients connected to the server.
The Remote Clients window is displayed, showing the connected user's name, IP address,
time of login, and type of license.

Rermote Clients @
User - Address Login License
Admin 192,168.1.224 Oct 10, 09:23:38 TEST
Admin 127.0.0.1 Oct 02, 1222206 FULL
Admin 127.0.0.1 Oct 02, 1222206 CMSL

Additional Information

For more information on configuring your remote server, see Server Access Control (Pg.
252). It describes how to set your remote server's port, discusses encryption and when to
use it, and describes how to configure the built-in firewall's list of IP addresses.

For more information on configuring your built-in servers' firewalls, see Configuring a
Firewall (Pg. 250).

For more information on users and groups, see Users and Groups (Pg. 272). It describes
how to set up users and groups and how to specify who may use the remote server. It also
discusses administrator access to the remote server.

For more information on setting permissions for a particular map, see Controlling Access to
a Map (Pg. 279). It describes how to set up unique access controls (by username) for an
individual map.

Reports Server
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The reports server stores data in a database for use in reports. Use the Reports Server
panel, available from the Server Configuration section of the Server Settings panel, to
specify the amount of data you want to store in the database.

Data collection for Reports
Configure... Use Remote Reports Server...

Last report to 127.0.0.1 at 08/07/2012 11:32:31.

Ewvery minute, InterMapper Reports will retrieve current data points from this server. In addition,
InterMapper Reports will collect earlier data on the schedule specified below:

Oldest data to collect: 6/3/11 12:53 PM =

Collection Schedule: | Now -
Import all previous data as quickly as possible.

Setting up the Reports Server

If Intermapper DataCenter is running on the same host machine as Intermapper server, the
reports server is automatically configured and you can start collecting data as soon as you
start it.

If Intermapper DataCenter is installed on another host machine, you need to configure
Intermapper to use that server.

To open Intermapper DataCenter and configure the reports server:

Click Configure. For more about configuring the reports server, see Configuring Intermapper
DataCenter for more information.

Starting Data Collection
You can start and stop data collection on the reports server.

To start or stop collecting Intermapper data:
« Click Start (Data collection for Reports).
e Click Stop.

Specifying an Intermapper Reports Server Connection
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. . . [ IM Reports Server Settings @-‘
If Intermapper DataCenter is running on a different host than

the Intermapper server, you must specify the server, port, and Server: | Il
an account login for the database you want Intermapper to Port: 3182
use.
MName:
To configure the Intermapper Reports Server connection: Password:
From the Reports Server panel of the Server Settings window, oK ] | Cancel

click Use Remote Reports Server and enter the information in
the Intermapper Reports Server Settings window as shown.

Collecting Current Data

Every minute, the Intermapper reports server sends a request for a certain number of rows
of current data to insert into the database. The request contains a start and end time, where
the start time is the oldest data desired, and the end time is the newest (generally, the
present time).

The response from Intermapper server contains the rows to insert into the database, as well
as the time of the next row to request. Intermapper reports server uses this information to
update its notion of the current time, and the subsequent requests use that time.

The number of rows in the request is automatically adjusted so that the insertion process
uses approximately half of the (one minute) time interval. Typically, 500 rows are requested
for events and 25,000 rows are requested for data points.

If the time of the next row in the response is less than the requested end time, Intermapper
reports server can tell that there is more data available.

Collecting Pre-Existing Data

In parallel, the Intermapper reports server retrieves historical data by working backwards
(from newest to oldest), requesting data from the Intermapper server. It does this by making
requests for a set of data rows older than a particular time.

The Intermapper server responds with those rows and the Intermapper reports server
inserts them and updates the time of the next (oldest) row. Subsequent requests start at
this time and retrieve still older data rows.

Select one of the following in the Collection Profile menu to specify the rate at which
Intermapper reports server requests the historical data:

» Now - attempts to retrieve the historical data as fast as possible. It uses most of the

remainder of the one-minute time interval (the time left after retrieving the current
data) to request historical data. The Intermapper reports server adjusts the number
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of rows in its request so that it finishes inserting in time to start the next current data
request.

» Gradually - retrieves historical data between every other polls for current data.

« Nightly - only retrieves historical data between the hours of 01:00 and 03:00. During
this time period, it uses the Now profile.

« Weekend - retrieves historical data between the hours of 01:00 and 23:00 on
Saturday and Sunday. During this time period, it uses the Now profile.

e Never - never retrieves historical data.

What Data is Collected?

Certain variables for probes are recorded automatically when data is collected from a
device by Intermapper reports server. You can also specify other variables you want to
record when data for a device is stored.

For all probes, the following data is recorded:

response time (in msec)
long-term packet loss (%)

input byte rates for all visible interfaces.

output byte rates for all visible interfaces.
For built-in probes, Fortra selected default values that make sense to record for each probe.

For custom probes, you can specify which variables is recorded. The syntax for this is
described in Recording Probe Data in the Developer Guide.

Web Server

Intermapper can act as a web server, publishing most of the information available from the
Intermapper application.

NOTE: Before Intermapper allows web connections, you must configure the web
preferences as described in Configuring a Firewall. You must also make sure that any
other firewall protecting the Intermapper machine allow traffic to the port specified
below.

You start, stop, and configure the web server from the Web Server panel in the Server
Configuration section of the Server Settings window.
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Web Server Listening On Port 443 [Secure] Default Refresh: |1 Minute ~
URL: https://10.4.1.120:443

Listen for connections on TCP port: 443
Use a secure protocol (S5Lv3/TLS)

Access Control List to Web Server based on IP Address:

10.4.1.*

=g

Send log file entries to: | Event Log ~

NOTE: When configuring the Intermapper web server on a machine where IIS is also
installed, do not use the default port 80. IIS uses port 80 by default and this prevents the
Intermapper web server from starting.

To start, stop, or configure the web server:
1. From the Edit menu, select Server Settings. The Server Settings window is
displayed.
2. From the Server Configuration section, click Web Server. The Web Server panel is
displayed.
» Click Start to start the web server.
» Click Stop to stop the web server when it is running.
e Enter a TCP port number or use the default value.
« Select the Use a secure protocol (SSLv3/TLS) check box to use a secure protocol.

e Click Add to add addresses to the web server firewall. For more information on
configuring firewalls, see Configuring a Firewall (Pg. 250).

« From the Send log file entries to menu, select a log file to which you want to send
log entries.

NOTE: The Server Settings window is available only to users who have administrator
privileges.
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For more information on configuring your web server, see Server Access Control (Pg. 252).
It describes how to set your web server port, discusses encryption and when to use it, and
describes how to configure the built-in firewall's list of IP addresses.

For more information on users and groups, see Users and Groups (Pg. 272). It describes
how to set up users and groups and how you specify who may use the web server. It also
discusses administrator access to the web server.

For more information on setting permissions for a particular map, see Controlling Access to
a Map (Pg. 279). It describes how to set up unique access controls (by username) for an
individual map.

Connecting to the Web Server

After you start the web server, a URL is displayed below the Stop button. Click the URL or
enter the URL in a web browser. If the web server is configured correctly, the Intermapper
Web Server's home page is displayed in your browser window.

Setting the Default Refresh Interval

You can use the Default Refresh menu, located in the upper-right corner of the Web Server
Settings pane to set the refresh rate that a web page uses by default.

When you change the value on a web page, the new value is remembered for that
page.
Each web page has its own value.

The value is remembered for the page even if you navigate to it with a link.

The value is remembered for the page if a link opens it in a new tab or window.
Telnet Server

Intermapper provides a Telnet service that provides basic information about monitored
devices as well as detailed information about the Intermapper server itself. Before
Intermapper accepts Telnet connections, you must configure the Telnet server firewall
preferences as described in Configuring a Firewall (Pg. 250).

You start, stop, and configure the firewall for the Telnet server from the Telnet Server
settings panel in the Server Configuration section of the Server Settings window.
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Start Telnet Server Off

URL: inacive

Listen for connections on TCP port: |23

Access Control List to Telnet Server based on IP Address:

4 192.168.1.F
ﬂ * * * ¥

=/

Send log file entries to: |Eventlog +

To start, stop, or configure the Telnet server:
1. From the Edit menu, select Server Settings. The Server Settings window is
displayed.
2. From the Server Configuration section, click Telnet Server. The Telnet Server panel
is displayed.
o Click Start to start the Telnet server.
» Click Stop to stop the Telnet server when it is running.
« Enter a TCP port number or use the default value.
e Click Add to add addresses to the Telnet server firewall.

NOTE: The Server Settings window is available only to users with administrator
privileges.

For more information on configuring your Telnet server, see Server Access Control (Pg.
252). It describes how to set your Telnet server port, discusses encryption and when to use
it, and describes how to configure the built-in firewall's list of IP addresses. You can also
see a variety of options for specifying IP address in Entering an IP Address Range.
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For more information on users and groups, see Users and Groups (Pg. 272). It describes
how to set up users and groups and how you specify who can use the Telnet server. It also
discusses administrator access to the Telnet server.

AutoMate

You can use the AutoMate pane of the Server Settings window to enable and configure a
connection to a local version of the AutoMate application.

AutoMate System

Version: 11

MName: Local AutoMate Server Enal:uleu:i
Host: localhost Port: |11011
Password: T

Polling Interval: 0=

Test

Server System Tasks

Event Task

Server startup FY
Log file rotation
Map badwp comp. ..

To enable and configure a connection to a local version of the AutoMate application:
Specify the following:

e Version - the version of the selected AutoMate server.
« Name -the name of the selected AutoMate server.

» Enabled - allowd Intermapper to request execution of AutoMate tasks on behalf of
Intermapper's AutoMate notifiers to trigger AutoMate and Server System tasks.

» Host - the host of the AutoMate server. The AutoMate server must be running on the
same machine as Intermapper server.

e Port - the port to use to connect to the AutoMate server.
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« Password - the default task password, if one is not supplied during task selection.

 Polling Interval - the number of seconds to use when polling the AutoMate server to
check the status of a task. When set to 0, the polling interval increases over the
length of time the task has been running.

» Server System Tasks - server system events you want to run as AutoMate tasks.
These include Intermappers system startup, completion of a scheduled map backup,
and log file rotation.

Using Layer 2

You can use the Layer 2 panel to enable and configure Layer 2 scanning.

NOTE: The Layer 2 features are experimental.

Use Layer 2 scanning to collect information about how your EtherMet switches are connected. Intermapper uses this information to produce more complete and
accurate maps. This feature is experimentzal. It may not work for some switches.

Enable Layer 2 scanning on this server
Layer 2 Settings
Maps with Layer 2 Scanning Enabled: 4

Select Maps for Layer 2 Scan

Enable Layer 2 Scan on ALL new maps.

Depending on the number of maps and the number of devices on your network, this option could overwhelm the Intermapper server.

(@ collect all device information

Use switch forwarding @bles along with CDP, LLDP, and other SMMP information to find connectons between switches. On large networks, this may
cause high CPU utilization on your switches and routers while a Layer 2 scan is in process. Use this option sparingly until you have determined how your
devices respond.

() collect device information using only CDP and LLDP

Use COP and LLDP to determine the connections between switches. This may resultin maps that don'tinclude switches where CDP or LLDP is not
enabled. This option only discovers switches and their connections.

Collect detailed information from SHMP devices on specific maps and use the information to calculate the Layer 2 topology of the network:

Once a Day W Scan Not running - last updated: Never

Every day at |00:00 5

To enable and configure Layer 2 scanning using the Layer 2 panel:
Specify the following:

« Enable Layer 2 scanning on this server - makes Layer 2 scanning available.

» Maps with Layer 2 Scan Enabled - the number of maps enabled for Layer 2
scanning.

« Select Maps for Layer 2 Scan - the maps for which Layer 2 is enabled. The Layer 2-
Enabled Maps window is displayed.
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Layer 2 Enabled Maps

This list controls which maps have Layer 2
enabled.

My Metwork -~
My Website

(04 Cancel

NOTE: After you enable Layer 2 on a map, use the Map Settings window to configure
scanning for each enabled map.

» Enable Layer 2 Scan on ALL new maps - select this option to automatically enable
new maps for Layer 2 scanning.

» Collect all device information - select this option to collect detailed information
from SNMP devices. This can add a significant CPU load on your switches and
routers during scanning.

 Collect information using only CDP and LLDP - select this option to request only
CDP and LLDP information from Layer 2 devices. This option reduces the CPU load
on your switches during scanning. Collection is limited only to switches, but results
might not include switches for which CDP or LLDP is not enabled.

» Schedule scan - specifies how often to start a scan. Select Manually to collect Layer
2 information only when you choose.

e Scan - immediately performs a Layer 2 scan.
Enabled Maps

You can use the Enabled Maps panel of the Server Settings window to enable and disable
maps, to remove maps, to organize maps into folders, and to import and export them.
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Select a check box to enable a map; dear the box to disable it.
Use the tools below to create folders, or to delete or perform other operations on selected maps. Drag
maps into or out of folders.

Administration Offices
discover5.6 test
DiscoveryTest
Example. com Mational Map

| Example.com National Map
My Network
My'Website
Vantage Point
Warehouse

SISISISISISISISES

La | wv 11 maps

» Checked maps - active maps. Intermapper actively polls everything on the map.

» Unchecked maps - inactive maps. Intermapper does not poll the devices on those
maps.

The Enabled Maps panel lists available maps and shows which maps are enabled. From the
Enabled Maps panel, you can do the following:

» Enable or Disable a map. Select the check box to the left of a map in the list to
enable or disable it.

« Import a map. Click Import to import data into Intermapper.

« Export a map. Click Export to save the current map as an Intermapper map file on
your local machine.

« Duplicate a map. Select a map and click Duplicate to create a copy of it.
« Remove a map. Select a map and click Remove. A confirmation window appears.

l NOTE: When you remove a map, it is placed in the Maps (Deleted) folder.
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» Create a new Folder. Click a map at the level you want to create the folder and click
New Folder.

Organizing Maps into Folders

From the Enabled Maps panel, you can create folders and use them to organize your maps.
This organization is displayed in the Map List window.

To organize maps into folders:
1. To create a folder, do one of the following:

« Click any map at the top level and click New Folder to create a folder in the top
level of the map list. A folder is created and named Untitled.

» Click the folder where you want to create a new folder to create a folder within
a folder.

2. Type a name for the new folder and press Enter on your keyboard. The folder name
changes to the specified name it moves to the correct alphabetic location in the list.

3. Drag maps into the folder.

NOTE: When you create a folder with the same name as a map at the same hierarchical
level, a folder is displayed. After the folder is created, you can open the map by double-
clicking the associated folder in the Map List window.

Map File Locations

Maps are stored in the following locations:

» Enabled maps are stored in the Intermapper Settings/Maps/<version>/Enabled
folder.

» Disabled maps are stored in the InterMapper Settings/Maps/<version>/Disabled
folder.

» When you delete a map, it is not discarded. Instead, it is placed in the InterMapper
Settings/Maps/Deleted folder.

NOTE: Even though you can place maps in the Maps folder using the file system,
this is not recommended. If the server is running when you place the files in the
folder, the maps are ignored and an error is logged when you go to the Server
Configuration > Enabled Maps panel of the Server Settings window. Use the
Enabled Maps panel's Import Map button to add maps to the Maps folder.

Users and Groups
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You can use the Users panel of the Server Settings window to add (Pg. 268)and edit (Pg.
270)users and groups (Pg. 270), to assign users to groups (Pg. 270), and to assign
privileges and access to maps.

NOTE: The Server Settings window is available only for users with administration
privileges.

Users Panel

To maintain the list of users and groups allowed to access the various servers:
Do any of the following:

» Click New User to add a user.

e Click New Group to add a group.

» Select the user or group and click Remove to remove a user or group.

» Select the user or group and click Edit to edit a user or group's information.

e Select the Use IMAuth Server check box to use the Intermapper Authentication
server.

 Click Configure to open the Intermapper DataCenter to set up the IMAuth Server.

» Click Use Remote Auth Server to use an Authentication Server on another computer.
» Select a Default group for externally authenticated users from the menu.

The following example shows a typical user and group configuration in the Users panel of
the Server Settings window:
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This list shows the users and groups on the server.
Drag a user to a group to add it.

Admin (127.0.0.1,192,168.81.%,1: 1)
Charlie (192.168.81.%)

Tom Terrific (192, 168.81.%)

i i Ul Infotech

-4 Administrators

34 ExternalUsers

Eﬂiv '_'.')‘

[] use M Auth server

Default group for externally authenticated users:

ExternalUsers

Configure Use Remote Auth Server...

What Are Users and Groups?

o User

An individual identified by a user name and password or identified automatically
from a client IP address or range.

* Group

A collection of users. Groups can be granted permissions to access certain servers
or maps and can be granted different levels of access for a server or map.

Creating a New User

To create a new user:
1. Click the plus sign * and select Add User. The User Information dialog is displayed.
2. Inthe Name and Password text boxes, do one of the following:
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» Type the name and password for the new user.

» In the Automatic Login text box, omit the password and enter an IP address
range.

» Select the Use External Authentication check box and type the username used
by the external authentication server. No password is necessary; authentication
is performed by the external authentication server.

How Automatic Login Works

« If a connection arrives from an address that matches an Automatic Login address,
the person is automatically logged in as the specified user.

« If you supply both the password and automatic login address, the person is logged in
automatically from the specified address, but must supply a password when
connecting from other addresses.

« Automatic login addresses should be unique between users. The resulting login
name is not guaranteed if two automatic-login addresses are the same.

e For more information see Controlling Access To Your Server (Pg. 252).

Edit Uszer x

& Name: | Admir|

Change password (current password reguired)

Mew Password: ﬁ
Enter new passwiond
Current Password: ﬁ
Enter cument password

[ ] Use External Authentication

Automatic Login:
Clients from this IP address range will be automaticalty identified as this wser without
checking their password:

127.0.0.1,::1

Ok, Cancel

Intermapper www.fortra.com page: 269



Using Intermapper / Server Settings

Users in Intermapper need to have passwords that meet the following requirements:

« The passwords are at least 12 characters in length (after multiple spaces are
combined).

» The passwords can not be longer than 128 characters.

« The passwords can be changed. If the user has a password already, the current
password is required to change the password.

» Spaces can not be at the beginning or end of the password.

« By clicking the lock icon, the user can choose to either temporarily display the
password as plain text or masked text.

Editing User Information

To edit the information about a user:
1. From the user list, select the user you want to edit.

2. Click Edit or double-click the user. The User Information dialog is displayed,
containing information about the selected user.

Managing Users and Groups

A group is a collection of users, all of whom have the same set of permissions.

To create a new group: ke ==
1. Click the plus sign *+ and select Add Group. The Group .
Information dialog is displayed. & Name: | ST
2. In the Name text box, type the name of the new group. | oK ] | Cancel |
3. Click OK. The new group is displayed in the User list.

Adding and Removing Group Members

To view the users in a group:
Click the plus sign (+) to the left of the group to expand it.
To add a user to a group:

Click and drag the user's entry to the group entry. The user is displayed in the list of users
for that group.
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To remove a user from a group:
1. Expand the group list to view the users in the group.

2. Click the user you want to remove and click Remove. A confirmation dialog is
displayed.

3. Click OK. The user is removed from the group.
NOTE: When you remove a user from a group, the user definition is removed only from

the group, not from the user list. For information on removing a user completely from
the list and all groups, see Removing Users and Groups (Pg. 271).

Removing Users and Groups

To delete a user or group completely:
1. Select the user you want to remove.
2. Click Remove. A confirmation dialog is displayed.
3. Click OK to confirm. The user or group entry is removed from the list.
NOTE:
» The Administrators group is always present and cannot be removed.

» The FullWebAccess group is defined by you. If present, its members can view all
web pages and can acknowledge devices through the web server.

» The FullLogAccess group is defined by you. If present, its members can view all
log files.

« The FullTelnetAccess group is defined by you. If present, its members have full
access to the Telnet server.

Configuring the Intermapper Authentication Server

Click Use Remote Auth Server to connect to an Intermapper Authentigation Serysr instaiied
on a different machine from Intermapper. For more
information, see Authentication Server (Pg. 613). Server:

Part: 183132
NOTE: If the Intermapper Authentication Server is installed on
the same machine as Intermapper, you need only to select the
Use IM Auth Server check box. The default server and port are
used and there is no need to enter a name or password.

L | [ I l A J

Importing Users and Groups
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Click Import to upload a file containing data for users and groups. For information on
importing data, see Importing Data (Pg. 631). For information on the user and droup data
structure, see User Attributes (Pg. 672).

Users and Groups

You can use the Users panel of the Server Settings window to add (Pg. 273)and edit (Pg.
275)users and groups (Pg. 275), to assign users to groups (Pg. 275), and to assign
privileges and access to maps.

NOTE: The Server Settings window is available only for users with administration
privileges.

Users Panel

To maintain the list of users and groups allowed to access the various servers:
Do any of the following:

o Click New User to add a user.

e Click New Group to add a group.

» Select the user or group and click Remove to remove a user or group.

» Select the user or group and click Edit to edit a user or group's information.

o Select the Use IMAuth Server check box to use the Intermapper Authentication
server.

 Click Configure to open the Intermapper DataCenter to set up the IMAuth Server.
» Click Use Remote Auth Server to use an Authentication Server on another computer.

» Select a Default group for externally authenticated users from the menu.

The following example shows a typical user and group configuration in the Users panel of
the Server Settings window:
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This list shows the users and groups on the server.
Drag a user to a group to add it.

Admin (127.0.0.1,192,168.81.%,1: 1)
Charlie (192.168.81.%)

Tom Terrific (192, 168.81.%)

i i Ul Infotech

-4 Administrators

34 ExternalUsers

Eﬂiv '_'.')‘

[] use M Auth server

Default group for externally authenticated users:

ExternalUsers

Configure Use Remote Auth Server...

What Are Users and Groups?

o User

An individual identified by a user name and password or identified automatically
from a client IP address or range.

* Group

A collection of users. Groups can be granted permissions to access certain servers
or maps and can be granted different levels of access for a server or map.

Creating a New User

To create a new user:
1. Click the plus sign * and select Add User. The User Information dialog is displayed.
2. Inthe Name and Password text boxes, do one of the following:
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» Type the name and password for the new user.

» In the Automatic Login text box, omit the password and enter an IP address
range.

» Select the Use External Authentication check box and type the username used
by the external authentication server. No password is necessary; authentication
is performed by the external authentication server.

How Automatic Login Works

« If a connection arrives from an address that matches an Automatic Login address,
the person is automatically logged in as the specified user.

« If you supply both the password and automatic login address, the person is logged in
automatically from the specified address, but must supply a password when
connecting from other addresses.

» Automatic login addresses should be unique between users. The resulting login
name is not guaranteed if two automatic-login addresses are the same.

« For more information see Controlling Access To Your Server (Pg. 252).

Edit Uzer L4

& Name: | Admir|

Change password {current password reguired)

Mew Password: a
Enter mew passwond
Current Password: o
Enter ourrent password

[ ] Use External Authentication

Automatic Login:
Clients from this IP address range will be automaticalty identified as this wser without
checking their passwond:

127.0.0.1,::1

Ok, Cancel
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Users in Intermapper need to have passwords that meet the following requirements:

« The passwords are at least 12 characters in length (after multiple spaces are
combined).

» The passwords can not be longer than 128 characters.

« The passwords can be changed. If the user has a password already, the current
password is required to change the password.

» Spaces can not be at the beginning or end of the password.

« By clicking the lock icon, the user can choose to either temporarily display the
password as plain text or masked text.

Editing User Information

To edit the information about a user:
1. From the user list, select the user you want to edit.

2. Click Edit or double-click the user. The User Information dialog is displayed,
containing information about the selected user.

Managing Users and Groups

A group is a collection of users, all of whom have the same set of permissions.

To create a new group: hecocaa |
1. Click the plus sign *+ and select Add Group. The Group -
Information dialog is displayed. & Name: | ST
2. In the Name text box, type the name of the new group. | ok || cancel |
3. Click OK. The new group is displayed in the User list.

Adding and Removing Group Members
To view the users in a group:

Click the plus sign (+) to the left of the group to expand it.
To add a user to a group:

Click and drag the user's entry to the group entry. The user is displayed in the list of users
for that group.
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To remove a user from a group:
1. Expand the group list to view the users in the group.

2. Click the user you want to remove and click Remove. A confirmation dialog is
displayed.

3. Click OK. The user is removed from the group.
NOTE: When you remove a user from a group, the user definition is removed only from

the group, not from the user list. For information on removing a user completely from
the list and all groups, see Removing Users and Groups (Pg. 276).

Removing Users and Groups

To delete a user or group completely:
1. Select the user you want to remove.
2. Click Remove. A confirmation dialog is displayed.
3. Click OK to confirm. The user or group entry is removed from the list.
NOTE:
» The Administrators group is always present and cannot be removed.

» The FullWebAccess group is defined by you. If present, its members can view all
web pages and can acknowledge devices through the web server.

« The FullLogAccess group is defined by you. If present, its members can view all
log files.

e The FullTelnetAccess group is defined by you. If present, its members have full
access to the Telnet server.

Configuring the Intermapper Authentication Server

Click Use Remote Auth Server to connect to an Intermapper IM Auth Server Settings @ﬁ
Authentication Server installed on a different machine from

Intermapper. For more information, see Authentication Server server: | ENIN
(Pg. 613). Port: (8132

NOTE: If the Intermapper Authentication Server is installed on
the same machine as Intermapper, you need only to select the
Use IM Auth Server check box. The default server and port are
used and there is no need to enter a name or password.

Importing Users and Groups
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Click Import to upload a file containing data for users and groups. For information on
importing data, see Importing Data (Pg. 631). For information on the user and droup data
structure, see User Attributes (Pg. 672).

Access Control Examples

The following are typical access control configurations that might be used in different
settings:

To allow connections from anywhere (no authentication):

1. From the Server Settings window, click a server (Remote Server, Web Server, or
Telnet Server). A list of firewall entries is displayed in the right pane.

2. Add a firewall definition and set it to Allow *.** *,

3. From the Users panel (Pg. 272), create a guest account with an Automatic Login
address of *.* * *,

NOTE:
« This is a very open setting. Be sure that you actually intend to allow anyone
to connect. This configuration might be reasonable if Intermapper is
running behind a firewall and thus not visible outside your organization.

e The IP wildcard example above works with 32-bit IPv4 address.
Intermapper now supports 128-bit IPv6 addresses. Wildcard characters are
not currently supported for IPv6 addresses.

To allow connections from anywhere, but with authentication:
1. Define your user names and passwords as described in Users and Groups (Pg. 272).

2. From the Server Settings window, click Remote Server. A list of firewall entries
appears in the right pane.

3. Add a firewall definition and set it to "Allow *.*.* * "

Anyone that connects is required to provide a username/password.

To allow web connections to see all maps:
1. Define a group named FullWebAccess.
2. Add users to that group.

The users in the group can view all web pages, and can acknowledge down devices.
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To allow people from known addresses to connect without entering a password:

This is called an automatic-login user.
1. Create a new user with the desired name.
2. Leave the Password box empty.
3. Inthe Automatic Login box, type an IP address.

All connections from that IP address or range are automatically connected, and are
assigned the specified user name.

To allow a non-administrator user to see the log files:
1. Define a group named FullLogAccess.
2. Add users to that group.

The users in the group can view all the log files.

To allow an automatic-login user name to connect from elsewhere by entering a
password:

Create an automatic-login user (Pg. 278) as described above, but enter a password.

When connecting from an IP address within the range specified for automatic login, the
user is automatically connected and assigned the specified user name.

When connecting from an IP address outside the range specified for automatic login, the
user is prompted for a user name and password.

To deny all connections from certain addresses or sites:

You can prohibit connections from certain sites.

1. From the Server Settings window, click Remote Server. A list of firewall entries is
displayed in the right pane.

Click Add. The Firewall Definition dialog is displayed.

In the IP Address text box, type an IP address or IP address range (Pg. 251).
From the Access menu, select Deny.

Click OK.

a bk D

All connections from the specified IP address or range are denied.
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To grant a single user access to a specific map:
1. From the Users tab, create a new user (Pg. 250).

2. From the Maps tab, set the user permissions for the Web and Remote servers.

These permissions are tested only if the user fails to match the global IP address
test and/or username and password

Controlling Map Access

You can use the Map Access panel of the Server Settings window to authorize access to a
map to one or more users or groups.

l NOTE: All individuals in the Administrators group have access to all maps.

The Map Access Panel
Intermapper allows you control the access rights to each map in the following ways:

» Control access by user - view each user's rights to a particular map.
» Control access by map - view each map's access rights for a particular user.

The first example shows the list sorted per-user. It shows the rights that Crabby Appleton

has for each of the maps. The second example shows the list sorted per-map. It shows
what access each user has to the Current Wireless Probes map.

Controlling Map Access by User
To control map access by user:

1. Select Show Access by: User to control access to each map by a specific user
through the web and remote servers.
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1 Map
Show User: | Ui Infotech -
a ':.x_

Path Map b, Weh Remote £+
f discover5.6 test O O~ A
/ DiscoveryTest 1N . Oy Oy
[Example.com Nat:u:unal Map Example.com Atz Choose User | By Oy
/Example.com National Map Example.com Bos, ) @v @v
[Example.com National Map Example.com Chicage Map R =
/ Example.com National Map By By
i My Metwork Oy O~
/ MyWebsite = Yy
/ Vantage Point @y O~
/ Warehouse v B Oy

2. Do any of the following:
» Select the user from the Show User menu to set a user's access for any open map.

 Click the icon in the Web column for the user or group whose access permissions
you want to set for the selected map through the web server, then select a
permission level.

 Click the icon in the Remote column for the user or group whose access permissions
you want to set for the selected map through the remote server, then select a
permission level.

« Alt-click or Cmd-click (Mac) the web or remote menu for any map in the window to
set access for all maps at once. When you select from the menu, the value in the
selected column is set to the same value for all maps.

Controlling User Access by Map

To control user access by map:

1. Select Show Access by: Map to control each user's access to a specific map
through the web and remote servers.

Show Access by: () User @ Map

Show Map: _?u'u'arehnuse -
Mame Web Remote 3
\% .
Admin {127.0.0.1,192.168.81.%,:: 1) B Y ~
Charlie {192.158.81.%) N - i
Tom Terrific {192,168.81.%) "’.-Clhu-ose-.“ &) =
& Ui Infotech ma O~ O~
o4 Administrators P = LF_‘,_J
&4 ExternalUsers By By

2. Do any of the following:
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» Select a map from the Map Name menu to set access control parameters for any
open map.

e Click the icon in the Web column for the user or group whose access permissions
you want to set for the selected map through the web server, then select a
permission level.

e Click the icon in the Remote column for the user or group whose access permissions
you want to set for the selected map through the remote server, then select a
permission level.

« Alt-click or Cmd-click (Mac) the web or remote menu to set access to the selected
map for all users at once. When you choose from the menu, the value in the selected
column is set to the same value for all users.

Map Access Permission Levels

Select a map's web and remote server access permission levels for each user or group as
follows:

L No Denies access to this map.
Access

) Read- Allows the user to view the map, but does not allow the user to

Only make changes. (Access to the web server is always read-only.)
Access

D Read- Allows the user to view and edit the map.
Write

Access

Map Backup

You can use the Map Backup panel of the Server Settings window to configure scheduled
backups of your maps.
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Define a schedule for automatic backup of all enabled maps.
| Enable scheduled backups

Days: All

Sunday

V| Monday
Tuesday

V| Wednesday
Thursday

| Friday
Saturday

Start time: 059:30 =

Maximum backups: | 25

To schedule map backups:
1. Select the Enable scheduled backups check box.
2. Select the Days on which you want to schedule backups.
3. Set a Start time for the backup.
4. Specify a number of Maximum backups.

Scheduled backups are displayed in the Backup and Restore windows as Scheduled. For
more information, see Backup section of the File Menu reference topic.

Notifier List

Use the Notifier List section of the Server Settings window to add, edit, copy, and delete
notifiers. For more information, see Using Notifiers (Pg. 108).

To view and edit the Notifier List:

1. From the Edit menu, select Server Settings. The Server Settings window is displayed,
showing three sections on the left, each containing a list of available settings. On the
right is a panel in which the selected settings are displayed.

2. Click Notifier List. A list of notifiers is displayed in the right panel of the Server
Settings window.
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A notifier sends an alert when the notifier is triggered by an attached device.

Uncheck a notifier to deactivate it for all devices (e.q., during vacation periods).

é}l Day Sounds

Command Line Motifier
@ Group Notifier

JR Might Sounds

[~<] Email Support

[+<] Email-escalate group

ETHE T

[~ 5M3 - Weekend
[~<] M5 - Weekend Escalate

(Add )
 Delete )

Alternate Sounds
Trap Motifier
Syslog Motifier
WinPopup Motifier

5MS - Support
SMS - Escalate

.-'-’

/| Tools |
-

[

i o

[ Abort Pending Pages ]

3. Do any of the following:

Add a notifier. Click + The Configure Notifier window is displayed. For more
information on configuring notifiers see Configuring a Notifier (Pg. 108).

Edit an existing notifier. Select the notifier you want to edit and select Edit
from the Tools menu. The Configure Notifier window is displayed, showing the
current settings for the selected notifier.

Duplicate a notifier. Select the notifier you want to duplicate and select
Duplicate from the Tools menu. The Configure Notifier window is displayed,
showing the current settings of the selected notifier, but with the name
<selected notifier > Copy.

Delete a notifier. Select a notifier and click the minus sign (-). A confirmation
window is displayed.

Abort Pending Pages. All messages sent to pagers still in process are
terminated as soon possible and pages waiting to be sent are deleted. This
affects only pages sent to Dialup Pagers; it has no affect on SNPP pages or
other notifiers.

SSL Certificates

Intermapper
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Intermapper's web and remote servers can employ a certificate to encrypt the data going
between the server and clients. This assures that the client connected to the actual server
and not another server acting as an impostor.

Intermapper ships with a certificate signed by Fortra. The data is encrypted. but does not
use a strong encryption (it is easily broken) and web browsers using HTTPS connections
give a warning that there is a problem with the certificate and that data might be intercepted
in transit.

Creating a Signed SSL Certificate

To create SSL Certificates:
Do one of the following:

« Create a certificate signed by a Trusted Authority. This is the recommended method
for production servers.

» Create a self-signed certificate.

WARNING: Self-signed certificates are not appropriate for use on public-facing
servers. The only time they should be used is on a local intranet or on a
development server when developing or testing an application.

Creating a Certificate From a Trusted Authority

To achieve stronger encryption and verification that the server is authentic, you can create
and install your own SSL certificate.

To create and install your own SSL certificate:

1. Create a Certificate Signing Request (CSR). The CSR contains all the information
needed to identify the computer. Intermapper includes a built-in function for
collecting this information and building the certificate.

2. Sign the CSR. Signing is a process where an authority verifies the information in the
certificate.

3. Upload the signed certificate into Intermapper to make it operational.
In either case, you must first create a Certificate Signing Request (CSR), which is a file that

you can create using Intermapper. Then you need to sign the CSR yourself or send it to a
commercial Certificate Authority to sign.
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Use the SSL Certificate panel, available from the Server Configuration section of the Server
Settings window, to create a Certificate Signing Request and to upload a signed certificate
to the Intermapper server.

InterMapper is currently using a sample S5L certificate that will encrypt sessions using a known private
key. All versions of InterMapper ship with the exact same certificate and private key. Although the data
between the dient and server are encrypted, this configuration offers no security from spoofing or
eavesdropping by a determined attacker using the proper toals.

To increase security, you should create your own certificate. To do this, create a new "Certificate
Signing Reguest”, then sign it yourself (for example, using Open35L) or use a commerdial certificate
autharity. When you have the new 55L certificate, upload it by dicking the button below. Please refer to
the InterMapper documentation for more details.

Create CSR... | Upload Certificate. ..

Step 1: Create a Certificate Signing Request

1. From the Edit menu, select Server Settings. The Server Settings window is
displayed.

2. From the Server Configuration section, click SSL Certificate. The SSL Certificate
panel is displayed.

3. Click Create new CSR. The Certificate Signing Request window is displayed.

4. Enter the required information as described below, and click OK. A 1,024-bit private
key is generated for your system and the information is used to create the Certificate

Signing Request. The key and a copy of the CSR are saved in the Intermapper
Settings:Certificates folder and a standard Save File dialog is displayed.

You are asked to save a copy of the CSR (with a filename of the
FullyQualifiedDomainName.csr) on your disk. Fortra recommends that you save this
on the desktop so you can find it when you create a signed certificate. After you
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request a signed certificate, you can discard this file.
5. Click Save. The new certificate is saved in the specified location.

Enter the following information for your Certificate Signing Request:

' =

« Common Name Certificate Signing Request ==
The full DNS name or IP address of you ,
. . . For the common name, enter the server's fully
server. If possible, it should include gualified domain name:
your domain name.

Cormmon Name: | myserver, com

» Organization
The name of your organization Enter the name of your organization along with
: your department or division:

¢ Orgamzatlonal Unit Organization: |My Organization

If applicable, the name of an Organizational Unit: | Operations
organizational unit within your
organization, such as a department or Enter your geographical location:
division name. City or Locality: | MyTown
e Country State or Province: | MN|
The two-letter abbreviation for your Country: |US | (Two Letter Abbreviation)
country
- State or Province Create a new private key:
Key Type: RSA

The state or province name or

. kKey Size: ~ | bits
abbreviation
. . Digest Type: -
 City or Locality o :
Digest size: - | bits
The descriptive location of the server.
OK Cancel

» Make new private key

The first time you generate a CSR, this
box is dimmed. On subsequent uses,
select this check box to create a new
private key. Leave it unchecked to use the same private key.

» Key Size

1024 or 2048 bits.
» Digest Type

SHA1 or SHA2. SHAT1 is the default value.
» Digest Size

If you select SHA2, select 256 or 512 bits.
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When you click OK, Intermapper generates a private key for your system and uses the
information entered above to create the Certificate Signing Request. Intermapper saves
following files in the InterMapper Settings:Certificates folder:

» SSLCertificateKeyFile - contains your private key
« Pending.csr - the Certificate Signing Request (CSR) file

You are also asked to save another copy of the CSR (with a filename of the
FullyQualifiedDomainName.csr) on your disk. Fortra recommends that you save this on the
desktop so you can find it when you are ready to create a signed certificate. You can discard
this file after you request a signed certificate.

Step 2: Sign the Certificate

After you have a CSR file, you must have it signed. The file can be signed in one of the
following ways:

« Use the OpenSSL software (available from http://www.openssl.org) or the Windows
CA to sign the CSR. This creates a self-signed certificate that you can easily use
within your own organization.

« Send the CSR to any of several commercial certificate authorities, such as
InstantSSL (http://www.instantssl.com), Verisign
(http://www.verisign.com/products/site/index.html), or Thawte
(http://www.thawte.com). These companies return a signed certificate that is
globally-recognizable as authentic.

Step 3: Uploading the Signed Certificate

After the certificate is signed, click Upload new Certificate. Either copy and paste the text of
the certificate into this window, or click Browse and locate the certificate file on your hard
drive.

Upload Certificate @

Enter Certificate:

| -

Browse... Ok ] | Cancel
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At the conclusion of this, the InterMapper Settings:Certificates folder contains the following
files:

» SSLCertificateKeyFile - contains your private key.

« SSLCertificateFile - contains your signed certificate (the file from Verisign,
InstantSSL, or OpenSSL). Remove any suffix (such as .pem) from the file name.

« SSLCACertificateFile - contains the public certificate chain of the signing CAs (in
order).

Stop and restart the affected server from the Server Settings window. These certificates are
used for HTTPS and Intermapper Remote client connections if the SSL/TLS boxes are
selected in the respective server settings.

Using an Externally Generated CSR and Private Key

If you use a different application than Intermapper to create your Certificate Signing
Request (CSR), Intermapper does not have access to the private key used to create the CSR.
To upload your certificate with the private key, create a text file containing the signed
certificate, the private key, and the CA's public certificate chain (if included). Click Upload
new certificate to upload this combined file.

Creating a Self-Signed Certificate

You can create your own self-signed certificate in order to use an encrypted connection.
This is only recommended for intranets and development servers. You should never use a
self-signed certificate for a production server.

To create and use a simple self-signed certificate with Intermapper:

Create the certificate and its private key.

Create a version of the key and certificate suitable for use in Microsoft Windows.
Import the certificate and key into Intermapper.

A owbn =

Import the certificate and key into Microsoft Windows.

Configuring SSL Protocols, Cipher Selections, and Options

After you set up your OpenSSL certificate, you can configure the operation of the OpenSSL-

based services provided by the Intermapper server to conform to your local security policy.

For information on how to configure the operation, see the description of the ss1.conf file
in Intermapper Server Settings Folder.

Technical Notes
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The design for this scheme is based on the SSL section of the Apache Mod-SSL httpd.conf
file.

e For InstantSSL, the SSLCACertificateFile is the same as the ca-bundle file, described
in http://www.instantssl.com/ssl-certificate-support/cert_installation/.

« If there is no SSLCertificateKeyFile, Intermapper looks for the private key in
SSLCertificateFile.

« Intermapper always loads additional CA certificates, if they exist, from
SSLCertificateFile first, then it checks to see if SSLCACertificateFile exists.

» You can set up the configuration so one file, named SSLCertificateFile, contains
everything. The file must contain a key, certification, and trust chain in that order, or
the certificate is not imported properly.

» Intermapper converts CRs to LFs in the file data before loading it. There is no need to
worry about CR-LF translation issues.

Configuring New Device Detection

You can use the New Device Detection panel to enable and configure new device detection.

Mew Device Detection through InterMapper Flows Server

Mew Device Detection can be done through InterMapper Flows server with no Flaws license.
Flows server is not running. New Device Detection will take effect when Flows server starts.

[] Run New Device Detection with Flows server
Turn off Flows data collection
Mew Device Detection through Scheduled Auto-Discovery

Mew Device Detection can be also done through Scheduled Auto-Discovery.

[] Run Mew Device Detection with Scheduled Auto-Discovery

D:IUD La0 ®00 0 430 6:IDD 7300 900 1030 12:IDD 1330 15:00 16:30 18:IDD 130 21:00 22:30 24:IDD
. ' . . ' . . ' . . ' .

Sun
Maon
Tue
Wed
Thu
Fri
Sat

[ available time  [] Scheduled time Clear Al Configure

To enable and configure new device detection from the New Device Detection panel:

Do one of the following:
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 Run New Device Detection with Flows server - select this check box to use the
Flows server for new device detection.

e Turn off Flows data collection - select this check box to disable Flows data
collection.

* Run New Device Detection with Scheduled Auto-Discovery - select this check box to
use the Flows server for new device detection.

Methods of New Device Detection
The following methods are available for detecting new devices:

« Use the Intermapper Flows server to query a Flows exporter to find new devices.

e Use Scheduled Auto-Discovery to have the Intermapper server perform Auto-
Discovery as scheduled, searching only for new devices.

Which Method Should You Use?

The two methods described above are not mutually exclusive. You can use both methods at
the same time. Each has its advantages and disadvantages.

Using the Flows Server for Detecting New Devices

« When enabled, new device detection runs continuously. (It cannot be scheduled.)

» A Flows license is not required, but you must set up a Flows exporter to use this
feature.

« This method detects devices that actively generate network traffic and can discover
devices that might otherwise be missed by Auto-Discovery.

Using the Scheduled Auto-Discovery for Detecting New Devices

» When enabled, uses the same methods as regular Auto-Discovery, but queries only
IP addresses that are not already in the device list.

» Use this method to schedule discovery of new devices to run as often as every half
hour. This method can put additional load on the Intermapper server, so consider
scheduling discovery for off-peak periods, such as nights and weekends.

« This method actively probes devices and discovers devices that are not generating
network traffic and thus are not discovered using the Flows server.

Detection Map
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As soon as you enable either method, a new map is displayed in the map list, named
DetectionMap. All new devices (ones are not currently in the Device List) are displayed on
the map. After they are discovered, you can move these devices to other maps. For more
information, see Using The Detection Map.

Entering AWS EC2 Instance Credentials Through Server Settings

There is an AWS EC2 panel in Server Settings to allow you to add, edit, and delete AWS EC2
instances. You can access this information from your Amazon AWS account. You can
select an EC2 instance to use when you add an AWS EC2 probe.

The Access Secrets of the AWS EC2 instances are reversibly encrypted using AES256. A
random encryption key, which is generated on-demand-generated on first use are stored in
the Intermapper server’s host file system protected by OS file system security. This file is
readable only by Intermapper and root users on UNIX hosts and only by a user with local
administrator privilege on Microsoft Windows systems.

NOTE:
User information for EC2 instances is created in AWS. (The information is used by
Intermapper but is not created in Intermapper.)

NOTE:
An EC2 instance must have a valid Instance ID in order for it to be saved.

| & iterbapper Server Settings *

Hetwork Defaults &

| Banics Thrasholds AWS ECT Inctances

Interface Thresholds Amazon Elastic Compute Clowd (Amazon EC2) is o web servics that provides secure, resizable compute capacity in the doud,

Chart Defaults Every EC2 instance has associated metadata, which AWS makes avallable to all users and applications inside the instance.

|| metention Peliies You need o provide the Instance ID, Access Key, and Access Key Secret to connect to an existing EC2 Instance

|| HT Services & WMl New Instance

Remote Server
Instance Name Instance 1D Date Created L

Reports Senvd g 1110042021 15:12:55.960 -
. ECZ Instance 2 5555 11/01/2021 15:13:13. 180
Web Server EC2 Instance 3 n2 11/01/2021 15:13:27.7,
EC2 Instance 5 frecd 11/01/2021 15:25:14,557
Telnet Server
Layer 2
Enabled Maps v
Users I XK Delete Selected
Map ACCess
Instance Name: EC2 Instance 1
|| ™ap Eaciup
X Instance ID:  abodefghi
Matifiar List
Access Key ID: | BBS
550 Cortificate

Access Key Secrel; | esss
AutoMate
Regicn: | us-east-1 w
B Device Detection
AWS EC2 w

oK Cancel

Intermapper Flows™ Overview
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Intermapper has always made it easy to see heavy traffic at a glance. Its charts show when
traffic peaks, but not what it is used for.

Intermapper Flows™ is a feature of Intermapper that allows you to obtain deeper insight into
the traffic on your network. It is a Flows analyzer that works with NetFlow, sFlow, JFlow, and
cFlow and can display the following:

Top talkers and listeners

Top protocols in use
Top conversations and sessions
Detailed session information to identify particular machines

How Intermapper Flows Works With Intermapper
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Cisco Router /
~ NetFluv\ B

= -
“ InterMapper Server
nProbe, nTop, etc. InterMapper Flows data

Intermapper Flows collects and stores Flows data from any device that supports its
collection (Flows Exporter). For information on supported devices, see Supported Exporters.
You c