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Welcome to beSECURE /

Welcome to beSECURE

beSECURE performs a security mapping of an organization's network and simulates attacks
originating from an internal or external network. Upon completing the security mapping,
beSECURE generates a detailed vulnerability report that lists security breaches, as well as
practical and easy-to-apply solutions for addressing the vulnerabilities. beSECURE is
regularly updated to account for the most recent security vulnerabilities discovered by
Beyond Security’s R&D team and other organizations.

Customers who implement this service will gain a real-time view of their entire network

security topographies, and demonstrate compliance with emerging global IT security
standards and integrity legislation.
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System Requirements

Virtual Instance

The minimum resource requirements for a virtual instance of beSECURE, IS/LSS or
beSECUREII:

Hardware Component Minimum Requirements

Processor 8 vCPUs

Memory 16 GB RAM (increase for better performance)
Hard Drive 32 GB available hard disk space

Virtual Machine Software

 VMWare Workstation 12 and above

VMware ESXi 6 and above

Azure Compute

AWS EC2

Hyper-V (Windows Server 2012 R2 and above)

Web Browser

e Chrome (recommended)

Microsoft Edge
Safari

Firefox

» Opera
l NOTE: beSECURE does not support Internet Explorer.
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Contacting Fortra

Contact Fortra at www.fortra.com for questions or to receive information about beSECURE.
You can contact us to receive technical bulletins, updates, program fixes, and other
information.

Fortra Community Portal Portal

For additional resources, or to contact Technical Support, visit Fortra Community Portal
Portal at https://support.fortra.com.
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Accessing beSECURE

beSECURE is accessible by way of a supported web browser and a valid username and
password (supplied to you by your account manager).

To log in to beSECURE, on the Welcome page, enter your username and password and then
click Login.

IMPORTANT: If three failed log in attempts occur with your username, your account
becomes locked and no additional log in attempts can be made for 30 minutes
(default). For information on modifying this timer, see Creating a Security Profile on
page 118 for information on the Password Failure Location Duration parameter.

To log out of beSECURE, select your username in the top-right corner of the screen, and then
select Logout.
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Home page / Managing widgets

Home page

The Home page provides an overview of scan results in a dashboard format by way of
widgets, and is displayed by default upon logging into beSECURE. To access the Home page
from anywhere in beSECURE, click Home in the navigation bar.

Managing widgets

beSECURE has several built-in widgets that provide information regarding your beSECURE
account. Each widget can display organization, scan, or asset group information in real-time
by way of the Real-time tab at the top of the Home page, refreshing every 60 seconds. Click
the Fixed tab to view a snapshot of the last update to the results received for each widget,
indicated by the Last Updated date stamp. Once added to the Home page, widgets can be
arranged in any order, individually exported as a PNG or CSV file, expanded/compressed,
and removed.

To add a widget to the Home page

1. In the bottom-right corner of the Home page, click the Add Widget button Q
2. Select a Category.

3. If you chose Organization, Scan, or Asset Group, select the desired widget from the
available Charts or Informational widget options, and then click the Organization
and/or Scan Name, or Asset Group box(es) to make those corresponding selection

(s).
4. Click Add.

To move a widget to a different position on the Home page

1. In the upper-right corner of the desired widget window, click the gear icon £¥.

2. Select Move Left or Move Right to move the widget window in the corresponding
direction.

3. Repeat step 2 as needed to achieve the desired position.

To export widget information to PNG or CSV file format

1. In the upper-right corner of the desired widget window, click the gear icon £*.

2. Select Save as PNG to export the scan results as a PNG file, or Save as CSV to
export the scan results as a comma-separated values (CSV) formatted file.

3. You can find your exported file in your web browser's current save location.
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l NOTE: Not all widgets support the PNG or CSV export option.

To remove a widget from the Home page

1. In the upper-right corner of the desired widget window, click the gear icon £¥.
2. Select Remove.

Available widgets

The following widgets are available in beSECURE:

Category Widget name  Widget type  Description

Quick Add Quick Add Scanner Provides the ability to
perform a quick scan,
based on a cloud
provider, IP address,
URL, or IP address that
requires an SSH
connection.

For more information on
how to configure each
tab, see Configuring the
Quick Add Widget.

User Guide www.fortra.com page: 6



Home page / Managing widgets

Category Widget name  Widget type
Organization - Charts Affected Hosts = Bubble chart
Vs

Vulnerabilities

Lowest Score Bar chart
Host(s)

Most Frequent = Pie chart
Vulnerabilities

User Guide www.fortra.com

Description

Displays the Affected
Hosts against their
respective CVSS
(Common Vulnerability
Scoring System) Score
of the vulnerabilities
detected in the selected
organization. The CVSS
Score is displayed
vertically ranging from 1
to 10, with 10 being the
most severe. Affected
Hosts are displayed
horizontally, ranging
from 0 to the total
number of hosts in the
organization. Hover the
pointer over each bubble
for more information.

Displays up to five hosts
with the lowest scores in
the selected
organization. The

IP address of each host
is displayed vertically,
and the score of each
host is displayed
horizontally, ranging
from 0 to 100. Hover the
pointer over each bar for
more information.

Displays a distribution of
the most frequent
vulnerabilities in the
selected organization.
Hover the pointer over
each section of the chart
for more information.
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Category Widget name  Widget type

Most Frequent = Pie chart
Vulnerability
Type
Most Bar chart
Vulnerable Host
(s)
Organization Line chart
Monthly Trend

User Guide www.fortra.com

Description

Displays a distribution of
the most frequent
vulnerability types in the
selected organization.
Hover the pointer over
each section of the chart
for more information.

Displays up to four of
the most vulnerable
hosts in the selected
organization. The
Medium and High risk
vulnerabilities are
displayed vertically,
ranging 0 to 10, with 10
being the most severe,
and the IP address of
each host is displayed
horizontally. Hover the
pointer over each bar for
more information.

Displays the number of
hosts affected per
month by Medium and
High risk vulnerabilities
for the selected
organization. The
number of Medium or
High risk vulnerabilities
is displayed vertically,
ranging from 0 to the
maximum found, and
each month reported is
displayed horizontally.
Hover the pointer over
each dot for more
information.
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Category Widget name  Widget type

Organization Bar chart
Quarterly Trend
Persistent / Bar chart
New /
Remediated
Vulnerabilities
Risk Pie chart
Distribution

User Guide www.fortra.com

Description

Displays the number of
hosts affected per
quarter by Medium and
High risk vulnerabilities
for the selected
organization. The
number of Medium or
High risk vulnerabilities
is displayed vertically,
ranging from 0O to the
maximum found, and
each quarter reported is
displayed horizontally.
Hover the pointer over
each dot for more
information.

Displays the Persistent
(i.e., vulnerabilities that
were remediated but
came back or need
remediation), New, and
Remediated
vulnerabilities of the
selected organization.
The number of
vulnerabilities for each
category is displayed
vertically, ranging from 0
to the maximum number
found, and the
month/year is displayed
horizontally. Hover the
pointer over each bar for
more information.

Displays the risk
distribution of
vulnerabilities detected
for the selected
organization by High,
Medium, and Low
severities. Hover the
pointer over each
section of the chart for
more information.
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Category Widget name  Widget type
Scan - Charts Affected Hosts = Bubble chart
VS

Vulnerabilities

Lowest Score Bar chart

Host(s)
Most Bar chart
Vulnerable Host
(s)
User Guide www.fortra.com

Description

Displays the Affected
Hosts against their
respective CVSS
(Common Vulnerability
Scoring System) Score
of the vulnerabilities
detected in the selected
scan. The CVSS Score is
displayed vertically
ranging from 1 to 10,
with 10 being the most
severe. Affected Hosts
are displayed
horizontally, ranging
from 0 to the total
number of hosts in the
scan. Hover the pointer
over each bubble for
more information.

Displays up to five hosts
with the lowest scores in
the selected scan. The
IP address of each host
is displayed vertically,
and the score of each
host is displayed
horizontally, ranging
from 0 to 100. Hover the
pointer over each bar for
more information.

Displays up to four of
the most vulnerable
hosts in the selected
scan. The Medium and
High risk vulnerabilities
are displayed vertically,
ranging 0 to 10, with 10
being the most severe,
and the IP address of
each host is displayed
horizontally. Hover the
pointer over each bar for
more information.
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Category Widget name  Widget type
Risk Pie chart
Distribution
Score Trend Line chart
Vulnerabilities Line chart
Trend
User Guide www.fortra.com

Description

Displays the risk
distribution of
vulnerabilities detected
for the selected scan by
High, Medium, and Low
severities. Hover the
pointer over each
section of the chart for
more information.

Displays the number of
vulnerabilities detected
during the same scan
over time. The number
of vulnerabilities
detected is displayed
vertically, ranging from 0
to the maximum number
found, and the date
range is displayed
horizontally. Hover the
pointer over each dot for
more information.

Displays the number of
Medium and High risk
vulnerabilities detected
during the same scan
over time. The number
of vulnerabilities
detected is displayed
vertically, ranging from 0
to the maximum number
found, and the date
range is displayed
horizontally. Hover the
pointer over each dot for
more information.
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Category Widget name  Widget type

Asset Group - Charts Affected Host Line chart
Count Trend

Affected Hosts Bubble chart
VS
Vulnerabilities

Lowest Score Bar chart
Host(s)

User Guide www.fortra.com

Description

Displays the number of
vulnerabilities detected
for the selected asset
group over time. The
number of vulnerabilities
detected is displayed
vertically, ranging from 0
to the maximum number
found, and the date
range is displayed
horizontally. Hover the
pointer over each dot for
more information.

Displays the Affected
Hosts against their
respective CVSS
(Common Vulnerability
Scoring System) Score
of the vulnerabilities
detected in the selected
asset group. The CVSS
Score is displayed
vertically ranging from 1
to 10, with 10 being the
most severe. Affected
Hosts are displayed
horizontally, ranging
from 0 to the total
number of hosts in the
asset group. Hover the
pointer over each bubble
for more information.

Displays up to five hosts
with the lowest scores in
the selected asset
group. The IP address of
each host is displayed
vertically, and the score
of each host is
displayed horizontally,
ranging from 0 to 100.
Hover the pointer over
each bar for more
information.
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Category

User Guide

Widget name  Widget type

Most Bar chart
Vulnerable Host

(s)

Risk Pie chart
Distribution

www.fortra.com

Description

Displays up to four of
the most vulnerable
hosts in the selected
asset group. The
Medium and High risk
vulnerabilities are
displayed vertically,
ranging 0 to 10, with 10
being the most severe,
and the IP address of
each host is displayed
horizontally. Hover the
pointer over each bar for
more information.

Displays the risk
distribution of
vulnerabilities detected
for the selected asset
group by High, Medium,
and Low severities.
Hover the pointer over
each section of the chart
for more information.
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Category

Organization/Scan/Asset
Group - Informational

User Guide

Widget name  Widget type
Risk Varied

Assessment

www.fortra.com

Description

Displays the following
five widgets:

e The Asset

Information
widget displays
the individual and
total number of
assets for the
selected
organization, scan,
or asset group in
Host(s), Safe, and
At Risk categories.
Asset Types are
displayed at the
bottom of the
widget window.
Hover the pointer
over the circle
chart for more
information.

The Categories
widget displays
the number of
assets for the
selected
organization, scan,
or asset group in
Compromise (high
risk), Imminent
Compromise
(medium risk), and
Hazardous (low
risk) categories.
Issue Types are
displayed at the
bottom of the
widget window.
Hover the pointer
over the circle
chart for more
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Category

User Guide

Widget name  Widget type

www.fortra.com

Description

information.

The Main
Categories widget
displays the
number of
vulnerabilities per
category for the
selected
organization, scan,
or asset group.
Click each
category box to
display results on
the Vulnerability
Scan Detailed
Results page.

The Main
Vulnerabilities
widget displays
the number of
instances found in
each of the main
vulnerabilities for
the selected
organization, scan,
or asset group.
Click each
category box to
display results on
the Vulnerability
Scan Detailed
Results page.

The Organization
Monthly Trend
widget displays
the trend for
Medium and High
risk vulnerabilities
in an organization
for the past 12
months.
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Category Widget name  Widget type

Main Categories
Vulnerabilities

Main Categories
Categories
Categories Circle chart

High / Medium = Total counts
Count

User Guide www.fortra.com

Description

Displays the number of
instances found in each
of the main
vulnerabilities for the
selected organization,
scan, or asset group.
Click each category box
to display results on the
Vulnerability Scan
Detailed Results page.

Displays the number of
vulnerabilities per
category for the
selected organization,
scan, or asset group.
Click each category box
to display results on the
Vulnerability Scan
Detailed Results page.

Displays the number of
assets for the selected
organization, scan, or
asset group in
Compromise (high risk),
Imminent Compromise
(medium risk), and
Hazardous (low risk)
categories. Issue Types
are displayed at the
bottom of the widget
window. Hover the
pointer over the circle
chart for more
information.

Displays the individual
and total number of
Medium and High risk
vulnerabilities found for
the selected
organization, scan, or
asset group.
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Category

User Guide

Widget name  Widget type

Asset Total

Information counts/circle
chart

Score Total counts

www.fortra.com

Description

Displays the individual
and total number of
assets for the selected
organization, scan, or
asset group in Host(s),
Safe, and At Risk
categories. Asset Types
are displayed at the
bottom of the widget
window. Hover the
pointer over the circle
chart for more
information.

Displays the Score of
the selected
organization, scan, or
asset group, based on
the total number of
Hosts. Host scores
range from 0 to 100,
where higher scores
represent greater
security. A score of 0
indicates the host can
be easily compromised
and a score of 100
indicates a secure host
with no Medium or High
risk vulnerabilities.
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Modes

The Exec | DevOps mode toggle at the top of the navigation bar is only available for users
with Scanning and Administrator Account Types (users with the Reporting Account Type do
not have access to the toggle), and provides the ability to switch between the two
permission levels offered in beSECURE:

» Exec: Selecting this mode provides access to the Home, Reports, and More menu
selections only, limiting the user to mostly scan results and reports. This mode is
designed for Reporting users, which is ideal for managers and other decision
makers.

» DevOps: Selecting this mode provides access to the Home, Scans, Admin, Results,
and More menu selections, allowing full access to all of beSECURE's features and
settings. This mode is designed for Scanning and Administrator users, which is ideal
for system managers.

If you are a Scanning or Administrator in beSECURE, it is recommended to always use the
DevOps mode while logged in so that you can access any setting or feature. Selecting the
Exec mode provides visibility to what a Reporting user can see and will hide the Scans and
Admin menu selections.
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On-Premises Configurations

beSECUREII Quick Installation Guide

Overview

beSECUREII will be delivered preconfigured but will require local network connectivity.

System requirements
VM IS minimum requirements

« 16GB RAM
e 8vCPUs
« 32GB available hard drive space for the instance

VM LSS minimum requirements

 16GB RAM
» 8vCPUs
» 32GB available hard drive space for the instance

Setting up the server

1. Turn on the beSECUREII server.
2. At the prompt, enter config.
3. When asked to use DHCP, enter y for yes or n to use a static IP address.

a. If you selected y for DHCP, the network configuration will automatically
complete.

b. If you selected n to use a static IP address, enter the following:
i. Static IP address
ii. Gateway IP address
ili. Subnet mask

4. Once the network configuration is saved, open your web browser and go to
https://<your IP address> (for example, https://192.168.1.0).

5. On the beSECURE sign in page, enter the default credentials:
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a. Username - superadmin
b. Password - testing
6. You now have full access to your beSECUREII On-premises solution.
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Setting up beSECURE On-Premises Video

See Setting Up On-Premises for instructions on how to deploy beSECURE On-Premises.

On Premise IS Deployment - Enabling Email
Notifications

NOTE: This section is not relevant for on premise scanner (LSS) deployments. If you are
configuring an on-premise scanner (LSS) you can skip this section.

You only need to manually configure email notifications when using beSECUREII or the on-
premise information system (IS) (automatic email notifications are disabled by default). To
use your own corporate SMTP server or the internal SMTP server on your on-premise IS, you
must configure the email notification settings in beSECURE.

To enable email notifications, do the following:

Log in to the on-premise IS.
Select More > Server > Notifications.
Select Enable Emailing.

A wbnh =

In the SMTP Server Host box, enter one of the following:
a. localhost - Enables and uses the built-in SMTP server.

b. The FQDN or IP address of your third-party SMTP server / corporate SMTP
server.

5. In the SMTP Server Port box, the default port is 25. If you enable Try to use SSL,
adjust the port number accordingly (this is not required for an internal SMTP server).

6. Optionally, in the Email FROM Address box, you can change the default value from
"besecure-noreply@beyondsecurity.com” to any other email address you want to
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receive bounce emails at.

+

SMTP Authentication Password Provided
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Adding a New License to the On-Premises
Information Server (IS)

NOTE: This guide is intended for On-Premises Information Server (IS) customers,
including the beSECUREII product. This guide does not apply to customers using the
cloud Information servers (cloud2.beyondsecurity.com, cloud3.beyondsecurity.com).

To replace your current On-Premises Information Server (IS) license with the new license, do
the following:

rwn =

6.
7.

Log in to beSECURE.
In the upper-left corner of the Home page, select DevOps.
Select Admin > Deployment > Licenses.

On the License List page, select your current license. If this is a new IS and there is
no existing license, the New ) button.

Copy the license key from the email you received, and then paste it into the License
Key box.

Select Modify to save your changes.
To view your license details, return to the License List page.

After you select your license record, you can view its details under the following tabs:

» Settings — Allows you to edit the license name, the license key, add a comment

about the license, and view your license consumption (that is, how many and which
IPs are currently in use).

« Permissions - Allows you to configure which users and/or groups have access to the

license details.

» Reporting — Displays the license consumption including the IP addresses and

FQDN's currently in use.

» Split License — Allows you to split the license to assign available IP addresses to

sub-organizations.
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Viewing Events

Events are actions a specific Scan Setting entity has taken. For example, events may include
“scan complete,” “scan started,” “scan missed its schedule,” and similar actions.

To view events, click More > Events.

Search for a specific event using the Search by Event Name box. By default, the box
performs searches by Event Name. To refine the search using additional criteria, click the
box and enter information in the Event ID, Organization, Scan or Web Scan, and/or Issued
On date boxes.

Use the drop-down list above the search results to change the number of results displayed.
You can also use the arrows in the column headers to sort the data. To sort by Event Name,
for example, click on the arrow icon in the header for that column. Its color will change to
green to indicate that the data is sorted on that column. The vertical sequence of lines that
appears next to the green arrow indicates whether it is an ascending or descending sort. To
toggle the direction of the sort from ascending to descending or vice versa, click on that
icon. Use the buttons that appear below the resulting table to page through the search
results.

Click on an event to view the event details. The Event Details page displays the Event Name,
Additional Information (if any), the Scan Name, and the Issued On date.

basic search

\

i e o S

L ]
« access advanced search

The Event List page.
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/

Event List

EventID 3

373378

373379

373377

31373

373371

373370

[show of 25874 entries

E :ntName

sffen Progress

Sffan Progress

11| Organization

October Test

October Test

Choose number ofiresults to, show octobertest

Scan Progress
Scan Progress
Scan Progress
Scan Progress
Scan Progress
Scan Progress

Scan Progress

October-Test

October-Test

October-Test

October-Test

October Test

October-Test

October Test

I Scan or Web Scan

Oct 26, 2017

Oct 26, 2017

Oct 26, 2017

Oct 26, 2017

Oct 26, 2017

Oct 26, 2017

Oct 26, 2017

Oct 26, 2017

Oct 26, 2017

Oct 26, 2017

The Event Details page.

In the example above, the scan completed on September 26, 2017 at 6:18 AM.

Q Scans

& Admin

Resuits

More

Tickets

Events

Server

Scanning Profiles

Event Details

Event Name:  Scan Completed

Scan Name: Test

YEL

Issued On:  2017-09-26 06:18:26
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System Searches and Results

beSECURE Summary Results provide basic, aggregated information on the vulnerabilities
found during a scan. The search parameters involve the Organization, Scan, Vulnerability
Name, Category , Hostname / IP Address, Service and Port, Scan Number, Test ID,
Summary, Impact, Solution, Output, Risk, CVSS Score, Vulnerability Age, Reference Search,
OS Type, Asset Group, Scan Date, & Vulnerability ID. You can also tick the boxes for: Include
Previous Scan Results, Show 'None' Risk, Show Unticketed, Show Ignored, & Return Dynamic
Output.

You can search with multiple parameters even in the same field by using a comma. It is
possible to change the columns that you see in the results using the columns visibility
option.

Searches and results are available to all beSECURE system users.

To access searches and results, click Results > Search in the side navigation pane to open
the Vulnerability Search page.

Searching with multiple queries

On the Vulnerability Search page, enter the values in the parameters you want to include in
your search. For example, entering values in the Service and Port, Risk, and Vulnerability Age
parameters and then clicking Search returns results that include those parameters.

Searching by Hosthame/IP Address

1. On the Vulnerability Search page, click the Organization box to select your
organization.

2. Enter the desired host name or IP address in the Hostname / IP Address box.

a. To query multiple hostnames or IP addresses in a search, separate each with a
comma (for example, 192.168.0.100,192.168.0.200).

b. To query an exact match for a hostname, follow the name with the dollar sign
character (8).

3. Click Search to perform a search.

Search by reference
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1. Onthe Vulnerability Search page, click the Reference Search box and select the
desired source.

2. Enter the string you want to query in the empty box to the right.
3. Click Search to perform a search.

Search by Asset Group

NOTE: Asset Groups must be created by your organization beforehand. See To create an
Asset Group under Assets for more information.

1. On the Vulnerability Search page, click the Asset Group box and select the desired
Asset Group.

l NOTE: Searches can only include one Asset Group.

2. Click Search to perform a search.

To save a search

1. After entering the values in the desired parameters, click Saved Search(es) in the
upper-right corner of the Vulnerability Search page, and then click Save Current
Search.

a. To overwrite an existing saved search, click the Update an existing Saved
Search box.

b. To create a new saved search, enter the desired name in the Create a new
Saved Search box.

2. Click Save.

NOTE: Once a result of the search is received, you can download a report of these results
in different formats e.g. pdf, xml, HTML, CSV.
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Summary Results

beSECURE Summary Results provide basic, aggregated information on the vulnerabilities
found during a scan. The reports show the Host(s), Scan Date, Total number of
vulnerabilities found, number of High-risk and Medium-Risk vulnerabilities, an overall Score,
and a vulnerability Trend indicator for each location associated within organization.

To access Summary Results

1. Click Results > Summary.
2. Click Organization box to select the desired organization to use.

The Vulnerability Scan Summary Results page.

This page displays a hierarchy that shows the structure of the selected organization, as well
as the vulnerability information accumulated for each location.

The summary shows up to two levels of an organization hierarchy. The top level is the
organization itself (indicated by a green organizational chart icon in the first column). The
direct sub—items appear beneath the organization. They are indicated by a scan icon
(computer).

The page shows the following information:

Field Description
Location = The location in the organization’s hierarchy.

Host(s) The number of hosts scanned, with the number of hosts from the previous
scan in parentheses. Clicking on the first value in will open the Vulnerability
Scan Detailed Results page.

Scan Date The date of the most recent scan.

Total The total number of vulnerabilities found. The integer in parentheses is the
number of vulnerabilities found in the previous scan.

High The number of high-risk vulnerabilities found. The integer in parentheses is
the number of vulnerabilities found in the previous scan.

Medium The number of medium-risk vulnerabilities found. The number in
parentheses is the number of vulnerabilities found in the previous scan.

Score The current score for the location on a scale of 0 to 100, with 100
representing the best possible score and a highly secure network. The
number in parentheses is the score from the previous scan.
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Field Description

Trend Indicates whether the target is becoming more or less secure, based on a
comparison of the scores for the current and previous scans. An
improvement in the Score due to fewer vulnerabilities is indicated by a green,
upward-facing arrow. A drop in Score caused by an increase in vulnerabilities
is indicated by a red, downward-facing arrow. A stable score is indicated by a
yellow circle.

Clicking on a value in the Location column will bring up Actions window, which provides
access to additional information and options for the selected Location.

The Actions window.

The General Information section of the Actions window shows the Organization, Scan, a list
of hosts scanned, and the score for each host. By default, the Actions window displays the
information for the first host in the list. To change the data displayed in the window, click on
a different host.

The Last Scan Result section contains a pie chart that visualizes the proportions of high,
medium, and low-risk vulnerabilities for the most recent scan of that location. You can
compare the chart with the results from the previous scan by clicking the Previous result
button. The Vulnerabilities Information section displays the same numbers shown on the
Vulnerability Scan Summary Results page.

The Report section provides access to downloadable Vulnerability Reports and Remediation
Reports. Vulnerability Reports provide details on the vulnerabilities found during a scan. In
addition to the raw figures displayed in the Summary Results section of the beSECURE
system, the reports also contain additional context, explanatory information, and possible
solutions.
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2. WEB APPLICATION COOKIES LACK  / Web Applications
HTTPONLY FLAG

Host(s) affected:
122.69 ( ) - https {443tcp)

The remote web application sets various cookies throughout a user's unauthenticated and
authenticated session. However, one or more of those cookies are not marked "HitpOnly',
meaning that a malicious client-side script, such as JavaScript, could read them. The HitpOnly
flag is a security mechanism to protect against cross-site seripting attacks, which was proposed
by Microsoft and initially implemented in Internet Explorer. All modern browsers now support it.

| 122,69 : hitps (443/tcp)
The following cookies do do not have set the HitpOnly cookie flag:
Cookie name: DSLaunchURL, Path: /, HitpOnly Flag: 0
Cookie name: DSSIGNIN, Path: fdana-nal, HitpOnly Flag: 0
Cookie name: DSSigninURL, Path: /. HitpOnly Flag: 0
Cookie nama: DSIVS, Path: /, HipOnly Flag: 0

Possible Solution:
Each cookie should be carefully reviewed to determine if it contains sensitive data or is relied upon for a secunty

decision

If possible, add the "HitpOnly' attribute to all session cookies and any cookies containing sensitive data.

OWASP: A5 - Security Misconfiguration

°
Y
: security 8 Automated Vulnerability Detection System
-
»
g

A Vulnerability Report in HTML format.

The reports are available in HTML, PDF, XML, and XLS formats. The HTML version of the
report can be viewed in any web browser. It will automatically open in your default browser.
The PDF version is a printer-friendly report. The third option is an XML machine—-readable
format that enables you to import the data into third-party reporting software. The XLS
format is a Microsoft Excel-compatible CSV file. The XML and CSV formats contain tabular
data only. Graphics are not included.

To generate a Vulnerability Report in a downloadable format, click the icon for the format
you prefer. The HTML report will open in your browser. The other file formats will download
to your machine automatically.

Remediation Reports suggest specific actions that will remediate selected vulnerabilities.

For example, the following report suggests two actions that will remediate 5% of the
vulnerabilities found during a scan of a particular Location.
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°

Top 2 Remediations by Risk with Details

Generated on 2017-11-17 03:23:53

The following report is based on findings retumed from: 15 hosts and a total of 44 ( 0 high and 44 medium ) vulnerabilities are
being considered in this report.

| WHR?f%yedm Aﬁe1%ung
~ Vulnerabilities Hosts

Remediations Remediated Affected Assets Risk
Vulns

SSL Certificate with Wrong Hostname 1 10 40

Web Application Cookies Lack HttpOnly Flag 1 2 8

Risk is calculated by taking 'Remediated Vulns', multiplying it with the number of ‘Affected Assets’, and finally
multiplying it with the 'Risk level' (which is either 8 for High, 4 for Medium or 1 for Low)

1. SSL Certificate with Wrong Hostname

- 3
©
security
7:9 -
g

A Complete Remediation Report.

Complete Remediation Reports suggest actions that address all types of vulnerabilities.
Only High Remediation Reports suggest actions that address high-risk vulnerabilities only.
These reports are available in PDF format only.

You can also send a report in PDF format to a contact person listed in the beSECUREE
system. To do this, select the contact from the drop-down list at the bottom of the window,
then click the PDF icon to the right.

Click the Close button to exit the Actions window.

For more information on reports, see the Reports section of this document.

User Guide
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Searching Vulnerabilities

The Vulnerability Search page enables fine—grained searches for specific vulnerabilities.

To search for vulnerabilities
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. Click Results > Search. This page presents the following search options:

Field
Organization

Scan

Vulnerability
Name

Category

Hostname/IP
Address

Service and
Port

Scan Number

Test ID

Summary

Impact

Solution

Output

User Guide

Description
The organization to search for.
The scan that identified the vulnerabilities.

I NOTE: An organization must be selected first.

Searches for text in the descriptive name for the vulnerability.

The category of vulnerability. beSECURE categorizes
vulnerabilities according to their area of impact (web
applications, encryption, etc.).

The hostname or IP address scanned. Use commas to separate
multiple values. You can also use a dollar (S) sign to indicate that
you want an exact match. By default, he system returns partial
matches.

The service and port scanned. Separate the values with commas.
For example, entering 80,443 will return the results for port 80
and port 443.

The number assigned to the scan. The Scan Number for the first
scan of a target will be 1, the second scan will have the Scan
Number 2, and so on.

The ID for the beSECURE test that detected the vulnerability
during the scan.

A summarized description of the test beSECURE conducted and
the findings it revealed.

The potential impact of the vulnerability, such as unauthorized
access or loss of data.

Potential solution(s) for resolving the vulnerability.

Evidence that a web scan test was able to detect a vulnerability.
This may be the name of a file in a format known to be
vulnerable, sensitive information that can only be obtained by
using the vulnerability, or some other indication of a vulnerability.

NOTE: The Return Dynamic Output box must be checked for
the Output to be displayed (see below). Output is available
for web scans only.
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Field
Risk

CVSS Score

Vulnerability
Age

Reference
Search

OS Type

Scan Date

Vulnerability ID

Include
Previous Scan
Results

Show ‘None’
Risk

Show Un-
Ticketed
Show Ignored

Return
Dynamic
Output

Description

The level of risk assigned to the vulnerability. The first drop-down
list in this field allows users to search for vulnerabilities with a
risk level thatis equal to, (=), greater than (>), less than (<),
greater than or equal to (>=), or less than or equal to (<=) the risk
level selected from the second drop-down list(High, Medium,
Low, or None).

The CVSS score for the vulnerability.

The age of the vulnerability, as an integer. Use the drop-down list
to the right of the text field to indicate whether the number
entered represents day(s), week(s), or month(s).

Searches for a specified CVE, CERT, CSC (Cisco), or KB
(Microsoft Knowledge Base) item.

The type of operating system the remote target runs.

Searches scans that fall within a date range. Use the calendar
widgets to enter begin and end dates.

The ID for a specific vulnerability.

Whether to include results from previous scans.

Whether to show vulnerabilities that are not associated with a
risk level.

Whether to show vulnerabilities that aren’t associated with a
ticket.

Whether to show vulnerabilities that have been marked Ignore.
Activates the Output field above.

I NOTE: Output is available for web scans only.

2. Search using one or three parameters:

a. Vulnerability name - A string search (you can write a part of the name)

b. Vulnerability ID - for a specific vulnerability on a specific IP/DNS

c. TestID -for all the places this vulnerability shows

3. When finished entering search parameters, click the Search button. The Vulnerability

Scan Detailed Results page appears.

User Guide
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The Vulnerability Search page.

This page displays a list of vulnerabilities that match the search criteria. It presents the
following default information about each vulnerability:

Field Description
Vulnerability A descriptive name for the vulnerability.
Name

Organization The name of the organization associated with the vulnerability.
Scan The name of the scan that found the vulnerability.

Risk The risk level associated with the vulnerability. Values are High,
Medium, Low, and None.

CVSS Score The CVSS Score for the vulnerability.

Hostname/IP The host address or IP address of the affected host.

Address

Service and The service and port affected by the vulnerability. Separate the values

Port with commas. For example, entering 80, 443 will return the results for
port 80 and port 443.

Scan Date The date the scan took place.

Field Description

Vulnerability ID
Port

Service

Protocol

Category

Ticket Status
Ticket Assigned To
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Field
Ticket State

Description

BR:R

T ST T e S S

The Vulnerability Scan Detailed Results page.

You can export a copy of the list by clicking the icon for the file format you prefer at the top
of the page. The list can be exported in HTML, PDF, XML, or XLS format. Click on an entry in
the list to view the Vulnerability Details.

Viewing vulnerability details

The Vulnerability Details page shows detailed information about a specific vulnerability and
ways to resolve that vulnerability. The system presents the following information on

vulnerabilities:

Field

Vulnerability
Name

Risk

Hostname /
IP Address

Service (Port)
Protocol

Scan Date

Category

Summary

Solution

User Guide

Description
A descriptive name for the vulnerability.

The risk level associated with the vulnerability. Values are High, Medium,
Low, and None.

The host address or IP address of the affected host.

The affected scan setting service, composed of the service name, port
number, and scan setting protocol.

The date and time the scan took place.

The category of vulnerability. beSECURE categorizes vulnerabilities
according to their area of impact (web applications, encryption, etc.).

A summary of the vulnerability that gives extended details about the
vulnerability, the affected products, and if possible, ways to recreate the
situation caused by the vulnerability.

Potential solution(s) for resolving the vulnerability.

www.fortra.com
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Field Description

CVE(s) The Common Vulnerabilities and Exposures (CVE) ID number for the
vulnerability. Click on the value to view details about the CVE at
NIST.gov.

Nist NVD The CVSS severity score for the vulnerability. The CVSS is an

CVSS Score independent system that scores vulnerabilities on a scale from 1 to 10. A
score of 10 indicates a critical vulnerability, while 0 represents negligible
risk.

Nist NVD The severity score for the vulnerability on the updated CVSS Score v3

CVSS Score scale. Click on the value to view details about the CVE at NIST.gov.

v3

CWE The Common Weakness Enumeration ID for the vulnerability. CWE is an
industry standard for indicating vulnerability type.

More Provides links to external websites that contain further information about

Information the vulnerability, including the CVE, Microsoft's knowledge base, and
securiteam.com.

Test ID The ID for the beSECURE test that detected the vulnerability during the
scan.

Vulnerability = The ID for the vulnerability.

ID

Vulnerability = The age of the vulnerability, as the number of days that have elapsed

Age between the first and last time beSECURE detected it.

The Vulnerability Details page.

Vulnerabilities are categorized by three main risk levels. High-risk vulnerabilities can allow
an attacker to gain elevated privileges on a vulnerable machine, and should be addressed as
top priority. Medium- risk vulnerabilities are weaknesses that either expose sensitive data to
an attacker or facilitate a denial of service. Low-risk vulnerabilities allow preliminary
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information—gathering for an attacker, or pose risks that are not entirely security-related.
Security policies are considered low-risk. The system categorizes results that pose no
security threat but show interesting information about the target as None.

The Vulnerability Details page also provides access to ticketing functionality. If a ticket does
not exist for a vulnerability, you may create one by clicking on the Create Ticket button. If
there is an existing ticket for a vulnerability, a View Ticket button will appear instead. For
more information, see Tickets.
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Differential Search

Differential reports allow you to monitor changes between two scan events for an
organization. This functionality allows you to track performance in terms of:

e The actions taken to address vulnerabilities

» The amount of time that elapses before vulnerabilities are addressed

To run a differential search

1. Click Results > Differential in the sidebar.

2. Fill out the following search fields (from left to right):

a. Choose your Organization from the drop-down list. The number of saved scans
available appears in parentheses next to the Organization name. The Scan field
on the right will populate with the available scans for that Organization.

b. Choose a Scan from the drop-down list.

c. The High, Medium, and Low boxes for the Show New Vulnerabilities field are

selected by default. Disable if desired.

d. The High, Medium, and Low boxes for the Show Remediated Vulnerabilities
field are selected by default. Disable if desired.

e. Inthe Current Results From field, select the date of a recently run scan.

f. In the Previous Results From field, select the date of an earlier scan.

g. Inthe Results Selection field, choose a date range to narrow the results to a
shorter period between the scan dates you selected in steps e and f above.

h. Check the checkbox for Show Persistent Vulnerabilities, if desired.

i. Check the checkbox for Show Open Ports, if desired.
j. Click the Show button to view the results, or the Clear button to start over.

= Kate Dougherty

Differential Search

Previous Results

[}
[

Results Selection

The Differential Search page.
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The results screen shows results by Host and results by Vulnerability.

Vulnerability Scan Differential Results - Hosts

Show | 1 | of1entries

0 0 1]

securteamcom EED | 100 0

¥ 10.00 | securiteam.com 90.00 7 o

Vulnerability Scan Differential Results - Vulnerabilities Exportas: |<=] a nH @

Show | 7 v | of7entries

m I AT w

securiteam.com e

Missing X-Frame-Options Response

securiteam.com  [CETHED] NE

securiteam.com

securiteam.com NEW VULNERABILITY dentify Unknown Services via GET Requests

The Differential Search results page.

The Vulnerability Scan Differential Results — Hosts section displays the following
information:

Field Description

Host The host scanned during the previous scan.

(Previous

Results)

Score The host’s overall score.

Total The total number of vulnerabilities found.

High The number of high-risk vulnerabilities found.

Medium The number of medium-risk vulnerabilities found.

Low The number of low-risk vulnerabilities found.

Trend Indicates whether the target is becoming more or less secure, based on a
comparison of the Scores for the current and previous scans.

Host The host scanned during the current scan.

(Current

Results)

Score The host’s overall score.

Total The total number of vulnerabilities found.

High The number of high-risk vulnerabilities found.

Medium The number of medium-risk vulnerabilities found.
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Field Description
Low The number of low-risk vulnerabilities found.

In the image below, for example, secureiteam.com was the host or target in the previous
and current scans. The previous results show a perfect overall score of 100, with no
vulnerabilities found. In the current results, however, beSECURE found a total of seven
vulnerabilities, and the host’s overall score fell to 90. The Trend column reflects this 10-
point drop. For more information on how beSECURE calculates scores, see the Scoring
section of this document.

S N N i e T S o o N N

The Hosts section of the Vulnerability Scan Differential Results page.

The Vulnerability Scan Differential Results — Vulnerabilities section displays the following
information:

Field Description

Host Affected The host scanned. A label for the vulnerability risk for the host appears
next to the host name.

Vulnerability A descriptive name for the vulnerability found in the previous scan. The

Name value “New Vulnerability” will appear if the vulnerability was not

(Previous) discovered in the previous scan. The value “Remediated” will appear if a
vulnerability discovered during a previous scan does not appear in the
current scan.

Vulnerability = A descriptive name for the vulnerability found in the current scan.
Name
(Current)

To export the results in HTML, PDF, XML, or XLS format, click the icon for the format that
appears above the results table.

The Vulnerabilities section of the Vulnerability Scan Differential Results page.
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Click on a row to view the vulnerability details.

The Vulnerability Details page.

The links at the top of the page provide access other areas of the Differential Results
section within the same page. For example, clicking Vulnerability Scan Differential Results —
Hosts will open a panel containing the Host results. Clicking Differential Search will open
another panel containing the search interface, so you can run another Differential Search
within the same page.

e e N =N <N | | == N < = | e == O O | == N =N
=) 5

Rl

The Vulnerability Scan Differential Results page, with the Differential Search panel
expanded.

Click on a result to see the vulnerability details.
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Vulnerability Scan Differential Results

Vulnerability Details

TestiD: 17257

Affected Port 80
Affected Protocol:  tcp

Affected Service:  http

Category:

Summary

Solution:  Use one

More Information:

Scan Date:  2017-07-
Scan Number: 4
Vulnerability ID: 5484281

Vulnerability Age (days): 0

Vulnerability Name:  Missing X-Frame-Options Response

Affected Host: ~ securiteam.car

-Vulnerabilities Exportas. <3 a E!

server does not set the X-Frame Options in its responses, this can be used to cause s ClickJscking sttack

The Vulnerability

Details page.

The Vulnerability Details page displays the following information:

Field

Vulnerability
Name

Test ID

Affected Host
Affected Port

Affected
Protocol

Affected
Service

Category
Summary
Solution

More
Information

Scan Date

User Guide

Description
The name of the vulnerability.

The ID for the beSECURE test that detected the vulnerability during the

scan.
The host scanned.

The affected port.

The affected protocol (for example, tcp).

The affected service (for example, http).

The category the vulnerability falls under.

A descriptive summary of the vulnerability.

Provides suggestions for how to address the vulnerability.

Links to more information about the vulnerability.

The date of the scan.
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Field
Scan Number

Vulnerability
ID

Vulnerability
Age (days)

User Guide

Description

The number assigned to the scan. The Scan Number for the first scan of
a target will be 1, the second scan will have the Scan Number 2, and so
on.

The ID for the vulnerability.

The age of the vulnerability, as the number of days that have elapsed
between the first and last time it was detected.
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Scoring

The beSECURE system scores vulnerabilities, assets, networks, and organizations. The
vulnerability score is based on the severity of the vulnerability. The asset score is based on
the asset. Finally, the organization score is based on the average score for all of the
networks under an organization.

Vulnerability Score

beSECURE calculates a vulnerability’s score based on its risk factor (High, Medium or Low),
as well as the Common Vulnerability Scoring System (CVSS). The CVSS numeric base
scores represent the innate characteristics of each vulnerability.

While the CVSS also uses categorical Low, Medium, and High severity rankings, these
qualitative rankings are simply mapped from the numeric CVSS scores:

« Low severity — A vulnerability with a CVSS base score of 0.0-3.9.
» Medium severity— A vulnerability with a base CVSS score of 4.0-6.9.
» High severity — A vulnerability with a CVSS base score of 7.0-10.0.

In certain cases, some of the information typically used to generate CVSS scores may be
unavailable. This typically happens when a vendor announces a vulnerability but declines to
provide certain details. When this occurs, Beyond Security's analysts will assign CVSS
scores based on the information available.

CVSS Vector Definitions

beSECURE also provides a vector describing the components used to calculate the CVSS
score. This provides users of the score confidence in its correctness and insight into the
nature of the vulnerability.

CVSS vectors always include base metrics and may contain temporal metrics. See the
Common Vulnerability Scoring System User Guide for detailed descriptions of CVSS metrics
and their possible values.

CVSS Base Vectors

CVSS vectors containing only base metrics take the following form: (AV:[R,L]/AC:[H,L]/Au:
[R,NR]/C:[N,P,C]/I:[N,P,C]/A:IN,P,C]/B:[N,C,I,A])

The letters in brackets represent the possible values of a CVSS metric. One option is chosen
for each set of brackets. Letters outside the brackets are mandatory and must be included
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in a valid CVSS vector. Each letter or pair of letters is an abbreviation for a metric or metric
value within CVSS. The abbreviations are defined as follows.

« Example 1: (AV:L/AC:H/Au:NR/C:N/I:P/A:C/B:C)
« Example 2: (AV:R/AC:L/Au:R/C:C/I:N/A:P/B:N)

Metric Possible Values
AV = AccessVector (Related exploit range) R =Remote

e L=Local
AC = AccessComplexity (Required attack complexity) e H=High

e L=Low
Au = Authentication (Level of authentication needed to exploit) « R =Required

e NR = Not

Required

C = Conflmpact (Confidentiality impact) « N =None

e P = Partial

e C=Complete
| = Integlmpact (Integrity impact) « N =None

e P = Partial

e C=Complete
A = Availlmpact (Availability impact) « N =None

e P = Partial

e C=Complete
B = ImpactBias (Impact value weighting) e N =Normal

[ ] C =

Confidentiality

| = Integrity
e A = Availability

CVSS Temporal Vectors

CVSS vectors containing temporal metrics are formed by appending the temporal metrics to
the base vector. The temporal metrics appended to the base vector take the following form:

/E:[U,P,F,H]/RL:[O,T,W,U]/RC:[U,Uc,C]
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« Example 1: (AV:L/AC:H/Au:NR/C:N/I1:P/A:C/B:C/E:U/RL:0/RC:U)
« Example 2: (AV:R/AC:L/Au:R/C:C/I:N/A:P/B:N/E:P/RL:T/RC:Uc)

Metric Possible Values
E = Exploitability (Availability of exploit) e U=Unproven
e P = Proof-of-
concept
e F = Functional
« H=High
RL = RemediationLevel (Type of fix available) « O = Official-fix

T = Temporary-fix
W = Workaround
U = Unavailable

U = Unconfirmed

RC = ReportConfidence (Level of verification that the

vulnerability exists) e Uc=

Uncorroborated
C = Confirmed

beSECURE provides links to the NVD CVSS calculator by creating a hyperlink that includes
the CVSS vector. This works for both base and temporal vectors. The hyperlinks take the
following form.

» Example base vector hyperlink to CVSS calculator:
http://nvd.nist.gov/cvss.cfm?vector=(AV:L/AC:H/Au:NR/C:N/I:P/A:C/B:C)

» Example temporal vector hyperlink to CVSS calculator:
http://nvd.nist.gov/cvss.cfm?vector=
(AV:L/AC:H/Au:NR/C:N/I:P/A:C/B:C/E:U/RL:0/RC:U)

Host Score

Host scores range from 0 to 100, where higher values represent greater security. A score of
0 indicates that the host can be easily compromised, while a value of 100 indicates a secure
host with no High or Medium risk vulnerabilities.

The score for a host or asset is determined by summing the scores for all of the
vulnerabilities present on the host, and then averaging them. High, Medium, and Low risk
vulnerabilities are weighted differently. More weight is applied to High risk vulnerabilities,
while Low risk vulnerabilities have no weight. Weighting is done according to the following
calculation:

User Guide www.fortra.com page: 47


http://nvd.nist.gov/cvss.cfm?vector=(AV%3AL/AC%3AH/Au%3ANR/C%3AN/I%3AP/A%3AC/B%3AC)
http://nvd.nist.gov/cvss.cfm?vector=(AV%3AL/AC%3AH/Au%3ANR/C%3AN/I%3AP/A%3AC/B%3AC/E%3AU/RL%3AO/RC%3AU)
http://nvd.nist.gov/cvss.cfm?vector=(AV%3AL/AC%3AH/Au%3ANR/C%3AN/I%3AP/A%3AC/B%3AC/E%3AU/RL%3AO/RC%3AU)

System Searches and Results / Scoring

j{n umberofmedium)

hostscore = {l)inumbgmf high) ( J
2 10

Network Score

The score for a network or group of assets is determined by averaging all of the scores for
the hosts present. A weight is added to each group of hosts. This allows you to assign
certain hosts greater importance than others. The added weight can help beSECURE users
decrease the importance of certain hosts (such as printers) when calculating the overall
score for a network or group of assets while assigning greater importance to other hosts,
such as production servers. The network score is calculated in the following way:

¥ [{{IL"E}"{IQ'ESCG]‘“EJ + [hastraunt))
(101 — weight)
(hostcount)
E({:'lﬂl — weight))

In the equation above, host weights are averaged together. The higher the weight, the larger
the influence on the network score. Assigning a group of hosts a weight of 1 or even 0
(zero) will make their influence unnoticeable or ignored, respectively.

Organization Score

An organization's score is based on the recursive average of the scores for all of the
scans/networks that fall under it. If an organization has sub-organizations, beSECURE will
also include their scores in its averaging algorithm.
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Reports

While beSECURE reports are available from various areas of the Results menu, the Reports
sub-area serves as a central location for generating and viewing custom reports.

Viewing Reports
To view previously requested reports:

1. From the home page, click Results > Reports.

A list of previously generated reports will appear (if any). The list shows the following
information about each report:

Field Description

ID An ID for the report.

Report Name A descriptive name for the report.

Requested The date the report was requested.

Generated The date the report was generated.

Status The status of the report. Values are Queued, Ready, and Unviewed.

Hovering over an entry will cause a window with more information to appear.

If the Status of the report is Ready, clicking on the report will cause it to open in a browser,
or download to your machine.

Report Download

The Reports page.

Generating Reports
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To generate a report:

1. Go to Results > Reports. A list of previously generated reports will appear (if any).
2. Click Generate Report.
3. Complete the form that appears. The form has the following fields:

Field Description

Organization The organization to scan.

(required)

Scan The previously run scan to report on.

Scan Date The date and time the scan occurred.

Report Type The type of report to create (Executive Summary, HIPAA, etc.).
(required) Default is Regular.

Hide Host Whether to hide the Host Information section of the report, which
Information contains port scan results, data on the scan process, and other
Section information that is not related to vulnerabilities.

4. Click the Generate button. The report request will enter the queue. Reports are
typically generated within five minutes.

Customizing Reports

beSECURE allows users to control the information that appears in a report.

To customize a report:

1. Go to Results > Reports. A list of previously generated reports will appear (if any).
2. Click the Customize Report. The customize report window will open.
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3. Complete the form that appears. The form has the following fields:

Field
Customization Name
Report Name

Format (required)

Report Type

Report Style
(required)

Hide Host
Information Section

Description
A name for the customization.
The name of the report.

The output format for the report. Values are PDF (default)
and XML.

The type of report to create. Values are Complete (default),
Filtered, and Differential.

The style of report to create (Executive Summary,
HIPAA,etc.) Default is Regular.

Whether to hide the Host Information section of the report.

4. Click the Modify button to save the changes.

To delete the report customization entirely, click the Delete button.

User Guide
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Assets

Assets are hostnames or IP addresses. Asset groups are used as a filtration option. An
asset group can be created using hosts from multiple scans or from the same scan.

An Asset represents the hostname or IP address entered into beSECURE. Each asset is
assigned a value to represent its the hostname or IP address has on the score for the
network that contains the asset, as well as the score of the Organization containing the
Network.

By default, all assets are given a Value of Normal. However, changing the Value assigned to
an asset gives you greater control over weighting and scores. Valid Values range from 0
(Ignore) to 100 (High). A value of Normal represents the median value of 50, and gives no
special weight to the host in question.

To view Assets

1. Click Results > Assets.
2. Click Summary.

The Asset Summary page.

3. To filter the list, choose an organization from the drop-down list at the top of the
page. You may also use the navigation buttons at the bottom to page through the
list. Click on an entry to view its details.
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The Asset Summary Results page appears. This page shows the Location, Value, Operating
System, DNS, NetBIOS name, MAC, and tag for each asset. To export this information, click
the icon for the output format you prefer. Results can be exported as HTML, PDF, XML, or
XLS files.

S v e | =< =< = 7= N —

The Asset Summary Results page.

All of the assets in the image above have the default Value of Normal. They affect the
Network and Organization score equally.

To change the Value for an asset in order to adjust its weight in the scoring process, click
the edit icon that appears next to the Value, and then choose a new Value from the box.

The Assets Search page allows you to locate a specific asset more efficiently. To search
assets:
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1. Click Results > Assets > Search.
2. Enter search parameters. The Assets Search page contains the following fields:

Field Description
Organization The organization associated with the asset.

Scan The scan associated with the asset. Note: An organization must
be selected first.

Hostname/IP  The name or IP address range for the host scanned.

Address

Operating Filters by the target’s operating system.

System

DNS The FQDN or Internet Host name of the target.

NetBIOS The NetBIOS name.

MAC The hardware address of the target machine.

Recursively Whether to search recursively. While a standard search occurs at
the main organization level, a recursive search examines the
selected organization and all of the sub-organizations under it.

Hide No- Whether to hide targets with no vulnerabilities.

Results

3. Click the Search button.
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Alerts

An alert is a user-defined search that triggers an email to the user when it returns results.
For example, an alert might send an email whenever a high-risk vulnerability is found. The
alerts area of the beSECURE system displays a list of alerts the system has generated.

Adding an alert

To set up a new alert, do the following:

Log in to beSECURE.

From the left-side panel, select Results > Search.

Choose your desired filter/parameter options for the alert, and then select Search.
Once the results display, from the top-right corner of the page, select Alert.

a bk~ N =

Select New. beSECURE will automatically redirect to the Alert Results page. New
Alerts are titled New Alert.

6. Enter the following information for these parameters:
a. Name - The name of the alert.
b. Owner - The user that owns the alert.

c. Email Subject - When the alert's criteria is met, an email notification is sent.
The default Email Subject line ("The AVDS system as generated an alert.") is
customizable.

d. Send Alert to - The contact or contact group to send the email notifications to.
7. Select Modify.
8. Select the new alert, and then select Enable Alert to activate it.

Editing alerts

To edit existing alerts, do the following:

Log in to beSECURE.
From the left-side panel, select Results > Alerts.
From the Alert List page, select the desired alert.

A owbn =

From the Alert Details page, make your desired changes.
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g.
h.

Name - The name of the alert.
Owner - The user who owns the alert.

Email Subject - The subject of the email message that will be sent to the
contact person.

Search Parameters - The search parameters that should generate the alert.

Result - The results of a "test run" of the alert. This information is useful for
debugging.

Issue Empty Alerts - Whether to issue empty alerts to indicate that no results
were found.

Send Alert - To The contact person the alert should be sent to.
Alert This Email - The email address the alert should be sent to.

5. Select Modify to save your changes.

Deleting an alert

To delete an alert, select Delete.
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Tests

Each beSECURE scan runs multiple Tests designed to detect vulnerabilities. The Tests area
of the beSECURE system provides an overview of the Tests included in a scan.

To access Tests:

1. Click Results > Tests. The Test Search page provides the following information
about each test:

Field Description
Test ID The ID for the test that detected the vulnerability.

Vulnerability A descriptive name for the vulnerability.
Name

Test Category The category the test falls into. Each category is designed to
detect different types of vulnerabilities.

Test Risk The vulnerability risk level the test is designed to detect. Values
are None, Low, Medium, and High.

Date Added The date the test was added.
Last Modified The date the test was last modified.

2. Use the search box to search for a test by Vulnerability Name, or click the arrow in
the search box to open the advanced search options. The advanced search allows
you to retrieve tests based on the following fields:

Field Description
Test ID The ID for the test.

Vulnerability ~ Searches for text in the descriptive name for the vulnerability.
Name
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Field
Test Category

Test Type

Test Risk

Revision

Summary

Impact

Solution

CVE

Date Added
Last Modified

Description

The category the test falls into. Each category is designed to
detect different types of vulnerabilities.

The type of test. Values are Attack, DoS (denial ofservice),
Informational (data-gathering only; do not uncover vulnerabilities),
and Scanner(configure how the scanner preforms the scan in
terms of speed, authentication usage, web scanning settings,
etc.).

The vulnerability Risk level the test is designed to detect. Values
are None, Low, Medium, and High.

The version of the test (for example, “Istgeneration,”
“2ndgeneration,” etc.).

A summarized description of the test and the findings it revealed.

The potential impact of the vulnerability, such as unauthorized
access or loss of data.

Potential solution(s) for resolving the vulnerability.

The Common Vulnerabilities and Exposures (CVE) ID number for
the vulnerability.

The date the test was added.

The date the test was last modified.

Click on a result to see the vulnerability details associated with the test. For more
information on the details the system provides, see the Viewing vulnerability details on
page 36 section of this document.

Test Details table

Field Description

Vulnerability = A descriptive name for the vulnerability.

Name

Risk The risk level associated with the vulnerability. Values are High, Medium,

Low, and None.

Hostname / The host address or IP address of the affected host.

IP Address

User Guide
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Field

Service (Port)

Protocol
Scan Date

Category

Summary

Solution
CVE(s)

Nist NVD
CVSS Score

Nist NVD
CVSS Score
v3

CWE

More
Information

Test ID

Vulnerability
ID

Vulnerability
Age

User Guide

Description

The affected scan setting service, composed of the service name, port
number, and scan setting protocol.

The date and time the scan took place.

The category of vulnerability. beSECURE categorizes vulnerabilities
according to their area of impact (web applications, encryption, etc.).

A summary of the vulnerability that gives extended details about the
vulnerability, the affected products, and if possible, ways to recreate the
situation caused by the vulnerability.

Potential solution(s) for resolving the vulnerability.

The Common Vulnerabilities and Exposures (CVE) ID number for the
vulnerability. Click on the value to view details about the CVE at
NIST.gov.

The CVSS severity score for the vulnerability. The CVSS is an
independent system that scores vulnerabilities on a scale from 1to 10. A
score of 10 indicates a critical vulnerability, while 0 represents negligible
risk.

The severity score for the vulnerability on the updated CVSS Score v3
scale. Click on the value to view details about the CVE at NIST.gov.

The Common Weakness Enumeration ID for the vulnerability. CWE is an
industry standard for indicating vulnerability type.

Provides links to external websites that contain further information about
the vulnerability, including the CVE, Microsoft's knowledge base, and
securiteam.com.

The ID for the beSECURE test that detected the vulnerability during the
scan.

The ID for the vulnerability.

The age of the vulnerability, as the number of days that have elapsed
between the first and last time beSECURE detected it.
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Tickets

A vulnerability may be assigned a ticket. Unlike vulnerabilities, tickets are actionable items.
Tickets allow all system users to track the course of action taken to eliminate a
vulnerability. Users can update the status of a ticket, change a ticket's due date, add
comments, and more through the tickets area.

Viewing Tickets
To view tickets:

1. Click More > Tickets.
2. Click Summary.

By default, the Ticket Summary page displays information for all organizations. To display
the tickets for a specific organization, select an organization from the drop-down list at the
top of the page.

The results show the following information for each organization:

Field Description

Location The organization, scan, or host.

Total The total number of tickets.

Open The number of open tickets.

Close The number of closed tickets.

Resolved The number of resolved tickets.

Ignored The number of ignored tickets.

Overdue The number of overdue tickets.

Highest The priority level of the highest-priority ticket.

Priority

Report Contains icons for downloading a summary report in HTML, PDF, XML, or
XLS format.
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Ticket Search

Ticket Summary Results

\\\\\\

|
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The Ticket Summary page.

Click on the value in a cell to see all related tickets. In the image above, for example, clicking
on the number 45 would bring up a list of 45 open tickets for the Demo location.

Searching Tickets

To search tickets:

1. Click More > Tickets.
2. Click Search.

By default, the Ticket List page displays all of the tickets for an organization. The
basic search allows you to search by Vulnerability Name by entering text in the
search box at the top right. To access the advanced search, click the arrow at the
end of the search box. A search window with additional options will appear.

\\\\\\\\\\
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The Ticket List page, with the advanced search expanded.
The advanced search screen provides the following options:

Field Description
Ticket ID The ID for the ticket.

Vulnerability A descriptive name for the vulnerability.
Name

Hostname/IP The host name or IP address for the host associated with the

Address ticket.
Service and The service and port affected by the vulnerability. Separate the
Port values with commas. For example, entering 80, 443 will return

the results for port 80 and port 443.
Organization The organization associated with the ticket.

State The status of the ticket (open, ignore, resolved, or closed). For
more information, see the Tickets section of this document.

Priority How urgent the ticket is. Values are None, Low, Moderate,
Important, and Critical.

Risk The level of risk associated with the vulnerability in the ticket.
Values are High, Medium, Low, and None.

Due Date The date the ticket is due. Enter before and after dates to return
tickets due within a specific time range.

Open Date The date the ticket was opened. Enter before and after dates to
return tickets due within a specific time range.

Close Date The date the ticket was closed. Enter before and after dates to
return tickets due within a specific time range.

Last Updated The date the ticket was last updated. Enter before and after
dates to return tickets due within a specific time range.

Show My Includes tickets assigned to the current user.
Tickets
Show Closed Includes tickets that have been closed.

Show Resolved  Includes tickets that have been resolved.
Show Ignored  Includes tickets that have been marked Ignore.
Show Overdue  Includes tickets that are overdue.

3. If using the advanced search, enter your search criteria and click the Search button.

User Guide www.fortra.com page: 62


#_bookmark25

Tickets / Viewing Ticket Details

4. Use the Next and Previous links at the bottom of the page to navigate through your

results.

Click on a ticket to view the Ticket Details page.

Viewing Ticket Details

The Ticket Details page displays the following information about a ticket:

Field
Ticket ID
State

Priority
Due Date
Host

Organization

Scan

Risk

Open Date
Close Date
Last Updated

Assigned To

Comment

User Guide

Description
The ID for the ticket.

The status of the ticket (open, ignore, resolved, or closed). For more
information, see the Tickets section of this document.

How urgent the ticket is. Values are None, Low, Moderate, Important, and
Critical.

The date the ticket is due. Enter before and after dates toreturn tickets
due within a specific time range.

The host name or IP address, port, and protocol for the host associated
with the ticket.

The organization associated with the ticket.

The scan associated with the ticket. Note: An organization must be
selected first.

The level of risk associated with the vulnerability in the ticket. Values are
High, Medium, Low, and None.

The date the ticket was opened. Enter before and after dates to return
tickets due within a specific time range.

The date the ticket was closed. Enter before and after dates to return
tickets due within a specific time range.

The date the ticket was last updated. Enter before and after dates to
return tickets due within a specific time range.

The email address for the user the ticket is as signed to.

A field for optional comments.
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Open

The Ticket Details page.

To return to the ticket list, click Ticket List at the top of the screen.

Creating Tickets

Tickets are created through the Vulnerabilities List page, rather than the tickets area. One
ticket can be created from each vulnerability. A user who can view the vulnerability
information will also be able to view the ticket.

To create a ticket:

Follow the steps listed in the Searching Vulnerabilities section of this guide
Select a vulnerability from the results list.

Click Create Ticket.

Choose a ticket owner from the drop-down list, and then click Create Ticket.

Ao

Vulnerability Search v

Vulnerability Scan Detailed Results Exportas: <> a <>

B
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Vulnerability Details ~x

Creating a new ticket from a vulnerability.

Ticket State

User Guide www.fortra.com page: 64



Tickets / Ticket Priority

A Ticket may have one of the following states: Open, Closed, Resolved, Ignored, or Overdue.
The state Closed can only be assigned to tickets whose vulnerabilities are no longer
present. Tickets marked Ignored are not displayed in the system.

To Set a Ticket to the Ignore State

Select the desired ticket from the Ticket List to display its details.
Click the Edit tab.
Click the Action box, and then select Ignore.

Optionally, add a comment as to why this ticket is now ignored, providing visibility to
other users to why this action was taken.

5. Click Save.

Hwn -

Ticket Priority

A ticket can also be assigned one of the following priorities: None, Low, Moderate,
Important, or Critical. Critical tickets will appear at the top of the ticket list.

Ticket Due Date

The due date option sets a deadline for resolving a ticket. Tickets with due dates that have
passed will appear at the top of the list. In addition, the closer a ticket's upcoming due date
is to the current date, the higher it will appear on the list.
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Scanning

Creating Scans

I IMPORTANT: You must have Scanning or Administrator permissions to access this
feature.

Scans are created in beSECURE using either of the following methods:

e Quick - Create New Scan link at the top of the navigation bar - Provides a simplified
interface to allow a scan to be created and run quickly.

» Extensive - Scan List page- Provides access to all scan parameters at the time of
creation.

Once a scan is created, it is accessible from the Scans List page.

Create New Scan link

Log in to beSECURE.
In the upper-left corner of the Home page, select Create New Scan.
In the Scan Name box, enter a name for the scan.

Ao

In the Range box, enter the IP address(es) and/or hostname(s) to scan.

NOTE: Hostnames/IP addresses provided must be unique for the specified Parent
Organization, two different Scans assigned to the same organization should
have no common target hosts. Use a comma or a new lines to separate different
IPs or Hostnames. Use network dividers such has /8 (A-class) or /24 (C-class) to
define subnets. Use -' to define ranges (For the last digits only, i.e.
192.168.1.100-120).

5. In the Organization box, select an organization registered in your beSECURE account
to scan.

NOTE: Do not select an organization you could also register your SOC/ IT /
Production as your company’s organization.

6. Inthe LSS box, select the desired Local Scanning Server (LSS) to use with the scan.

7. To perform scans on the application layer (that is, the 7th OSlI layer), leave the Create
Web Scan check box selected.
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10.

11.

12.

In the Contact box, select a contact registered in your beSECURE account to receive
notifications regarding the scan.

To send real-time email notifications regarding the scan to the Contact selected,
leave the Scan Starts, Scan Finishes, and Scan Result Change(s) check boxes
selected in the Notifications group.

In the Schedule box, select if you want the scan to run Immediately, Daily, Weekly, or
Monthly.

If you selected Daily, Weekly, or Monthly for the Schedule parameter, in the Every or
Every day box, select the number of day(s), the day of the week, or calendar day,
based on the corresponding scanning schedule.

Click Create.

From the Scans List page

These steps cover the minimum parameters required for creating a scan entry. To
determine if you should configure parameters not discussed, see Scan Parameters for more
information:

a b won -

Log in to beSECURE.
In the upper-left corner of the Home page, select DevOps.
Select Scans > Scans List.

Select the Newo button.
On the Scan Details page, under the Main tab, configure the following parameters:
a. Inthe Scan Name box, enter a name for the scan.

b. In the LSS box, select the desired Local Scanning Server (LSS) to use with the
scan.

c. Inthe Organization box, select an organization registered in your beSECURE
account to scan.

NOTE: Do not select an organization you could also register your SOC/ IT /
Production as your company’s organization.

d. Inthe Hostname / IP Address Range box, enter the IP address(es) and/or
hostname(s) to scan. Optionally, click Import to import a CSV file, or Resolve to
resolve the host.
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NOTE: Hostnames/IP addresses provided must be unique for the specified
Parent Organization, two different Scans assigned to the same
organization should have no common target hosts. Use a comma or a new
lines to separate different IPs or Hostnames. Use network dividers such
has /8 (A-class) or /24 (C-class) to define subnets. Use '-' to define ranges
(For the last digits only, for example, 192.168.1.100-120).

6. If the scan requires Windows authentication, click the Authentication sub-tab and
configure the following parameters (skip to step 6 if Windows Authentication is not
required):

a. Inthe Stored Credentials box, select credentials from the Credentials Storage
section of your beSECURE account to use with the scan, or manually enter your
credentials in the Windows Username, Windows Password, and Windows
Domain boxes. To configure your Windows computer for authenticated
scanning, see Authenticating a Windows Machine.

b. To add SSH Authentication, click Host List to select from existing hosts
registered in your account, or click Add New Host to enter a Hostname and
Port to use with this scan.

7. Select the Hostname / IP Address Range tab and configure the following
parameters:
a. Inthe Include box, enter the IP address(es) and/or hostname(s) to include in

the scan. Optionally, click Importto import a CSV file containing hostnames
and/or IP addresses, or Resolve to resolve the host.

b. In the Exclude box, enter the IP address(es) and/or hostname(s) to exclude
from the scan. Optionally, click Import to import a CSV file containing
hostnames and/or IP addresses, or Resolve to resolve the host.

8. Select the Additional Settings sub-tab and configure the following parameters:

a. By default, the Ping Host check box is selected. See note before you opt to
clear this setting.

NOTE: Disabling Ping Host(s) causes the scan to skip the first phase where
it attempts to detect live hosts in the range provided. This causes the scan
to run on hosts that do not answer the Scan Setting ping and do not listen
to standard ports. This is beneficial when scanning high-security Scan
Settings like a DMZ. However, clearing this check box may also cause the
scan to run much longer due to all of the possible Scan Settings in the
range being scanned, even if there are no actual machines configured to
the IP address.
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g.

In the Port Range box, enter the desired range of ports to scan, or select the
Full Port Range check box to enter the full range of ports (1-65535).

Optionally, in the Exclude Ports box, enter any ports to exclude from the scan.

In the SNMP Community Name box, enter the desired SNMP name to use with
the scan.

In the Scanning Profile box, select a profile to use with the scan. See Scanning
Profiles to view or manage profiles.

Optionally, in the Tests to Exclude box, enter any tests to exclude from the
scan.

Optionally, in the Tests to Include box, enter any tests to include with the scan.

9. Select the Permissions tab and assign the contacts who need rights to access and
modify this scan by clicking on each desired contact name in the Available box to
move it to the Assigned box.

NOTE: A scan without assigned owners is automatically owned by any Scanning
or Administrator Account User in the account.

10. Select the Reporting tab and configure the following parameters:

a.

User Guide

In the Contact Person box, select a contact registered in your beSECURE
account to receive notifications regarding the scan.

To send real-time email notifications regarding the scan to the selected
Contact Person, leave the Scan Starts, Scan Finishes, and/or Scan Result
Change(s) check boxes selected in the Notifications group.

In the Customization Name box, select a preconfigured report stored in your
beSECURE account (if any), or select New to create a new report.

In the Format box, select PDF or XML for the report's format.

In the Report Type box, select Complete (full report), Filtered (results filtered
by way of vulnerability name), or Differential (compares results from two
different scans) for the type of report to generate. For information on the
Filtered or Differential report parameters that appear, see the Reporting tab
section of Scan Parameters.

If Format is set to PDF, in the PDF User Password box, optionally type a
password to password protect the report once it is generated.

In the Report Style box, select the style of report to view the scan results in. For
a description of each Report Style, see Report Styles.

To hide the Host Information section of the report when it is generated, select
the Hide Host Information section check box.

If the Report Type box is set to Filtered, configure the parameters in Filtered

www.fortra.com page: 69


scanning_profiles.htm
scanning_profiles.htm
report_styles.htm

Scanning / Creating Scans

Report group:
i. Inthe Vulnerability box, enter a name for the vulnerability

11. Select the Other tab and if desired, enter a comment regarding the scan in the
Comment box.

12. Select Create to save the scan and add it to the Scan List.

Export Tested/Untested List for a Scan

The export button allows the client to export the hosts that have been tested and the hosts
that haven't been tested/untested.

To find the Import/Export Option

On the left side menu, select Scans.

Select the Scans list, and then select Scans List > your desired scan.
Select Hostname/IP Address Range.

Select tested or untested.

rwbnn -
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Managing Scan Settings

Scan settings are available to Scanning Users and Administrators. The Scans area allows
these users to:

» Create entries containing specific scan setting information
« Modify existing scan setting information

» Delete scan setting information

« Undelete scan setting information

e Modify a scan’s schedule

e Enable a scan

e Disable a scan

Creating a Scan Setting Entry
To create an entry containing specific scan setting information:

Log in to beSECURE with administrative privileges.

Make sure the DevOps mode is selected.

Click Scans.

Click Scan Settings. A list of existing scans will appear (if any).
Click the plus sign @) button at the bottom right.

a ko -
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6. Fill out the form on the Settings tab (default).
a. The required fields on the Main sub-tab are:

Field Description
Scan Name A name for the scan.
(required)

LSS (required) The LSS to use for the scan.

Organization The organization associated with the scan.
(required)

Hostname/IP  The name or IP address range for the host to scan. Use the
Address Range Import button to import a CSV file, or the Resolve button to
(required) resolve the host.

NOTE: Hostnames/IP addresses provided must be
unique for the specified Parent Organization, two
different Scans assigned to the same organization
should have no common target hosts. Use a comma or
a new lines to separate different IPs or Hostnames. Use
network dividers such has /8 (A-class) or /24 (C-class)
to define subnets. Use -' to define ranges (For the last
digits only, i.e. 192.168.1.100-120).

b. Click on the Authentication sub-tab to enter a Windows username, Windows
password, and Windows domain (optional).

c. Click on the Hostname / IP Address Range sub-tab to import a CSV file of IP
address ranges or resolve the IP addresses to include and exclude (optional).

d. Click on the Additional Settings sub-tab to enter a port range, SNMP
community name, scanning profile type, and tests to exclude (optional).

NOTE: Unchecking the “ping hosts” check box on this sub-tab will cause the
scan to skip the first phase where it attempts to detect live hosts in the
range provided. This will cause the scan to run on hosts that do not answer
Scan Setting ping and do not listen to standard ports. This is beneficial
when scanning high security Scan Settings like a DMZ. However,
unchecking this box may also cause the scan to run much longer. This is
because all of the possible Scan Settings in the range will be scanned, even
if there are no actual machines configured to that IP address.

7. Click on the Permissions tab to assign additional managers for the scan setting
entry (optional). Click on an email/address name under the Available section to
move it to the Assigned section. This will assign that user as a manager for the scan
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setting. A scan setting without assigned owners will automatically be owned by any
Administrator account in the system.

8. Click on the Reporting tab to configure settings for reports. Available settings

include:
Field Description
Contact Person = The contact person who should receive reports and
(required) notifications.
Notifications The notifications to send. Values are Scan Starts, Scan Finishes,

and Scan Result Change(s).

Customization A saved report customization.

Name

Report Name The name of the report to send.

Format The format for the report.

Report Type Values are Complete, Filtered, and Differential.

Report Style Values are Regular, SOX, PCI (compliance), HIPAA, ISO 27001/2,

OWASP, CIS, Remediation, Microsoft Patches, Penetration Test,
Top Level Report, and Executive Summary.

9. When finished, click Create.

The Scan Details page.

Creating a new scan setting only registers it on the IS. A request to register the Scan Setting
on the selected scanning device will occur on the next synchronization or communication
cycle between the IS and LSS. Until the LSS accepts the registration request, the following
message will appear in the Scan Setting details: “The scan has not yet been confirmed by
the scanner. You cannot modify its scan setting until it is confirmed.”
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Once the LSS has accepted the scan setting registration, a new section in the scan setting
details form will appear. This section will allow the user to configure the scanning routine
and to enable the scan on the remote scanning device.

If the scanning device is changed once the original scanning device has accepted the
registration, a warning will be generated saying: “Changing a scanner will cause the scan to
be disabled on the original scanner and a new scan will be created on the new scanner.”

Creating a Schedule for a Scan Setting Entry

Adding a scanning schedule to a scan setting entry allows you to run automated scans on a
periodic basis. A schedule consists of a reference date (the date the schedule is calculated)
and a routine, which can be daily, weekly, monthly or once (a one-time scan). In order to
provide a schedule for a Scan Setting entry, you must create the scan setting first, then go
back and modify it.

1. Log in to beSECURE with administrative privileges.

2. Make sure the DevOps mode is selected.

3. Click Scans.

4. Click Scan Settings.

5. Enter text in the search box at the top right to search by Scan Name, or click the
arrow in the search box to run an advanced search.

6. Select the Scan Settings entry you want to add a schedule to.

7. Click the Scheduling tab.
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8. Enter the schedule details. The Scheduling tab includes the following fields:

Field Description

Date Last The date and time this scan setting was last used, if applicable.

Scanned

Next The date of the next scheduled scan. Will be null if a schedule hasn't

Scheduled been added to the scan setting yet.

Scan

Last Scan The ID number for the last scan. The scan number for the first scan

Number of a target will be 1, the second scan will have the scan number 2,
and so on.

Scan The duration of the last scan.

Duration

Scan The time zone associated with the scan.

Timezone

(required)

Reference The date the schedule is based on.

Date

Routine Values are Unscheduled, Daily, Weekly, Monthly, and Once. For more
information, see the 14.8.2.1. About Routines section below.

Time Range The hours during which the scan can be initiated.

Time Range The behavior of the time range. For example, you can use this field

Behavior to specify that a scan shouldn't run during the hours in red, and that

scans should resume during the hours in green. By default, green
indicates the start time and active period, while red is the inactive
period.

9. Click Modify Schedule.
About Routines

For daily and weekly routines, you must also enter an integer in the field below your choice.
This number represents the interval. For example, to scan every 5 days, select Daily, then
enter the number 5 in the next field.

There are two options for the monthly routine. You may choose to scan on a certain day of
the month, or the first, second, third, or fourth Sunday, Monday, etc. of the month. For the
Once routine, the specific date for the scan should be entered. For example, you would enter
2018-03-05 to scan on March 5, 2018.
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Each scan has a starting time that is determined by a matrix of 24 hours. If it is marked by
green, the scan can begin at that time. If it is marked in red, it cannot begin at that time.
There are two parameters affecting the scan start time: the fixed time frame and the
number of scans that can be conducted simultaneously by the LSS. If the time frame does
not allow for a scan because the maximum number of scans is being conducted on the LSS,
the system will generate an alarm.

Modifying a Scan Setting Entry
To modify the settings for a scan:

Log in to beSECURE with administrative privileges.
Make sure the DevOps mode is selected.

Click Scans.

Click Scan Settings.

Enter text in the search bar at the top to search by Scan Name, or click the arrow in
the search box to open the advanced search options. Select Show Deleted in the
advanced search options to include deleted scans in your search. You may also use
the navigation buttons at the bottom to page through the list of scan setting entries.

a bk o=

6. Click on a scan in the results list.

7. Edit the scan details. For tab and setting details, see the Creating a Scan Setting
Entry section of this user guide.

a. You can also click Clone to clone the settings associated with another scan,
either by Scan Name or Hostname / IP Address Range. The fields that can be
cloned include Ownership, LSS, Organization, Additional Settings, Contact
Person, and Notifications.

8. Click Modify.

LLLLLL

The Scan Details page.
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The user who creates a new scan setting entry is automatically authorized to manage it, and
to add other managers. To view a list of the accounts authorized to manage an entry, click
the Permissions tab. Authorized managers appear under Owned By » Assigned. To add a
new manager, click on the email address/name for the manager under Available. The
manager will now appear under Assigned. To remove an existing manager, click on the
email address/name for the manager under Assigned to move it back to the Available
section.

The Permissions tab of the Scan Details page.

When a new scan setting is created, the LSS must confirm its creation. The scan cannot be
enabled or scheduled for scanning without this confirmation. As soon as confirmation is
given, two additional actions are made available. These are Modify Schedule and
Enable/Disable Scan. The Scan Setting default is disabled and doesn’t have a schedule. To
activate a scan, it must be enabled and a schedule must be provided.

Cloning a scan

Cloning a scan is an option made for your comfort - Create a scan in a way that's even
faster than the "Create new scan" widget. Just click on a scan, clone it and inherit all its
settings.

Select the DevOps mode.

Click Scans > Scans list.

Select a preexisting scan on the Scans List page.

Click the Clone button the upper-right corner of the Scans Details page.
Enter a name for the scan in the Scan Name box.

a kb~
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6. Enter an IP address, a range of IP addresses, or FQDNs in the Hostname /
IP Address Range box. To include multiple entries, separate each with a comma (for
example, 192.168.0.100,192.168.0.200).

7. Optionally, disable any value(s) you do not want to include in your scan clone.
8. Click Clone.
9. Click Scan List from the side navigation pane to access your newly cloned scan.

Deleting a Scan Setting Entry
To delete a scan settings entry:

Log in to beSECURE with administrative privileges.
Make sure the DevOps mode is selected.

Click Scans.

Click Scan Settings.
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Enter text in the search bar at the top to search by Scan Name, or click the arrow in
the search box to open the advanced search options. You can also use the
navigation buttons at the bottom to page through the list of scan setting entries.

6. Click on a scan in the results list.
7. Click Delete.

NOTE: A scan setting that is in use by other active parties in beSECURE cannot be
deleted.

Restoring a Scan Setting Entry
To restore a scan setting that was deleted by mistake:

Log in to beSECURE with administrative privileges.

Make sure the DevOps mode is selected.

Click Scans.

Click Scan Settings.

Click the drop-down arrow in the search box to open the advanced search.
Select Show Deleted.

Click Search.

Select the appropriate deleted item from the list of results.

Click Undelete.

© 0Nk DN =
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Web Scans

A scan will scan a client's network (layers 2-6) for vulnerabilities while the Web Scan
specifically focuses on vulnerabilities found on web applications (layer 7). The Web Scan
includes tests for things like cross site scripting and SQL injection.

There are a few different ways web scans are created, but an important note is that any
FQDN or IP that a user wants scanned needs to be on a regular scan. You cannot perform a
Web Scan on a hostname that is not associated with a scan.

Scans allow for multiple hosts to be on one scan while Web Scans are created per
hostname. This is because the crawler must crawl the site to find the dynamic pages and
then beSECURE scans the dynamic pages.

It is also important that the scanner IPs are whitelisted to allow access for our system to be
able to perform the scan. Click Here for a list of IPs to whitelist.

To create a Web Scan

There are three ways to create a web scan, for all 3 opinions, first after logging into
beSECURE, navigate into DevOps mode. DevOps mode is for scanning users meaning the
user can view, edit and create new scans and web scans.

Option 1: Using the Create New Scan wizard

The “Create New Scan” dialog box will pop up. Fill out all the mandatory fields. Make sure
the option “Create Web Scan” is checked (it should be checked by default).

NOTE: To enter multiple host names or IP addresses in the Range box, separate each
with a comma (for example, 192.168.0.100,192.168.0.200).

Option 2: Adding a Web Scan to an existing scan

If a scan is already created without having included a Web Scan, the Web Scan can be
enabled later by editing the existing scan.

1. From the left navigation pane, click Scans > Scans List.
2. Select the desire scan from the list.

3. Inthe Web Scans section, select the desired hostname and/or IP address box(es) to
create a corresponding Web Scan for each.

Option 3: Create a Web Scan from the Web Scan page
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The Web Scan can be created directly on the Web Scan page as long as the hostname is
already on a Scan.

NOTE: This option is considered a “quick add” meaning the crawler starts immediately
after the scan is created.

1. From the left navigation pane, click Scans > Scans List.

2. Click the plus sign button (+) in the lower right corner to create a new scan.
3. On the Settings > Main tab, complete the following parameters:

Enter a name for the scan in the Scan Name box.

Select an LSS (Local Scanning Server).

Select an Organization .

Enter the desired hostname(s) and/or IP address(es) in the Hostname /
IP Address Range box.
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Click the Reporting tab.
Select a Contact Person.
Click Create. The Settings > Main tab is displayed again.

Under Web Scan, select the desired hostname(s) and/or IP address(es) to create a
corresponding Web Scan for each.

N o o s

Overview of Settings Tabs for Web Scans

The Web Scan settings mirror the scan settings options:

Settings

« Main - Shows required Web Scan details including Web Scan Name, LSS,
Organization, Scan name the hostname is associated with, and hostname being
scanned.

« Authentication - The option to add authentication for authenticated Web Scans is an
option but is not required. There are six options: Basic, NTLM, Web Login, Webtest,
SSL Client- certifications, and Javascript (only relevant if using an On Premise
scanner).

» Tests - Shows the types of vulnerabilities that are being scanned for. There is an
option to deselect any type of tests.

« Crawler - The website is crawled to find the dynamic pages and then beSECURE will
only scans the dynamic pages. There are two crawler options. The scrapper is the
default crawler and is the only option on cloud 2/3. If using an on premise scanner,
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there is an option for the DOM crawler. DOM is the Javascript crawler.

If there is a specific starting point that needs to be crawled that is not connected to
the default URL, this can be added as a new starting point or only that single page
can be crawled.

Instead of having the website crawled for dynamic pages, if available, a list of
dynamic pages can be imported as a CSV.

« Configuration - beSECURE limits to 500 URLS crawled and scanned per website.
Other settings on this tab include automatic start scanning (after the site is done
with the crawling process), recrawl before starting to scan and turn off duplicate
scripts detection.

Permissions

The permissions tab allows the Web Scan to be “Owned by” other users. Whoever owns the
Web Scan can edit the scan and delete the scan. To give a user ownership of the scan, click
on their users from the left side under “Available”. The user will now show up on the right
side under “Assigned”.

Reporting

The reporting tab allows for the Web Scan notifications to be set up. A contact must be
chosen (either an individual or a group of contact) and check the boxes for the notifications
that need to be sent (Web Scan starts, Web Scan finishes, Web Scan results change, crawler
done).

Scheduling

There is an option to set up a customized web scan schedules. Most commonly, web scans
are scheduled to run at the same time as the scan. The scheduling tab will also show when
the scan was mostly recently run and when the next schedule scan is scheduled.

NOTE: The schedule changes will not take effect until the “Modify Schedule” button is
clicked and then the “Modify” button is clicked. The scan and web scan must be
configured to use the same time.

Status

The Status tab shows if the scan is running or not. If the scan is running, a progress bar will
be visible - There is an option in tab to stop the scan. The scan could be paused and
restarted again another time. If the scan is not running, there is an option to disable the
scan, meaning the scan will not run when it is scheduled but it is not deleted so the scan
can be re-enabled and used again.
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Other

Shows a comment area to display any important notes about the Web Scan. Example:
Automatically created by the Scan Settings interface.

Other Key Options

From any tab from the Web Scan List, there are 5 important options located in the top right
corner.

« Immediate Scan - Run a scan right away out of schedule (if scheduled).

» Modify - Save any changes that have been made to the scan.

 Delete - Deletes the Scan.

» View Scan Settings - View the scan settings that the Web Scan is associated with.

« View Report - View the results for the scan and Web Scan (only available if a scan
has ran already).
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Managing Web Scan Settings

Web Scan Settings are available to Scanning Users and Administrators. Users with
administrative privileges can:

Create entries containing specific web scan setting information
Modify existing web scan setting information

Delete web scan setting information

Undelete web scan setting information

Modify a web scan’s schedule

Enable a web scan

Disable a web scan

Creating a Web Scan Setting Entry

To create an entry containing specific web scan setting information:
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7.

Log in to beSECURE with administrative privileges.
Make sure the DevOps mode is selected.

Click Scans.

Click Web Scan Settings.

Click the plus sign @) button at the bottom right.

Fill out the details on the Settings tab and Main sub-tab (you will see these by
default). The following fields are required:

Field Description

Web Scan Name A name for the web scan.

(required)

LSS (required) The LSS to use for the web scan.

Organization (required) The organization to associate with the web scan.
Scan (required) The saved scan to use.

Hostname (required) The name of the host (for example,

www.example.com).

Optionally, edit the information on the Configuration sub-tab. The available fields
are:
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Field Description

URL testing An integer for the maximum amount of testing Dynamic Pages
limit (required) = gathered by the crawling processes. Default is 500.

Page visiting An integer for the maximum amount of previously unvisited

limit (required) pages (links) the crawler will visit during the crawling processes.
Contains sub-options for handling hosts that match a given
regular expression and skipping links that match a given regular
expression. Default is 500.

Automatically | If the checkbox is enabled, once you create the record, the

start crawling hostname will be automatically entered into the Static Pages.

site Every new web scan entry created will also create two new Static
Pages: http://hostname/ and https://hostname/.

Automatically Indicates whether the scan should start as soon as the first
start scanning  crawling process finishes.

Recrawl before Indicates whether the scan should start as soon as the first
starting to scan crawling process finishes.

Turn off By enabling this option, cases such as article about
duplicate script 1life.php?id=1 and article about feelings.php?id=1
detection will be regarded as two different Dynamic Pages. While by not

enabling this, they will be regarded as the same. By not enabling
this, only parameters names are looked at, while by enabling it,
the filename will be looked at as well.

8. Optionally, click the Reporting tab to change the Contact Person. The default is the
user who created the web scan setting entry.
9. Click Create.

Modifying a Web Scan Setting Entry
To modify the settings for a web scan:

Log in to beSECURE with administrative privileges.
Make sure the DevOps mode is selected.

Click Scans.

Click Web Scan Settings.

Use the navigation buttons at the bottom to page through the list, or enter text in the
search bar at the top to search by Scan Name. You can also click the arrow in the
search box to open and run an advanced search.
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Select Show Deleted in the advanced search options to include deleted scans in your
search.

Click on a web scan in the list.

Edit the web scan details. For tab and setting details, see the Creating a Web Scan
Setting Entry section of this guide.

Click Modify.

Deleting a Web Scan Setting Entry

To delete a web scan settings entry:
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6.
7.

Log in to beSECURE with administrative privileges.
Make sure the DevOps role is selected.

Click Scans.

Click Web Scan Settings.

Use the navigation buttons at the bottom to page through the list, or enter text in the
search bar at the top to search by Scan Name. You can also click the arrow in the
search box to open and run an advanced search.

Click on a web scan in the list.
Click Delete.

Restoring a Web Scan Setting Entry

To restore a web scan setting that was deleted by mistake:

© o No gk w2

Log in to beSECURE with administrative privileges.

Make sure the DevOps mode is selected.

Click Scans.

Click Web Scan Settings.

Click the arrow in the search box to open the advanced search.
Select Show Deleted.

Click Search.

Select the appropriate deleted item from the list of results.
Click Undelete.
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Scan List

Scans created in your beSECURE account are stored on the Scan List page. To view, edit, or
export your scan list, from the navigation bar, click Scans > Scans List.

Viewing scans and scan columns

A complete list of your scans is displayed in the Scan List table, with several default
columns providing information regarding each scan.

The Scan List columns are managed by clicking Column Visibility and then selecting or
disabling the desired column name, or changing the column order in the table by clicking the
up and down arrows 4 ¥,

Available Scan List columns

Column name
Contact Email
Contact ID
Contact Person

Date Last
Scanned

Date Scanned
Exclude
ID

Next Scheduled
Scan

Organization
Organization ID
Port Range
Running

Scan Name
Scan Range

Scan Status
(Date)

User Guide

Description

The email address of the Contact Person assigned to the scan.
The unique ID of the Contact Person assigned to the scan.

The name of the Contact Person assigned to the scan.

The last run date (YYYY-MM-DD) and time recorded for the scan.

The last run date recorded for the scan.

The Ports and Tests excluded from the scan.

The unique ID assigned to the scan when it was created.
The next date (YYYY-MM-DD) the scan is scheduled to run.

The Organization assigned to the scan.

The unique ID of the Organization's assigned to the scan.

The range of ports assigned to the scan.

Displays yes if the scan is currently running, or N0 if it is not.

The name of the scan.

The range of host name(s) and IP address(es) assigned to the scan.

Displays if the scan is scheduled for a certain date, or if it is currently
disabled.
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Column name Description

Scanned By The scanner assigned to the scan.

Scanned By ID The unique ID of the scanner assigned to the scan.
Start Time The first run date (YYYY-MM-DD) and time for the scan.

Mass updating scans
To update the actions or settings of one or more scans at a time:

1. Inthe upper-right corner of the page, click Show Mass Update. Check boxes appear
to the left of each scan.

2. Select the check box(es) for the scans you want to manage.

3. Inthe upper-right corner of the page, click Mass Update. The Mass Update dialog
box appears.

4. Confirm the number of Selected ltems (scans) is accurate. To select more scans,
close the dialog box and select the desired scans, or choose all scans by selecting
the Select all entries check box.

5. In Action box, select the action to apply to the scans.
6. Click Update.

Exporting the scan list

To export the Scan List table and its current column configuration to an Microsoft Excel file,
click Export in the upper-right corner of the page (you can find your exported file in your web
browser's current save location).
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Scan Details Parameters

See below for details regarding each scan parameter:

Settings tab

Main tab
Parameter Description
Scan Name The name to use for the scan.
(required)

LSS (required)

Organization
(required)

New
Organization -
Name

New
Organization -
Parent
Organization

Association(s)

Contact
Person
(required)

User Guide

The Local Scanning Server (LSS) to use with the scan.

The beSECURE Organization to associate with the scan.

If you did not make a selection for the Organization parameter, you can
create a new Organization to use with the scan by entering a name for it
in this box. This parameter becomes available when the Organization
parameter is set to New Organization

If you did not make a selection for the Organization parameter, you can
create a new Parent Organization to use with the scan by entering a

name for it in this box. This parameter becomes available when the
Organization parameter is set to New Organization.

Assign Account Profile(s) to the Organization by clicking on each desired
profile name in the Available box to move it to the Assigned box.
Providing an Account Profile(s) with an association to an Organization
provide each profile the ability to see the scan results without providing

ownership on the Organization. This parameter becomes available when
the Organization parameter is set to New Organization

The desired contact registered in your beSECURE account to receive
email notifications regarding the scan (see the Notifications on page 92
parameter under the Reporting tab for more information). This

parameter becomes available when the Organization parameter is set to
New Organization
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Parameter Description

Hostname / The name or IP address range for the host to scan. Use the Import
IP Address button to import a CSV file, or the Resolve button to resolve the host.
Range

(required) NOTE: Hostnames/IP addresses provided must be unique for the

specified Parent Organization, two different Scans assigned to the
same organization should have no common target hosts. Use a
comma or a new lines to separate different IPs or Hostnames. Use
network dividers such has /8 (A-class) or /24 (C-class) to define
subnets. Use -' to define ranges (For the last digits only, i.e.
192.168.1.100-120).

Authentication tab

Parameter Description

Stored Credentials The credentials stored in your beSECURE account to use for
Windows and SSH authentication. In the Store Credentials hox,
select credentials from the Credentials Storage section of your

beSECURE account. To configure your Windows computer for
authenticated scanning, see Authenticating a Windows Machine.

Windows Username  The Windows username to use to authenticate the scan on the
target Windows machine(s). Enter a username in this parameter if
credentials are not selected for the Stored Credentials parameter.

Windows Password  The Windows password of the username entered in the Windows
Username parameter. Enter the password that corresponds with

the Windows Username parameter if credentials are not selected
for the Stored Credentials parameter.

Windows Domain The Windows domain, domain admin, or server domain of the
group for the target Window machine(s). Enter the domain that
corresponds with the Windows Username parameter if credentials
are not selected for the Stored Credentials parameter.

SSH Authentication The SSH authentication for Linux/Un[x OS to use with the scan. To
add SSH Authentication, click Host List to select from existing

hosts registered in your account, or click Add New Host to enter a
Hostname and Port,

Hostname / IP Address Range tab
Parameter Description
Include The hostname(s) and/or IP address(es) range to include in the scan.

Optionally, click Import to import a CSV file, or Resolve to resolve the
host.
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Parameter Description

The hostname(s) and/or IP address(es) range to exclude from the scan.
Optionally, click Import to import a CSV file, or Resolve to resolve the
host.

Exclude

Additional Settings tab

Parameter
Ping Host(s)

Port Range
Full Port Range

Exclude Ports
Restrict testing to

provided port range

SNMP Community
Name

Scanning Profile

Tests to Exclude

Tests Excluded
Tests to Include

Tests Included

Description

If selected (default), the scanner pings the hosts entered in the
Port Range parameter and only scans the ports which answered. If
this parameter is cleared, the scanner spends more time trying to
reach each host until it gives up, therefore, increasing the scan
duration.

The range of ports to scan.

If selected (cleared by default), enters the full port range (1- 65535)
to the Port Range parameter to scan.

The ports to exclude from the scan.

If selected, restricts the scanner to only search for vulnerabilities in
the range entered in the Port Range parameter; no other ports are
scanned.

The SNMP community name to use with the scan. An SNMP
community string is a means of accessing statistics stored within
a router or other device. It can be added when scanning routers
and switches.

The Scanning Profile to use with the scan. A Scanning Profile
allows you to decide to perform a "Complete" scan that include
host discovery (host information) and a vulnerability check, or a
"Host Information" scan which is only a Host Discovery. See
Scanning Profiles to view or manage profiles.

Specifies the tests to exclude from the scan.

Displays the all of the tests entered in the Tests to Exclude
parameter.

Specifies the tests to include with the scan. Included test override
all the other tests.

Displays the all of the tests entered in the Tests to Include
parameter.

Scan Customization tab

User Guide
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Parameter

Banner-based
checks

Scan up to <#>
Hosts in
parallel

Compliance
Template

RTT Timeout

Use
ICMP Echo

Run ICMP
Echo
Unprivileged

Use TCP SYN

Use TCP ACK

Description

If selected (cleared by default), the scanner looks at the banners and
reaches a conclusion about the vulnerable character of the machine,
according to the information mentioned on the banner.

IMPORTANT: It is not recommended to select this parameter as it may
lead to false positives due to backporting actions, etc.

Specifies the number of hots to scan in parallel.

Specifies a CIS benchmark to use with the scan. CIS benchmarks are
configuration baselines and best practices for securely configuring a
system. Each of the guidance recommendations references one or more
CIS controls that were developed to help organizations improve their
cyberdefense capabilities.

Specifies the RTT timeout in milliseconds. For Ping and Traceroute,
this parameter measures the round trip time between sending the Ping
packet and getting the ICMP packet back. For TCP connectionsi it is
quite similar; it measures the time sending a packet to getting the
acknowledgment packet from the target host.

If selected (cleared by default), the scan uses the ICMP Echo protocol to
run the ping.

If selected (cleared by default), allows an unprivileged user to run the
IMCP Echo protocol as the ping option.

If selected (cleared by default), uses the TCP Synchronize protocol with
the scan.

If selected (cleared by default), uses the TCP Acknowledge protocol with
the scan.

Device Collector (Optional) tab

Parameter

Collector
Type

Last Log
Entry

User Guide

Description

Specifies the type of collector to use with the scan. See Device Collector
for more information on setting up a Device Collector in beSECURE,

NOTE: Some collectors require additional parameters to be entered
once selected. See the vendor's documentation for more information.

Displays the last change that happened in the scan score with regard to
the collector specified in the Collector Type parameter.
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Parameter
URL

Username

Password

CIDRs

Description

Displays the management URL of the collector specified in the Collector
Type parameter.

The username to authenticate with the collector specified in the Collector
Type parameter.

The corresponding password to use with the username specified in the
Username parameter.

Specifies the Classless Inter-Domain Routing (CIDR) IP address(es) to use
with the scan.

Permissions tab

Parameter
Owned By

Description
Specifies the Assigned Account Profiles that can edit the scan.

Reporting tab

Parameter

Contact Person

Notifications

Customization
Name

Report Name
Format

Report Type

PDF User
Password

Report Style

User Guide

Description

The desired contact registered in your beSECURE account to receive
reports and email notifications regarding the scan (see the
Notifications parameter for more information).

Specifies which real-time email notifications will be sent to the

Account Profile selected in the Contact Person parameter whenever
the Scan Starts, Scan Finishes, and/or Scan Result Change(s). All

notifications are selected by default.

Specifies the preconfigured report stored in your beSECURE account (if
any) to use with the scan.

The name of the report.
Specifies if the report is generated in PDF or XML format.

Specifies the type of report to send (Complete (full report), Filtered
(results filtered by way of vulnerability name), or Differential
(compares results from two different scans)).

If the Format parameter is set to PDF, optionally enter a password to
password-protect the PDF once it is generated.

The style of report to generate.
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Parameter
Vulnerability
Name

Risk

Hostname /
IP Address

Service and Port

TestID
Category

Vulnerability
Age

CVSS Score

OS Type

Asset Group

Show Persistent
Vulnerabilities

User Guide

Description

Specifies the vulnerability name to filter by for the report. This

parameter is becomes enabled when the Report Type parameter is set
to Filtered.

Specifies the number of High and Medium vulnerability per scan/per
ports and services, etc. This parameter is becomes enabled when the
Report Type parameter is set to Filtered,

The hostname(s) and/or IP address(es) to filter by for the report. This

parameter is becomes enabled when the Report Type parameter is set
to Filtered.

Specifies the service and port in which the vulnerabilities were
detected to filter by for the report. This parameter is becomes enabled
when the Report Type parameter is set to Filtered,

The test ID to filter by for the report. This parameter is becomes
enabled when the Report Type parameter is set to Filtered,

Specifies the category the vulnerability. This parameter is becomes
enabled when the Report Type parameter is set to Filtered.

Specifies the age of the vulnerability since it was first detected in the
system. This parameter is becomes enabled when the Report Type
parameter is set to Filtered.

Specifies the CVSS score. Common Vulnerability Scoring System
(CVSS) is a free and open industry standard for assessing the severity
of computer system security vulnerabilities. CVSS attempts to assign
severity scores to vulnerabilities, allowing responders to prioritize
responses and resources according to threat. This parameter is
becomes enabled when the Report Type parameter is set to Filtered,

Specifies the operating system to filter by for the report. This
parameter is becomes enabled when the Report Type parameter is set
to Filtered.

Specifies the group of assets to filter the report by. See Asset Groups
for more information. This parameter is becomes enabled when the
Report Type parameter is set to Filtered.

If selected (cleared by default), displays the vulnerabilities that are
recurrently seen over time either because they were not remediated or
need remediation. This parameter is becomes enabled when the
Report Type parameter is set to Differential
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Parameter

Show New
Vulnerabilities

Show
Remediated
Vulnerabilities

Show Open
Ports

Other tab

Parameter
Web Scans

Network
Discovery

Comment

User Guide

Description

If High, Medium, and/or Low are selected (cleared by default), displays
new vulnerabilities detected in a scan relatively to the same scope
scan at a earlier date, based on the severity levels selected. This

parameter is becomes enabled when the Report Type parameter is set
to Differential

If selected (cleared by default), displays all remediated vulnerabilities.
This parameter is becomes enabled when the Report Type parameter
is set to Differential

If selected (cleared by default), displays all open ports. This parameter

is becomes enabled when the Report Type parameter is set to
Differential

Description
Displays any associated Web scans for the hostnames/IP addresses.

Displays which hostnames and/or IP addresses entered in the Hostname /
IP Address Range (required) on page 89 parameter on the Settings >
Main tab are live before the scan is run. This allows you to know which

IP addresses you should scan without consumption of your license.

To perform a discovery manually, click Perform Discovery. Choose which
hostnames/IP addresses to insert in your scan range.

To export the discovered hostnames/IP addresses to an Excel file (.xIsx),
click Export. You can find your exported file in your web browser's current
save location.

Displays any custom comment entered by you.
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Device Collector

The beSECURE Device Collector scan setting provides the option to automatically extract
the hosts and IP addresses of assets (servers, workstations, etc.) in use during a scan
(negating the need to manually enter them in the scan range), based on your vendor
integrations with beSECURE (for example, AWS, InfoBlox, DHCP, etc.). This setting is useful
for security management as it automates the process, and dynamically responds to
changes in your infrastructure and network.

Every 30 minutes, beSECURE makes a request to check if new hosts or IP addresses were
added, removed, or changed since the last scan, and tracks those changes in the Last Log
Entry box for each collector type.

Device Collector is very useful for security management as it automates the scanning
process as well as dynamically responds to your changing infrastructure and network
changes.

IT managers usually use management tools such as the tools beSECURE integrates with
(Amazon, Azure, Tufin, Atera, etc.).

Using the beSECURE device collector allows to have the hosts assigned to the scan or
detected by each of these vendors (i.e. to Azure servers, Amazon, Atera, etc) to be scanned
without need to manually add the hosts (in the scan range) as beSECURE (after the
connection is completed filling out a few fields) automatically pulls out the hosts from each
vendor.

All changes are tracked in each vendor (the user integrates with) as beSECURE makes a
request every 30 minutes to check if hosts were added, removed or changed.

To select a beSECURE Device Collector for a Scan

Select the DevOps mode from the top-left corner of the screen.

From the left navigation pane, select Scans > Scans List.

Select an existing scan from the list to view its details, or create a new scan.
Under the Settings tab, select the Device Collector (Optional) sub-tab.

Click the Collector Type box and select the desired type of collector for this scan,
based on your vendor integrations. See Device Collector Types / List of integrations
offered in Device Collector on page 96 for details on each available type.

a bk N -

6. Populate any parameters pertaining to the collector type you selected.
7. Click Modify to save your changes.
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NOTE: Once a device collector is selected for a scan, hosts/IP addresses and IP ranges
can no longer be added to the scan, but can be excluded.

Setting up a Device Collector integration

NOTE: Once you configure a device collector integration, you won't be able to manually
add hostnames, IP addresses, or IP address ranges to the scan, but you can exclude
them.

To set up a Device Collector integration, do the following:

Log in to beSECURE.

In the upper-left corner of the Home page, select DevOps.

Select Scans > Scans List.

From the Scan List page, select the desired scan.

From the Settings tab, select the Device Collector (Optional) tab.

In the Collector Type box, select the desired device collector. The corresponding
parameters will vary depending on the device collector you chose.

ok wn -

Device Collector Types / List of integrations offered in Device
Collector

In the Collector Types box, you will find all available integrations with several different
device collectors. A short description for each is provided below:

Name Description

Agent Scanning Agent Scanning deploys an agent-based scanning option that collects
vulnerabilities and issues found in Windows.

Agent Scanning offers you to deploy (on Windows) agent-based
scanning option - this allows collecting vulnerabilities and issues found
in Windows.

AlgoSec AFA AlgoSec is a provider of software for network security policy
management, also known as firewall policy management. AlgoSec's
products automate the management and enforcement of security
policies across firewalls, routers, virtual private networks, and related
security devices.
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Name
Asset Groups

Atera

Automox

AutoTask Dato
RRM

Amazon EC2

Instances

Azure Compute
Virtual Machine

ConnectWise

Device42

User Guide

Description

Uses an Asset Group that you would have previously configured and
scans the hosts/IP addresses that were added within a specific asset

group.

The “Asset Groups” option represents the possibility to use an Asset
Group that you would have previously configured and scan the
hosts/IP’s that you decided to add within a specific asset group.

Atera Networks provides IT integrators with the necessary tools to
become full MSPs at a price that they can afford, while giving existing
MSPs the ability to replace their expensive legacy software with a
modern cloud product that costs significantly less.

Automox is a cloud-based patching platform that fully automates the
patch remediation process across Windows, macOS, Linux, and third-
party software - including Adobe, Firefox, Chrome, and Windows. The
platform works across both clients and servers.

Dafo RMM is a fully-featured, secure, cloud-based platform which
enables MSPs to remotely monitor, manage and support every endpoint
under contract, reducing cost and increasing service delivery efficiency.

An Elastic Compute Cloud (EC2) instance is a web service where a
Amazon Web Service (AWS) subscriber can request and provision a
compute server in the AWS cloud. AWS provides multiple instance types
for the respective business needs of the user.

Azure Virtual Machines (VM) is one of several types of on-demand,
scalable computing resources that Azure offers. Typically, you choose a
VM when you need more control over the computing environment than
the other choices offer.

ConnectWise is a self-hosted server application that permits the
primary user to host the software on their own servers, PC, virtual
machine (VM), or virtual private server (VPS). Once installed, the central
web application can be made visible inside and outside of the local area
network (LAN). ConnectWise Control has a proprietary protocol and
exposes an open architecture structure that can be utilized by users to
implement custom plug-ins, scripting, or various integrations.

Device4?2 is an agentless discovery system for Hybrid IT. Device42 can
continuously discover, map, and optimize infrastructure and
applications across data centers and cloud, providing accurate views of
your IT ecosystem. Device4?2 intelligently groups discovered workloads
by application affinities, dramatically reducing the effort required to
create move groups, capturing all communications.

www.fortra.com page: 97



Scanning / Device Collector

Name Description

DNS AXFR DNS zone transfers using the AXFR protocol are the simplest

(Zone Transfer) mechanism to replicate DNS records across DNS servers. To avoid the
need to edit information on multiple DNS servers, you can edit
information on one server and use AXFR to copy information to other
servers.

Efficient IP EfficientIP is a network security and automation company, specializing
in DNS- DHCP-IPAM (DDI). They promote business continuity by making
your IP infrastructure foundation reliable, agile and secure.

eNMS eNMS is a Free and Open Source Software designed for building
workflow-based network automation solutions. It opens the power of
network automation to companies whose business is their network.
eNMS is designed to be highly customizable. While it provides by
default a number of services leveraging libraries such as Ansible,
Netmiko and Napalm, any python script can be automatically integrated
to the web platform, and used as a component of a workflow.

ExtraHop ExtraHop Networks is an enterprise cyber analytics company
headquartered in Seattle, Washington. ExtraHop helps organizations
understand and secure their environments by analyzing all network
interactions in real-time and leveraging machine learning to identify
threats, deliver critical applications, and secure investments in the
hybrid cloud.

Genians NAC Genians’ platform securely connects People to People, People to
Things, and Things to Things, ensuring safety without sacrificing
performance. Genians scans and controls user devices as they connect
to the network, looking for data and behavior that could impact your
business. Whether the threats are from insiders or external sources,
real-time detection and prevention will enhance the integrity of both
enterprise and personal data.

Google Cloud Google Compute Engine is the Infrastructure as a Service component of

Compute (GCP) Google Cloud Platform which is built on the global infrastructure that
runs Google's search engine, Gmail, YouTube and other services.
Google Compute Engine enables users to launch virtual machines on
demand.

InfoBlox DHCP  Infoblox IPAM and DHCP is part of the industry's only integrated
platform for DNS, DHCP, and IPAM (DDI) that offers automation of both
IP addresses and switch ports.

InfoBlox DNS Infoblox delivers essential technology to enable customers to manage,
control and optimize DNS, DHCP, IPAM (DDI). Infoblox's technology
helps businesses automate complex network control functions to
reduce costs and increase security and uptime.
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Name

ISC BIND9
(Zone file)

ISC DHCPD

Jamf

Kaseya VSA

LibreNMS

NinjaRMM

OpenVPN
Status

Palo Alto
GlobalProtect
(VPN)

Pulseway

Riverbed
Netprofiler

User Guide

Description

BIND is an open source system free to download and use, offered under
the Mozilla Public License. BIND can be used to run a caching DNS
server or an authoritative name server, and provides features like load
balancing, notify, dynamic update, split DNS, DNSSEC, IPv6, and more.

DHCPD is a DHCP server program that operates as a daemon on a
server to provide Dynamic Host Configuration Protocol service to a
network. This implementation, also known as ISC DHCP, is one of the
first and best known, but there are now a number of other DHCP server
software implementations available.

Jamf is a software company that is the developer of Jamf Pro, an

application used by system administrators to configure and automate
IT administration tasks for macQS, iOS, and tvOS devices. The product
includes server and client software that runs on iOS, macOS, and tvOS.

Kaseya has turbo-charged your IT management experience with support
for PowerShell in Live Connect; enhanced ticketing integration with
BMS.

LibreNMS is an autodiscovering PHP/MySQL/SNMP based network
monitoring which includes support for a wide range of network
hardware and operating systems including Cisco, Linux, Juniper,
Foundry, and many more. LibreNMS is a community-based fork of the
last GPL-licensed version of Observium.

NinjaRMM is a remote monitoring and management platform that
combine sa lot of functionalities and it's often used by MSPs and IT.

OpenVPN is a virtual private network system that implements
techniques to create secure point-to-point or site-to-site connections in
routed or bridged configurations and remote access facilities. It
implements both client and server applications.

GlobalProtect network security client for endpoints, from Palo Alto
Networks , enables organizations to protect the mobile workforce by
extending the Next-Generation Security Platform to all users, regardless
of location.

Pulseway is a Remote Monitoring and Management (RMM) Software
that immediately boosts the efficiency of IT teams and MSPs by giving
them the tools to monitor & manage all their IT systems.

Riverbed NetProfiler Advanced Security Module transforms network
data into security intelligence, providing essential visibility and
forensics for broad threat detection, investigation, and mitigation. By
capturing and storing all network flow and packet data across your
enterprise, it delivers the crucial insights to detect and investigate
advanced persistent threats that bypass typical preventative measures,
as well as those that originate inside the network.
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Name

Rumble
Discovery

SNMP

SolarWinds
Orion

SolarWinds
RMM

SysAID ITSM

Tufin Secure
track
(Monitored
Device)

Ubiquiti SDN

VMware
Vsphere (v7
and +)

Vicarius Topia

User Guide

Description

Rumble Network Discovery provides fast and comprehensive network
discovery without the need for credentials or tap port access. Rumble
was built from scratch for modern networks and works where most
discovery products give up, enumerating MAC addresses, hostnames,
and services across remote networks, within hardened environments,
without special configuration.

Simple Network Management Protocol is an Internet Standard protocol
for collecting and organizing information about managed devices on IP
networks and for modifying that information to change device behavior.

The SolarWinds Orion Platform is a powerful, scalable infrastructure
monitoring and management platform designed to simplify IT
administration for on- premises, hybrid, and software as a service
(SaaS) environments in a single pane of glass.

SolarWinds RMM is a remote monitoring and management software
designed for IT professionals and MSPs (managed services providers).
It is a network management solution, which provides IT service
providers advanced tools to be able to maintain, secure, and improve
their IT operations.

SysAid is a leading provider of IT service management (ITSM) solutions
that enable IT professionals to manage their IT infrastructures and IT
services with greater ease and efficiency. Their aim is to simplify the
daily challenges that IT professionals face with intuitive, innovative, and
cost-effective solutions that combine uncompromising performance
with ease-of-use.

Tufin SecureTrack monitors the various components of your network
and security infrastructure, and provides tracking, analysis, and
reporting tools for the received policy revisions for any monitored
device. You can manage SecureTrack from any PC that has HTTPS
access to SecureTrack's web interface.

The UniFi Software-Defined Networking (SDN) platform is an end-to-end
system of network devices across different locations — all controlled
from a single interface.

VMware vSphere (formerly VMware Infrastructure 4) is VMware's cloud
computing virtualization platform.vSphere is a VMware cloud
computing platform for virtualization. It includes an updated vCenter
Configuration Manager, as well as vCenter Application Discovery
Manager, and the ability of vMotion to move more than one virtual
machine at a time from one host server to another.

Vicarius Tpia is a cloud-based vulnerability assessment tool that works
to predict and protect against OS and third-party app vulnerabilities.
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Name Description

Zabbix Zabbix is an open-source monitoring software tool for diverse IT
components, including networks, servers, virtual machines and cloud
services. Zabbix provides monitoring metrics, among others network
utilization, CPU load and disk space consumption.
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Connecting a Local Scanning Server (LSS) to an
Information Server (IS)

To connect an LSS to an IS in beSECURE, do the following:

1. Open the Google Chrome, Firefox, or Microsoft Edge web browser, and then enter
https://your_machine_ip:4443 in the address bar to open the sign-in page (replace
your_machine_ip with your computer's IP address).

2. Sign in with the following credentials:
a. Username - admin
b. Password - demo
NOTE: If these credentials are incorrect, go to the AVDS terminal and type

the command r1b admin. to reset the username and password to
admin/demo.

3. From the beSECURE Scanner page, select Network.
4. Ensure you have the correct IP configuration, as shown in the following image:

Interface enp0s17

IP Address
DHCP OFF
IP Address 192.168.15.94
IPv6 Address unknown
Netmask 255.255.255.0
Gateway unknown

DNS Primary

DNS Secondary 88.4.4

From the beSECURE Scanner page, select RPC.
Select Generate to generate a new encryption key.
Copy the encryption key for use in step 14c.

In a new tab of your web browser, enter https://your_ip/ in the address bar to open
the IS portal page (replace your_ip with your computer's actual IP address).

© N o o

9. Onthe Welcome to beSECURE page, enter the following credentials:
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10.
11.
12.
13.
14.

15.
16.

17.
18.

19.

a. Username - superadmin
b. Password - testing
NOTE: If these credentials are incorrect, go to the AVDS terminal and type

the command r1b server. to reset the username and password to
superadmin/testing.

Log in to beSECURE.
In the upper-left corner of the Home page, select DevOps.
Select Admin > Deployment > LSS.
Select the New ) button.
On the LSS Details page, enter the following in the corresponding, required boxes:
LSS Name - The desired name for this LSS.
Network Address - 127.0.0.1
Encryption Key - Enter the encryption key generated in step 7.
d. Contact Person - The desired beSECURE contact person for this LSS.
Select Create.

From the LSS List page, locate the LSS you created, and then select the Heartbeat
entry for it.

6o T o

From the LSS Details page, select the Permissions tab.

From the Available list, select each user that can set up scans using this LSS. Each
selected user will move to the Assigned list.

Select Modify. You can now create scans using this ISLSS.
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Downloading Information Server (IS) and Local
Scanning Server (LSS) Updates in an Air-Gap
Environment

Overview
beSECURE has two components:

« Information server (IS) - Management server used to access GUI, create scans,
admin abilities and see scan results.

 Local scanning server (LSS) - Scanning engine
There are three types of virtual machines that can be provided:

« Information server - Provided when the customer needs an on-premises solution. If
no need for on-premises solution, the Beyond Security Cloud IS will be used.

» Local scanning server - Used to scan internal networks. Connects to the cloud or on-
premises IS.

« beSECUREII - Combines the information server and local scanning server into one
computer for use on-premises.

The information server and local scanning server pull updates in two separate processes.

Downloading information server updates
There are three methods to update the information server:

e Direct update
e Proxy

« Air-gap (file-based) - A computer in an air-gap environment is an isolated machine
that not connected to the network by way of a physical network cable or a Wi-Fi
connection.

Updating the information server using air-gap (file-based) updates

To update an air-gapped beSECURE information server, do the following:
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Log in to beSECURE.
Select More >Server > Maintenance.
Select the Logs tab.

In the Automatic Updates Log box, find the “Requesting update from
“http://pink.beyondsecurity” URL (it will appear as red text if updates have failed and
green text if updates were successful). For example, "Requesting update
from:http://pink.beyondsecurity.com:80/download.cgi?version=xxxxxxx&avdsversio
n=xx.xx.xx&serverid=xxxxxx&agentscanning=XXXX-XX-XX XX:XX:XX."

rwbnn -

5. Copy the "Requesting” URL, and then paste it into a web browser outside of the air-
gap environment to download the update.asc file.

Back on the Maintenance page in beSECURE, select the Updates tab.
In the Update file box, select Choose File.
Select the uploads.asc file you downloaded in step 5.

0 0 N o

Select Manual Update.
Local scanning server updates
There are two methods to update the local scanning server:

e Direct update
« Air-gap (Python script)

Updating the local scanning server using air-gap (Python script) updates

1. Set up two computers running with different parameters:

a. On one computer, run it with the “serve” parameter- this indicates to the script
that you want it to serve updates to the local scanning server.

b. On another computer, run it with the “fetch” parameter- this will tell the script to
try and fetch updates that are ready for the local scanning server.

2. Connect a supported read-only USB device (an external device that allows access to
USB storage devices in read-mode only such as Guidance Software TABLEAU
hardware (not provided by Fortra), move the updates from the “fetch” computer to
the "serve" computer.

3. For each of your local scanning servers, point it to use an Internal Updates server
(under the Network settings (of the local scanning server): http://ip-of-
servemachine/.
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NOTE: The local scanning server will not connect to an SSL server without a valid
certificate. You cannot use HTTPS, but the updates are encrypted. If possible, run the
python ‘fetch’ script for updates.

Setting up the air-gap script for an online update environment

Air Gap Proxy

Fetch and serve Beyond Security updates

Install & Execution

We assume that you have Python version 3.7.x installed on your system.

extract the zip file

unzip air_gap_proxy.zip
cd air_gap_proxy
(... but if you can read this text, you have already completed this step)

run the setup script
Windows
\setup.bat

Linux

./setup.sh

Run the application

Windows

.\venv\Scripts\python3.exe app.py --help

Linux
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./venv/bin/python3 app.py --help
Here on out when we write "<python>" we mean to write ".\venv\Scripts\python.exe" on
Windows or "./venv/bin/python” on Linux

Usage

To useit:
<python> app.py COMMAND <options>

Available commands:

fetcher

Run this command outside of the firewall

Periodically check for new versions and fetch them as soon as they become available. The
first file that will be checked is of "version™ and "build” number.

server

Run this command inside the firewall

Serve the files from the “store™ directory on TCP “port’

help

Use "<python> /app.py <command> —-help” for individual command help.
pipenv

If you used “pipenv’ in the install step you should replace python3 ./app.py ... with pipenv
run ./app.py ...
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Administrative Functions

The Admin area of the beSECURE system enables authorized users to manage accounts,
organizations, contacts, security profiles, servers, alarms, and audits. Access to the Admin
area is limited to users with Scanning User and Administrator account types. It is available
under DevOps mode only.
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Managing Organizations

The organizations area allows Scanning Users and Administrators to create, modify, and
delete organizations and manage organization logos.

Creating an Organization
To create a new Organization:

Log in to beSECURE with administrative privileges.
Make sure the DevOps role is selected.

Click Admin > Organizations.

Click List.

Click the plus sign button ) button at the bottom right.

Complete the form on the Organization Details page that appears. At a minimum,
enter the Organization Name and whether Scan Range Overlapping is Allowed or
Not Allowed. Both of these fields are required. You can also select a Parent Name
and Logo.

ok wnN =

NOTE: Setting Scan Range Overlapping to Not Allowed prevents users from
scanning the same target machine twice. This avoids confusion and additional
charges for unnecessary scans.

7. Review the information on the Reporting tab.

a. By default, the user who creates the organization becomes the contact person.
However, the contact person can be changed at any time.

NOTE: If an account isn't associated with the Organization, only accounts
with Administrator authorization will be able to view the vulnerability
information for that Organization and its sub—Organizations.

b. The Scan Starts and Scan Finishes boxes are also checked by default. This
means that the organization’s contact person will receive an email notification
whenever a scan starts or finishes. To prevent the contact person from
receiving the notifications, uncheck the boxes.

8. Optionally, complete the form on the Others tab.
a. The Used By field indicates the other scans that use this organization, if any.
b. The Comment field is a free-text field for entering notes.

9. Click Create.
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Reporting

Scan Range
Overlapping’”

The Organization Details page.
10. Enter information about the organization. You will need to fill out the following basic

fields:
Field Description
Organization The name of the organization. Required.
Name
(required)

Parent Name  The name of the organization’s parent.

Logo The organization’s logo. Choose from the drop-down list. If an
organization doesn’t have a logo assigned to it, the default
system logo will be used.

Scan Range Values are Allowed and Not Allowed (default). Required.
Overlapping . .
(required) NOTE: Setting Scan Range Overlapping to Not Allowed

prevents users from scanning the same target machine twice.
This avoids confusion and additional charges for
unnecessary scans.

Modifying an Organization
To modify an organization:

Log in to beSECURE with administrative privileges.
Make sure the DevOps role is selected.

Click Admin > Organizations.

Click List.

Enter an organization name in the search box at the top to search for a specific
Organization, or click the drop-down arrow in the search box to open the advanced
search options. The advanced search provides additional options for searching by

a k-
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contact person, parent name, and logo. If you would like to include deleted
organizations in your search, check the Search Deleted box. You may also use the
navigation buttons at the bottom to page through the list of organizations.

Organization List

arent Name Organization Search

3K ' BIEE

The Organization List page, with the advanced search expanded.

6. Click on a result to open the Organization Details page. The Settings tab is the
default tab. The options on this tab allow you to modify the following settings:

Field Description

Organization | The name of the organization.
Name

(required)

Parent Name

Logo

The name of the organization’s parent.

The logo for the organization. Choose from the drop-down list. If

the logo doesn’t appear in the list, go to Admin » Organizations »
My Logo to upload it. The supported file types are JPEG, BMP,
SVG, and GIF. The maximum file size that can be uploaded is
TMB. If an organization doesn’t have a logo assigned to it, the
default system logo will be used.

Scan Range
Overlapping
(required)

Values are Allowed and Not Allowed (default). Required.

NOTE: Setting Scan Range Overlapping to Not Allowed
prevents users from scanning the same target machine twice.

This avoids confusion and additional charges for

unnecessary scans.

Modifying an Organization’s Permissions
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The Permissions tab determines which users are allowed to modify, change, and delete the
organization entry.

To add a new owner to an organization, click on the username on the Available side of the
Owned By section. This will move that entity over to the Assigned area. To remove a current
owner, click the X at the end of the green box in the Assigned area. This will move that entity
back to the Available section.

To add a new association, click on the username on the Available side of the Associations
section. This will move that entity over to the Assigned area. To remove a current owner,
click the X at the end of the green box in the Assigned area. This will move that entity back
to the Available section.

Modifying an Organization’s Contact Person and Notifications

You can modify the contact person and the notifications the contact person receives from
the Organization Details area. To do this, click on the Reporting tab. This tab will allow you
to select a different contact person from the drop-down list, or check/uncheck the

notification options available to the Contact Person (when a Scan Starts or Scan Finishes).

Deleting an Organization

The beSECURE system allows you to delete an organization in the event that a mistake in
the entry, change in company structure, or similar event occurs.

To delete an organization:

Log in to beSECURE with administrative privileges.
Make sure the DevOps role is active.

Click Admin > Organizations.

Click List.

Enter an organization name in the search box at the top to search for a specific
organization, or click the arrow in the search box to open the advanced search
options. The advanced search provides additional options for searching by Contact
Person, Parent Name, and Logo. You may also use the navigation buttons at the
bottom to page through the list of organizations.

6. Select an organization from the search results.
7. Click Delete at the top right of the Organization Details page.
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NOTE: Attempting to delete an organization that is being used by other active parties in
the system will be denied, and the following error message will appear: “Cannot delete
the item as it is associated with one or more items.” Click on the plus sign in the error
message box to view the entities in the system that are actively using the organization.

Restoring an Organization
To restore an Organization that was deleted by mistake:

Log in to beSECURE with administrative privileges.

Make sure the DevOps role is active.

Click Admin > Organizations.

Click List.

Click the drop-down arrow in the search box to open the advanced search.
Select Show Deleted.

Run a search for the organization.

Select the appropriate deleted item from the search results.

Click on the plus sign button @) to view the Organization Details page.
Click Undelete.
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Managing Account Profiles

An account profile defines a user role. Each new user is assigned an Account Profile that
determines their beSECURE system permissions. There are three default account profiles:

Account Description
Profile

Administrator = Users with this account profile have complete system access.

Scanning User = Scanning Users may only manage items they have been specifically
granted access to by the Admin or the user who created them.

Reporting User = Reporting Users have read-only access to scan results, assets, and
tickets.

An account profile can be associated with one or more organizations, and can own multiple
objects (accounts, scans, contacts, etc.) in the system. This grants users with that profile
access to the specified objects. If a user is granted ownership of an item that is already
owned by its profile, the ownership will not be effective.

All of the accounts with a specific account profile will have the same privileges,
associations, and ownerships. For example, Group A, having ownership over Scan Setting C

will give authorization to any user belonging to Group A. You can create, view, and modify
account profiles through the Account Pro- files area.

Creating an Account Profile

To create a new account profile:

1. Log in to beSECURE with administrative privileges.
2. Make sure the DevOps role is selected.
3. Click Admin > Accounts > Account Profiles.
4. Click the plus sign button ) at the bottom right corner.
5. Complete the basic information form that appears. The available fields are:
Field Description
Profile A name for the account profile.
Name
(required)
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Field Description

Account The profile type, or permissions associated with the account profile.

Profile Values are Reporting User, Scanning User, and Administrator. This

Details value cannot be changed after the account profile has been created.
A user cannot create an account with privileges higher than their
own.

6. Click the Create button.

= . KateDoughery

Account Profile Details

The Account Profile Details page.

Modifying an Account Profile

To modify an account profile:

1. Log in to beSECURE with administrative privileges.

2. Make sure the DevOps role is selected.

3. Click Admin > Accounts > Account Profiles.

4. Enter text in the search box at the top right to search by Profile Name. You may also
use the navigation buttons at the bottom to page through the list of account profiles.

5. Select an account profile from the list.

6. Optionally, modify the basic settings for the account profile (Profile Name, Used By,

and Comment) on the Settings tab.

7. Click the Permissions tab to modify the permissions for the account profile. If the
account profile has one or more managers, they will appear in the Assigned area. To
add a new manager, click on the username on the Available side of the Owned By
section. This will move that entity over to the Assigned area. To remove a current
manager, click the X at the end of the green box in the Assigned area. This will move
that entity back to the Available section.

8. Optionally, modify the Associations below the Owned By section. The Associations
section determines which users and administrators can access the scan results of
their parent organization. An account profile without assigned owners will
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automatically be owned by any Administrator account in the system.

Account Profile Details

Assigned

The Permissions tab of the Account Profile Details page.
9. Click Modify.

Deleting an Account Profile

To delete an account profile:

1. Log in to beSECURE with administrative privileges.
2. Make sure the DevOps role is selected.

3. Click Admin > Accounts > Account Profiles. A list of existing account profiles will
appear. Enter text in the search box at the top right to search by Profile Name. You
may also use the navigation buttons at the bottom to page through the list of
account profiles.

4. Select an account profile from the list.
5. Click Delete.

NOTE: An account profile that is in use by other active parties in beSECURE cannot be
deleted.

Restoring an Account Profile

To restore an account profile that was deleted by mistake:

Log in to beSECURE with administrative privileges.

Make sure the DevOps role is selected.

Click Admin > Accounts > Account Profiles.

Click the arrow in the search box to open the advanced search.

Hwn =
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Select Show Deleted.

Click Search.

Select the appropriate deleted item from the list of results.
Click Undelete.

© N o o
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Managing Security Profiles

A security profile defines the security settings for an account, such as password strength
and session timeout. Users with administrative privileges can view information about
security profiles and create new security profiles through the Security Profiles area.

Creating a Security Profile
To create a security profile:

Log in to beSECURE with administrative privileges.
Make sure the DevOps role is selected.
Click Admin > Accounts > Security Profiles.

Click the plus sign @) button at the bottom right and complete the form that
appears. The form has the following fields:

A wbnh =

Field Description

Profile Name (required) A name for the security profile.

Password Expiration The number of days before passwords for accounts
(required) associated with this security profile expire.

Password Length The required password length.

(required)

First Login Password Default is 30.

Change (required)

Password Failure The number of failed login attempts before an account
Lockout Duration is locked out. Default is 3.

(required)

Comment A field for optional comments.

5. Click Create.
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Security Profile Details

The Security Profile Details page.

NOTE: New security profiles must be more restrictive than the system security profile.
The password expiration value must be shorter or equal to the system security profile
value, and the password must be longer than the system security profile.

Modifying a Security Profile
To modify a security profile:

Log in to beSECURE with administrative privileges.
Make sure the DevOps role is selected.
Click Admin > Accounts > Security Profiles.

Enter text in the search box at the top right to search by Profile Name. You may also
use the navigation buttons at the bottom to page through the list of security profiles.

Select a security profile from the list.
Optionally, modify the basic settings on the Settings tab.

Hwn =
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ment: | Test Security Profile created by a Scanning User

Modifying the Settings on the Security Profile Details tab.
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7. Click the Permissions tab to modify permissions for the Security Profile. If there are
any current managers for the Security Profile, they will appear in the Assigned area.
To add a new manager, click on the username in the Available area of the Owned By
section. This will move that entity over to the Assigned area. To remove a current
manager, click the X at the end of the green box in the Assigned area. This will move
that entity back to the Available section.

NOTE: A security profile without assigned owners is automatically owned by any
Administrator account in the system.

Security Profile List

Security Profile Details

\\\\\\\\\\\

8. Click Modify.

NOTE: A user cannot modify an existing security profile to have a weaker security profile
than their own. If the user tries to set a shorter password length or a longer expiration
interval for the password, an error message will appear.

Deleting a Security Profile
To delete a security profile:

Log in to beSECURE with administrative privileges.
Make sure the DevOps role is selected.
Click Admin > Accounts > Security Profiles.
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Enter text in the search box at the top right to search by Profile Name. You may also
use the navigation buttons at the bottom to page through the list of security profiles.

5. Select a security profile from the list.
6. Click Delete.

NOTE: A security profile that is in use by other active parties in the beSECURE system
cannot be deleted.
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Restoring a Security Profile
To restore a security profile that was deleted by mistake:

Log in to beSECURE with administrative privileges.

Make sure the DevOps role is selected.

Click Admin > Accounts > Security Profiles.

Click the arrow in the search box to open the advanced search.
Select Show Deleted.

Click Search.

Select the appropriate deleted item from the list of results.
Click Undelete.

© Nk DN =
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Managing Accounts

The Accounts area allows users with administrative privileges to create and configure
beSECURE user accounts. You can also add contacts and users to your account and update
passwords in this section.

Creating a New Account

To create a new beSECURE user account:

© Nk~

Log in to beSECURE with administrative privileges.
Make sure DevOps Mode is selected.

Click Admin in the sidebar.

Click Accounts.

Click List.
Click the plus sign @) button at the bottom right.

Complete the Account Details page form.

Click Create at the top right and complete the form that appears. The form has the

following fields:

User Guide

Field

Username
(required)

Password
Status

Password
(required)

Retype
Password
(required)

Security
Profile
(required)

Account
Profile
(required)

Description

The username to associate with the account.

The password's validity or expiration status. Values are Expired,
Expires in 30 days, and Never expires.

A password for the account.

A password verification field.

The security profile to associate with the account.

The account profile to associate with the account.
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Field Description

Language The language to use with this account.

(required)

Timezone The time zone to associate with the account.

(required)

Contact The name of the contact person associated with the account. The

(required) default is New Contact Person.When the default value is selected,
the New Contact Person section is visible. Use that section to enter
personal details about the user. You may also select an existing
user from the drop-down list.

Profile The name of the profile.

Name

(required)

Profile Type The profile type.

(required)

New Visible when the Contact field is set to the default value of New
Contact Contact Person. Enter the user’s name, address, phone number, and
Person email in this section.

A user who creates a new account is automatically authorized to manage that account, and
may also authorize other users to manage it.

Creating a new user account.

Modifying an Account
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You can modify the details for an existing account from the Account List page. Editable
settings include username, password, security profile, account profile, language, time zone,
and more. To modify the details associated with a user account:

Click List. The results table displays the User ID, Username, Contact Person, whether

The name of the contact person associated with the account.

The role of the account. Values are Administrator, Reporting User,

The password's validity or expiration status. Values are Expired,

1. Log in to beSECURE with administrative privileges.
2. Make sure DevOps Mode is selected.
3. Click Admin in the sidebar.
4. Click Accounts.
5.
the person is Locked Out, the Last Login, and Account Type for each account. Enter
text in the search box at the top right to search accounts by username, or click the
arrow in the box to open the advanced search options. You may also use the
navigation buttons at the bottom to page through the results.
< - 2 3 4
The Account List page.
Field Description
User ID The user ID associated with the account.
Contact
Name
Account
Profile and Scanning User.
Password
Status Expires in 30 days, and Never expires.
Language The language associated with the account.
User Guide
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Field Description

Associated = The organizations the account is associated with.

With

Username The username used to log in to the system. This field is required
when creating a new account.

Email The email address associated with the account.

Account The level of privilege associated with the account.

Type

Security The security profile associated with the account.

Profile

Timezone The time zone associated with the account.

Locked Out Whether the account is locked out.

Show Includes deleted accounts in search results.
Deleted
T e T I’4
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The advanced Account Search.
6. Click on an account in the results table to access the Account Details page.
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‘ Modity H mpersonate H Duplicate + H Delete ‘

The Account Details page.

Depending on the account type, the Account Details area will have up to four tabs: Main,
Permissions, Owned By, and IP Restriction(s). The Main tab, which is the default tab, has the

following fields:

Field Description
Username
(required) creating a new account.

Password Status

Expires in 30 days, and Never expires.

Password

Retype Password
password.

Security Profile
(required)

Account Profile

Used when changing the account password.

The security profile associated with the account.

The username used to log in to the system. This field is required when

The password's validity or expiration status. Values are Expired,

Used for verification when creating or changing the account

The role of the account. Values are Administrator, Reporting User, and

(required) Scanning User.

Language The language the beSECURE system uses for the account.
(required)

Timezone The time zone associated with the account.

(required)

Contact The name of the contact person associated with the account.
(required)

Restricting IPs for an Account

User Guide www.fortra.com
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The IP Restrictions tab enables administrators to allow or deny access to the system
through specific IP addresses. Denying an IP address helps prevent unauthorized users
from logging in to the system.

The IP Restrictions tab of the Account Details page.

Managing Account Passwords
To change an beSECURE account password:

Log in to beSECURE with administrative privileges.
Make sure the DevOps mode is selected.

Click Admin > Accounts > List.

Click on the account.

a bk o=

Enter a new password in the Password field (the password must contain a minimum
of eight characters).

Re-enter the new password in the Retype Password field.

N o

. If you're creating a new account for someone else or changing a user’s password
and would like to send a notification to the user's email address, select Notify user
of account details and password.

8. Select Change Account Password.
9. Click Modify.

Deleting an Account
To delete an account:

1. Log in to beSECURE with administrative privileges.
2. Make sure DevOps mode is selected.
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Click Admin in the sidebar.

Click Accounts.

Click List.

Select the account you want to delete from the list.
Click Delete.
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Managing Contacts

Contacts are users who receive beSECURE email notifications about scan results, scan
events (when a scan starts or finishes), alerts, and alarms. You can view information about
contacts and create new contacts through the Contacts area.

Creating a Contact
To create a new contact:

Log in to beSECURE with administrative privileges.
Make sure the DevOps mode is selected.
Click Admin > Accounts > Contacts.
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Click the plus sign @) button at the bottom right corner and enter the Contact Name
(required), Contact Email, and Contact Phone fields on the form that appears.

5. Click Next to continue to the second page of the form and enter address information,
or Create to create the contact with basic information only.

Contact Details Settings

Contact Phone:

- |

The Contact Details landing page.

Modifying a Contact
To modify an existing contact:

Log in to beSECURE with administrative privileges.
Make sure the DevOps mode is selected.
Click Admin > Accounts > Contacts.

A wbn =

Enter text in the search box at the top right to search by contact name. You may also
use the navigation buttons at the bottom of the page to page through the list of
contacts.
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5. Select a contact from the results list.
6. Follow the prompts to modify the contact details.
7. Click Modify.

Deleting a Contact
To delete a contact:

Log in to beSECURE with administrative privileges.
Make sure the DevOps mode is selected.

Click Admin > Accounts > Contacts.

Select the contact you want to delete from the list.
Click Delete.
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Managing Group Contacts

A group contact is an email list that enables the system to send messages to multiple users
at once. You can view information about group contacts and create new group contacts

through the Group Contacts area.

Creating a Group Contact

To create a group contact:

Make sure the DevOps role is selected.
Go to Admin > Accounts > Group Contacts.
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form that appears. The available fields are:

Log in to beSECURE with administrative privileges.

Click the @) button at the bottom right corner and complete the basic information

Field Description

Contact Name A name for the group contact.

(required)

New email A field for adding a new email address.

Email(s) Displays the email addresses that have already been added to
the group contact.

Report

Customization

5. Click the Create button.

Contact Details

Email(s): Report Customizaation

@

The Group Contact Details page.

User Guide www.fortra.com
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Modifying a Group Contact

To modify an existing group contact:

1.
2.
3.

7.

Log in to beSECURE with administrative privileges.
Make sure the DevOps role is selected.

Go to Admin > Accounts > Group Contacts. A list of existing group contacts will
appear.

Enter text in the search box at the top right to search by group contact name. You
may also use the navigation buttons at the bottom to page through the list of group
contacts.

Select a group contact from the results.

. Modify the group contact details.

a. Toremove a user from the group contact, click on the email address in the
Email(s) field, then click the Delete Email button.

When finished, click the Modify button.

Deleting a Group Contact

To delete a group contact:

1.
2.
3.

Log in to beSECURE with administrative privileges.
Make sure the DevOps role is selected.

Go to Admin > Accounts > Group Contacts. A list of existing group contacts will
appear. Enter text in the search box at the top right to search by group contact name.
You may also use the navigation buttons at the bottom of the page to page through
the list.

4. Select the Group Contact you want to delete from the list.

Click the Delete button.
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Managing Active Users

Active users are users at your organization who are currently using the beSECURE system.

Viewing Active Users

To view active users:

1. Log in to beSECURE with administrative privileges.
2. Make sure the DevOps mode is selected.
3. Click Admin > Active Users.

The Active Users page displays the following information for each active user:

Field Description
Name The user's name.
Account The role of the account. Values are Administrator, Scanning User, and
Profile Reporting User.
User ID The user’s User ID.
Username The user’'s username. This is typically an email address.
IP Address The IP address of the machine the user is using.
Last Activity = The date and time of the user’s last activity.
Account The level of privilege or access associated with the account.
Type
Security The security profile associated with the user account.
Profile
Looking At | The section of the beSECUREE system the user is accessing.
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Account Profile: Super Admin
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The Active Users screen.

You can disconnect an active user from the system by clicking on the power button at the
bottom right of his or her “card.” This will prevent the user from accessing the system.

Modifying Active Users

To modify an active user, click on the Edit Profile. This redirects you to the Account Details
page, where you can edit the active user’s account.

User Guide
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Managing Scan Settings

Scan settings are available to Scanning Users and Administrators. The Scans area allows
these users to:

» Create entries containing specific scan setting information
« Modify existing scan setting information

» Delete scan setting information

« Undelete scan setting information

e Modify a scan’s schedule

e Enable a scan

e Disable a scan

Creating a Scan Setting Entry
To create an entry containing specific scan setting information:

Log in to beSECURE with administrative privileges.

Make sure the DevOps mode is selected.

Click Scans.

Click Scan Settings. A list of existing scans will appear (if any).
Click the plus sign @) button at the bottom right.
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6. Fill out the form on the Settings tab (default).
a. The required fields on the Main sub-tab are:

Field Description
Scan Name A name for the scan.
(required)

LSS (required) The LSS to use for the scan.

Organization The organization associated with the scan.
(required)

Hostname/IP  The name or IP address range for the host to scan. Use the
Address Range Import button to import a CSV file, or the Resolve button to
(required) resolve the host.

NOTE: Hostnames/IP addresses provided must be
unique for the specified Parent Organization, two
different Scans assigned to the same organization
should have no common target hosts. Use a comma or
a new lines to separate different IPs or Hostnames. Use
network dividers such has /8 (A-class) or /24 (C-class)
to define subnets. Use -' to define ranges (For the last
digits only, i.e. 192.168.1.100-120).

b. Click on the Authentication sub-tab to enter a Windows username, Windows
password, and Windows domain (optional).

c. Click on the Hostname / IP Address Range sub-tab to import a CSV file of IP
address ranges or resolve the IP addresses to include and exclude (optional).

d. Click on the Additional Settings sub-tab to enter a port range, SNMP
community name, scanning profile type, and tests to exclude (optional).

NOTE: Unchecking the “ping hosts” check box on this sub-tab will cause the
scan to skip the first phase where it attempts to detect live hosts in the
range provided. This will cause the scan to run on hosts that do not answer
Scan Setting ping and do not listen to standard ports. This is beneficial
when scanning high security Scan Settings like a DMZ. However,
unchecking this box may also cause the scan to run much longer. This is
because all of the possible Scan Settings in the range will be scanned, even
if there are no actual machines configured to that IP address.

7. Click on the Permissions tab to assign additional managers for the scan setting
entry (optional). Click on an email/address name under the Available section to
move it to the Assigned section. This will assign that user as a manager for the scan
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setting. A scan setting without assigned owners will automatically be owned by any
Administrator account in the system.

8. Click on the Reporting tab to configure settings for reports. Available settings

include:
Field Description
Contact Person = The contact person who should receive reports and
(required) notifications.
Notifications The notifications to send. Values are Scan Starts, Scan Finishes,

and Scan Result Change(s).

Customization A saved report customization.

Name

Report Name The name of the report to send.

Format The format for the report.

Report Type Values are Complete, Filtered, and Differential.

Report Style Values are Regular, SOX, PCI (compliance), HIPAA, ISO 27001/2,

OWASP, CIS, Remediation, Microsoft Patches, Penetration Test,
Top Level Report, and Executive Summary.

9. When finished, click Create.

The Scan Details page.

Creating a new scan setting only registers it on the IS. A request to register the Scan Setting
on the selected scanning device will occur on the next synchronization or communication
cycle between the IS and LSS. Until the LSS accepts the registration request, the following
message will appear in the Scan Setting details: “The scan has not yet been confirmed by
the scanner. You cannot modify its scan setting until it is confirmed.”
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Once the LSS has accepted the scan setting registration, a new section in the scan setting
details form will appear. This section will allow the user to configure the scanning routine
and to enable the scan on the remote scanning device.

If the scanning device is changed once the original scanning device has accepted the
registration, a warning will be generated saying: “Changing a scanner will cause the scan to
be disabled on the original scanner and a new scan will be created on the new scanner.”

Creating a Schedule for a Scan Setting Entry

Adding a scanning schedule to a scan setting entry allows you to run automated scans on a
periodic basis. A schedule consists of a reference date (the date the schedule is calculated)
and a routine, which can be daily, weekly, monthly or once (a one-time scan). In order to
provide a schedule for a Scan Setting entry, you must create the scan setting first, then go
back and modify it.

1. Log in to beSECURE with administrative privileges.

2. Make sure the DevOps mode is selected.

3. Click Scans.

4. Click Scan Settings.

5. Enter text in the search box at the top right to search by Scan Name, or click the
arrow in the search box to run an advanced search.

6. Select the Scan Settings entry you want to add a schedule to.

7. Click the Scheduling tab.
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8. Enter the schedule details. The Scheduling tab includes the following fields:

Field Description

Date Last The date and time this scan setting was last used, if applicable.

Scanned

Next The date of the next scheduled scan. Will be null if a schedule hasn't

Scheduled been added to the scan setting yet.

Scan

Last Scan The ID number for the last scan. The scan number for the first scan

Number of a target will be 1, the second scan will have the scan number 2,
and so on.

Scan The duration of the last scan.

Duration

Scan The time zone associated with the scan.

Timezone

(required)

Reference The date the schedule is based on.

Date

Routine Values are Unscheduled, Daily, Weekly, Monthly, and Once. For more
information, see the 14.8.2.1. About Routines section below.

Time Range The hours during which the scan can be initiated.

Time Range The behavior of the time range. For example, you can use this field

Behavior to specify that a scan shouldn't run during the hours in red, and that

scans should resume during the hours in green. By default, green
indicates the start time and active period, while red is the inactive
period.

9. Click Modify Schedule.
About Routines

For daily and weekly routines, you must also enter an integer in the field below your choice.
This number represents the interval. For example, to scan every 5 days, select Daily, then
enter the number 5 in the next field.

There are two options for the monthly routine. You may choose to scan on a certain day of
the month, or the first, second, third, or fourth Sunday, Monday, etc. of the month. For the
Once routine, the specific date for the scan should be entered. For example, you would enter
2018-03-05 to scan on March 5, 2018.
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Each scan has a starting time that is determined by a matrix of 24 hours. If it is marked by
green, the scan can begin at that time. If it is marked in red, it cannot begin at that time.
There are two parameters affecting the scan start time: the fixed time frame and the
number of scans that can be conducted simultaneously by the LSS. If the time frame does
not allow for a scan because the maximum number of scans is being conducted on the LSS,
the system will generate an alarm.

Modifying a Scan Setting Entry
To modify the settings for a scan:

Log in to beSECURE with administrative privileges.
Make sure the DevOps mode is selected.

Click Scans.

Click Scan Settings.

Enter text in the search bar at the top to search by Scan Name, or click the arrow in
the search box to open the advanced search options. Select Show Deleted in the
advanced search options to include deleted scans in your search. You may also use
the navigation buttons at the bottom to page through the list of scan setting entries.
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6. Click on a scan in the results list.

7. Edit the scan details. For tab and setting details, see the Creating a Scan Setting
Entry section of this user guide.

a. You can also click Clone to clone the settings associated with another scan,
either by Scan Name or Hostname / IP Address Range. The fields that can be
cloned include Ownership, LSS, Organization, Additional Settings, Contact
Person, and Notifications.

8. Click Modify.

LLLLLL

The Scan Details page.
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The user who creates a new scan setting entry is automatically authorized to manage it, and
to add other managers. To view a list of the accounts authorized to manage an entry, click
the Permissions tab. Authorized managers appear under Owned By » Assigned. To add a
new manager, click on the email address/name for the manager under Available. The
manager will now appear under Assigned. To remove an existing manager, click on the
email address/name for the manager under Assigned to move it back to the Available
section.

The Permissions tab of the Scan Details page.

When a new scan setting is created, the LSS must confirm its creation. The scan cannot be
enabled or scheduled for scanning without this confirmation. As soon as confirmation is
given, two additional actions are made available. These are Modify Schedule and
Enable/Disable Scan. The Scan Setting default is disabled and doesn’t have a schedule. To
activate a scan, it must be enabled and a schedule must be provided.

Cloning a scan

Cloning a scan is an option made for your comfort - Create a scan in a way that's even
faster than the "Create new scan" widget. Just click on a scan, clone it and inherit all its
settings.

Select the DevOps mode.

Click Scans > Scans list.

Select a preexisting scan on the Scans List page.

Click the Clone button the upper-right corner of the Scans Details page.
Enter a name for the scan in the Scan Name box.
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6. Enter an IP address, a range of IP addresses, or FQDNs in the Hostname /
IP Address Range box. To include multiple entries, separate each with a comma (for
example, 192.168.0.100,192.168.0.200).

7. Optionally, disable any value(s) you do not want to include in your scan clone.
8. Click Clone.
9. Click Scan List from the side navigation pane to access your newly cloned scan.

Deleting a Scan Setting Entry
To delete a scan settings entry:

Log in to beSECURE with administrative privileges.
Make sure the DevOps mode is selected.

Click Scans.

Click Scan Settings.
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Enter text in the search bar at the top to search by Scan Name, or click the arrow in
the search box to open the advanced search options. You can also use the
navigation buttons at the bottom to page through the list of scan setting entries.

6. Click on a scan in the results list.
7. Click Delete.

NOTE: A scan setting that is in use by other active parties in beSECURE cannot be
deleted.

Restoring a Scan Setting Entry
To restore a scan setting that was deleted by mistake:

Log in to beSECURE with administrative privileges.

Make sure the DevOps mode is selected.

Click Scans.

Click Scan Settings.

Click the drop-down arrow in the search box to open the advanced search.
Select Show Deleted.

Click Search.

Select the appropriate deleted item from the list of results.

Click Undelete.
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Errors

The following errors may be generated by scan settings.

Time Range

The scanner may not be able to perform a scan on time due to a heavy load or other causes.
If this occurs, beSECURE will generate an alarm with the message “The scanner has missed
the schedule of one of the scans.”

Reference Date

Supplying a scanning routine without a reference date will cause an error.

Conflicting IP Addresses/Hosts

All of the IP addresses and hosts in the scan setting's range must be unique to the parent
organization the scan setting was placed in. Any of the following actions will generate an
error message:

» Attempting to create or modify an existing scan setting with a range or host that
exists in another scan setting in the same organization.

» Attempting to move an existing scan setting to an organization that already has one
or more IP addresses or hosts of that scan setting.

If these situations occur, you may click the plus sign in the error message to view the
conflicting hosts or IP addresses.
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Managing Web Scan Settings

Web Scan Settings are available to Scanning Users and Administrators. Users with
administrative privileges can:

Create entries containing specific web scan setting information
Modify existing web scan setting information

Delete web scan setting information

Undelete web scan setting information

Modify a web scan’s schedule

Enable a web scan

Disable a web scan

Creating a Web Scan Setting Entry

To create an entry containing specific web scan setting information:
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7.

Log in to beSECURE with administrative privileges.
Make sure the DevOps mode is selected.

Click Scans.

Click Web Scan Settings.

Click the plus sign @) button at the bottom right.

Fill out the details on the Settings tab and Main sub-tab (you will see these by
default). The following fields are required:

Field Description

Web Scan Name A name for the web scan.

(required)

LSS (required) The LSS to use for the web scan.

Organization (required) The organization to associate with the web scan.
Scan (required) The saved scan to use.

Hostname (required) The name of the host (for example,

www.example.com).

Optionally, edit the information on the Configuration sub-tab. The available fields
are:
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Field Description

URL testing An integer for the maximum amount of testing Dynamic Pages
limit (required) = gathered by the crawling processes. Default is 500.

Page visiting An integer for the maximum amount of previously unvisited

limit (required) pages (links) the crawler will visit during the crawling processes.
Contains sub-options for handling hosts that match a given
regular expression and skipping links that match a given regular
expression. Default is 500.

Automatically | If the checkbox is enabled, once you create the record, the

start crawling hostname will be automatically entered into the Static Pages.

site Every new web scan entry created will also create two new Static
Pages: http://hostname/ and https://hostname/.

Automatically Indicates whether the scan should start as soon as the first
start scanning  crawling process finishes.

Recrawl before Indicates whether the scan should start as soon as the first
starting to scan crawling process finishes.

Turn off By enabling this option, cases such as article about
duplicate script 1life.php?id=1 and article about feelings.php?id=1
detection will be regarded as two different Dynamic Pages. While by not

enabling this, they will be regarded as the same. By not enabling
this, only parameters names are looked at, while by enabling it,
the filename will be looked at as well.

8. Optionally, click the Reporting tab to change the Contact Person. The default is the
user who created the web scan setting entry.
9. Click Create.

Modifying a Web Scan Setting Entry
To modify the settings for a web scan:

Log in to beSECURE with administrative privileges.
Make sure the DevOps mode is selected.

Click Scans.

Click Web Scan Settings.

Use the navigation buttons at the bottom to page through the list, or enter text in the
search bar at the top to search by Scan Name. You can also click the arrow in the
search box to open and run an advanced search.

a s S

User Guide www.fortra.com page: 145


http://hostname/

Administrative Functions / Managing Web Scan Settings

Select Show Deleted in the advanced search options to include deleted scans in your
search.

Click on a web scan in the list.

Edit the web scan details. For tab and setting details, see the Creating a Web Scan
Setting Entry section of this guide.

Click Modify.

Deleting a Web Scan Setting Entry

To delete a web scan settings entry:
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6.
7.

Log in to beSECURE with administrative privileges.
Make sure the DevOps role is selected.

Click Scans.

Click Web Scan Settings.

Use the navigation buttons at the bottom to page through the list, or enter text in the
search bar at the top to search by Scan Name. You can also click the arrow in the
search box to open and run an advanced search.

Click on a web scan in the list.
Click Delete.

Restoring a Web Scan Setting Entry

To restore a web scan setting that was deleted by mistake:
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Log in to beSECURE with administrative privileges.

Make sure the DevOps mode is selected.

Click Scans.

Click Web Scan Settings.

Click the arrow in the search box to open the advanced search.
Select Show Deleted.

Click Search.

Select the appropriate deleted item from the list of results.
Click Undelete.
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Managing Logos

Scanning Users and Administrators have permissions to upload, modify, and delete
company logos for organizations. An organization’s logo will appear in system reports. The
beSECURE system supports logos in JPEG, BMP, SVG, and GIF formats. The maximum file
size that can be uploaded is TMB.

Uploading a Logo
To upload a company logo to the beSECUREsystem:

Log in to beSECURE with administrative privileges.
Make sure the DevOps mode is selected.

Click Admin > Organizations > My Logo.

Click the plus sign @) button at the bottom right.
Enter a name for the logo in the Name box.
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Click Choose File, then browse to the file’s location on your machine and select it.

NOTE: Logos exceeding 1 MB in size will be truncated to 1 MB. size must not
exceed 1 MB.

7. Click Apply.

The Logo Details page.

Modifying a Logo
To modify a company logo in the beSECURE system:

Log in to beSECURE with administrative privileges.
Make sure the DevOps mode is selected.
Click Admin > Organizations > My Logo.
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Select the logo you wish to modify from the Logo List.
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5. Modify the basic settings (Name or File, optional).

NOTE: If changing the file, the Logo size must not exceed 1 MB. If the size is
exceeded, the image will be truncated to 1 MB.

6. Optionally, to change logo permissions, click the Permissions tab. By default, the
user who uploads the image is automatically authorized to manage it and assign it to
other managers. To assign a manager, click on a username under the Available
section. This will move the entity over to the Assigned section. To remove a
manager, click the x at the end of the username in the Assigned section.

NOTE: If there are no assigned managers, any Administrator account in the
system will be able to manage the logo.

7. Click Modify.

Deleting a Logo
To delete a logo from the beSECURE system:

Log in to beSECURE with administrative privileges.
Make sure the DevOps mode is selected.
Click Admin > Organizations > My Logo.

Ao

Select the logo you wish to modify from the Logo List.
5. Click Delete.

NOTE: A logo that is in use by other active parties in the beSECURE system cannot be
deleted. Click the plus sign in the error message box to view the entities that are actively
using the logo.

Restoring a Logo
To restore a logo that was deleted by mistake:

Log in to beSECURE with administrative privileges.

Make sure the DevOps mode is selected.

Click Admin > Organizations > My Logo.

Click the arrow in the search box to open the advanced search.
Select Show Deleted.

Click Search.
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7. Select the appropriate deleted item.
8. Click Undelete.
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Managing Licenses

The Licenses area allows Scanning Users and Administrators to create and modify entries
containing specific license information for licenses used by LSS assets.

Every system must have at least one license, with no regex, named the default license. The
intention of this license is to “catch” any IP that was not caught in any other license in the
system by its regex policy.

License utilization is calculated according to the initial quantity, amount consumed, and the
amount remaining.

Creating a License Entry
To create a new License entry:

Log in to beSECURE with administrative privileges.

Make sure the DevOps mode is selected.

Click Admin > Deployment > Licenses.

Click the plus sign @) button at the bottom right.

Enter a License Name and License Key in the corresponding boxes.
Click Modify.
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Modifying a License Entry
To modify a License entry:

1. Log in to beSECURE with administrative privileges.
2. Make sure the DevOps mode is selected.

3. Click Admin > Deployment > Licenses. To show deleted licenses, click the drop-
down arrow in the search box, select Search Deleted, and then click Search.

4. Click on the license to edit.

5. Edit the license details. Enter a License Name and License Key in the corresponding
boxes.

6. Optionally, click the Permissions tab to assign managers to the License. Click on a
username under the Available section to move it to the Assigned section. (A license
without an assigned owner will automatically be owned by any Administrator
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account in the system.) To remove a manager, click the X at the end of the username
under the Assigned section. This will move the entity back to the Available section.

7. Optionally, add or change a comment.
8. Click Modify.
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Managing LSS Entities

The LSS area of the beSECURE allows Scanning Users and Administrators to create and
manage LSS assets.

Creating an LSS Entity

To create a new LSS entity:

Log in to beSECURE with administrative privileges.
Make sure the DevOps mode is selected.

Click Admin > Deployment > LSS.

Click the plus sign @) button at the bottom right.
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Field

LSS Name
(required)

Server ID
(required)

Network
Address
(required)

Parent IS
(required)

Scan Data
Retention
(required)

Encryption
Key
(required)

Secure
Connection

Secure
Connection
(required)

Contact
Person
(required)

Comments

6. Click Apply.

5. Fill out the form that appears. The form has the following fields:

Description
The name of the LSS.

The ID for the server. Note that this value cannot be changed once
it has been submitted. This ensures proper connectivity between
the LSS and the IS.

The network address.

The IS server, or management server that controls the LSS. In most
cases, this is the server you're using, and there will be no other
available selections.

The number of days to retain the data.

The LSS encryption key.

NOTE: This key must be kept secret, as it is used in the
communication between the LSS and the IS. In case of
suspected key compromise, immediately replace the key by
generating a new one on the LSS as described in the LSS
installation guide.

Enables a secure connection when checked.

The initiator of the connection (IS or LSS). This field determines the
direction of the communication.

The contact person for the LSS.

A field for optional comments.
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NOTE: The communication direction must be set correctly in both the IS and LSS. If an
LSS is placed within an internal Scan Setting, the communication direction preferred is
“LSS initiates connections.” This can be chosen from the “communication direction”
drop—down box and must be set accordingly in the LSS interface. Alternatively, in the
instance that the LSS is placed on the Internet, or direct access is available from the IS
to the LSS, it is preferable to set the “IS initiates connections” which can be chosen
from the “communication direction” drop—down box and must be set accordingly in the
LSS interface.

Modifying an LSS Entity
To modify an existing LSS entity:

Log in to beSECURE with administrative privileges.
Make sure the DevOps mode is selected.
Click Admin > Deployment > LSS.

Enter text in the search box to search by LSS Name or click the arrow in the search
box to open the advanced search options. You may also use the navigation buttons
at the bottom to page through the list.

5. Select an LSS from the list. The LSS Details page will appear. This page shows basic
details about the LSS, the Transaction Queue, and License Utilization.
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The LSS Details page.

6. Optionally, click the Settings tab to modify the LSS settings. For details on LSS
settings, see the Creating an LSS Entity section of this guide.

7. Optionally, click the Permissions tab to assign or delete managers for the LSS. Click
on a username under the Available section to move it to the Assigned section. To
remove a manager, click the X at the end of the username under the Assigned
section. This will move the entity back to the Available section.
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NOTE: An LSS without assigned owners will automatically be owned by any
Administrator account in the system.

8. Optionally, click the Others tab to change the Contact Person for the LSS.
9. Click Modify.

Deleting an LSS Entity
To delete an LSS entity:

Log in to beSECURE with administrative privileges.
Make sure the DevOps mode is selected.

Click Admin > Deployment > LSS.

Select the desired LSS to delete.

5. Click Delete.
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NOTE: An LSS that is in use by other active parties in the beSECURE system cannot be
deleted. Click the plus sign in the error message box to view the entities that are actively
using the LSS.

Restoring an LSS Entity
To restore an LSS that was deleted by mistake:

Log in to beSECURE with administrative privileges.

Make sure the DevOps mode is selected.

Click Admin > Deployment > LSS.

Click the arrow in the search box to open the advanced search.
Select Show Deleted.

Click Search.

Select the desired deleted item.

Click Undelete.
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Managing Servers

The Server area of the beSECURE system allows users to manage Settings, Maintenance,
System Security, Tasks, Notifications, Ticket, Translation, Integration, and Billing. Access to
the server screens is limited to users whose account type is Administrator.

Server Settings

To manage server settings:
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Click More > Server.
Click Settings.
Optionally, edit the settings on the Default Settings tab. This tab has the following

fields:

User Guide

Field
Port Range

Logo

Two-Factor
Authentication

Enforce Two-
Factor
Authentication

Single Sign On
(SSO)

Default
Language

Default Country

Report Format

Graphs and

Report Language

Log in to the beSECURE system with administrative permissions.

Description

Examples: 1-65535; 135, 139, 445, 1026, 3389

By leaving this field empty, LSS will use the default port range
(1-1024 and well known port list).

The logo to associate with the server.

Values are Disabled and FIDO UNF (Universal 2nd Factor).

A toggle indicating whether to enforce two-factor
authentication.

Values are Disabled, LDAP, SAM, Active Directory, and RADIUS.
The language to associate with the server.
The country to associate with the server.

The format for reports. Values are Regular, SOX, PCI, HIPAA,
ISO 27001/2, and CIS.

The language that should be used for graphs and reports.
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Field
Enforce SSL

Return Web
Scan's Dynamic
Output

beSECURE URL

Show Compliant
Checkbox

Auto-Compliant

Limit
Vulnerabilities
Summary

Vulnerabilities
Summary Range

Scan Records
Sorting based on

Prevent
Duplicate Scan
Name

Description
A toggle indicating whether to enforce SSL.

Web scans return the dynamic output of the request (the
request sent to the server, and the server response) to ease the
debugging and understanding of where the vulnerability lies on
the remote server. By enabling this checkbox, that content will
be included in the report. Otherwise, it will be omitted.

The root beSECURE URL the system should use inside reports
and emails when linking to more information on the beSECURE
website.

Marks a certain Organization, Scan, or Host as compliant (in
terms of security). If this is checked, the Compliant checkbox
will appear at Vulnerabilities > Summary tab.

Whether to automatically mark items with no High or Medium-
risk vulnerabilities as compliant. The default is ON.

Determines whether the Reports > Summary table will display a
limited amount of rows or the full number of rows on large
implementations of beSECURE. Limiting the number of rows
may prevent the browser from overloading.

Determines the number of rows displayed in the Reports >
Summary table.

Defines how the Result and Summary scan records are sorted.
The choices are Asset Score and Asset Value.

Prevent users from creating to scans under the Scan Settings
menu that have the same Scan Name.
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Disabled

Disabled

English

Regular

Engiish

L https:/ipurple beyondsecurity. com

The Settings page under the Server menu.

5. Optionally, click the Network Settings tab to edit the Default Gateway, DNS Primary,
DNS Secondary, and DNS Domain settings.

a. Click Modify.
b. Click Reboot.

NOTE: New network configurations do not take effect until the system is
rebooted.

c. Optionally, power the system down by clicking Poweroff.

d. Optionally, enter a remote host or IP address in the box at the bottom of the
page to ping that host using the new configuration.

6. When finished, click Modify.

The Network Setting tab.
7. Click the API Keys tab to create, modify, or delete an API key.

a. To create a new API key, select a username from the list bix at the bottom of
the page and then click Create.

b. To delete an API key, click Delete at the end of the row.
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The API Keys tab.
8. Optionally, click the SSL Certificate Settings tab to edit those settings:
a. Upload the desired Certificate File.
b. Upload the desired Key File.
c. Click Change.
WARNING: Placing invalid or malformed certificates/keys will make your beSECURE

server inaccessible, if in doubt ask your local Beyond Security support staff to place the
new key and certificate for you.

Server Maintenance

The Maintenance area provides detailed information about system uptime, load averages,
total memory, free memory, total swap, free swap, disk usage, and RPC log. You can
“awaken” the RPC service into action by clicking on the wake—up button.

System Security

The System Security area of the beSECURE system controls password requirements and
session timeout settings. beSECURE automatically assigns baseline default settings. A
leaner profile cannot be used in the system.

To modify the default System Security settings:

Log in to the beSECURE system with administrative permissions.
Click More > Server.
Click System Security.
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Modify the settings as desired. The Security Profile Details page has the following
fields:
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Field

Profile Name
(required)

Password
Expiration
(required)

Password Length
(required)

First Login
Password Change
(required)

Password Failure
Lockout Duration
(required)

Password Failure
Attempt Lockout
(required)

Session Timeout
Value (required)

Comment
(required)

5. Click the Modify.

Description

The name of the security profile.

The number of days before passwords expire. The default is
30 days.

The minimum password length. The default is 8 characters.

A toggle indicating whether the user must change their
password the first time they Log in to the beSECURE system.

The amount of time a user is locked out of the system after
failing to enter the correct password while attempting to log
in. The default is 30 minutes.

The number of failed password entry attempts before the
system locks the user out. The default is 5.

The number of minutes of inactivity before the system logs
the user out. The default is 30.

A comment explaining the change to the Security Profile.

Security Profile Details

The Security Profile Details page.

User Guide
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Managing Server Hierarchies

The Server Hierarchy provides a view of the relationships between the actual scanning
devices and the information servers that show which scanning device reports to which
information server. It is automatically generated by the beSECURE system as users install
and integrate LSS entities. Hierarchy controls are available in DevOps Mode only.

The process for installing and integrating an LSS on a system is described in the Creating
an LSS Entity on page 152section of this guide.

After a new LSS has been configured according to specifications, you will need to connect
that LSS to an existing IS. The LSS reports to the IS, which is called the “associated IS.”

Connecting an LSS

To connect an LSS with an existing IS:

1. Log in to the beSECURE system with administrative permissions.
2. Click Admin > Deployment > LSS.
3. Click the plus sign @) button to create a new LSS entity.
4. Specify the LSS details in the form that opens. The available fields are:
Field Description
LSS Name The name of the LSS.
(required)
Server ID The ID for the server.
ired
(regjulee), NOTE: This value cannot be changed once it has been
submitted. This ensures proper connectivity between the LSS
and the IS.
Network The network address.
Address
(required)
Parent IS The IS server, or management server that controls the LSS. In most
(required) cases, this is the server you're using, and there will be no other

available selections.
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Field

Scan Data
Retention
(required)

Encryption
Key
(required)

Secure
Connection

Secure
Connection
(required)

Contact
Person
(required)

Comments

5. Click Apply.

Description

The number of days to retain the data.

The LSS encryption key.

NOTE: This key must be kept secret, as it is used in the
communication between the LSS and the IS. In case of
suspected key compromise, immediately replace the key by
generating a new one on the LSS as described in the LSS
installation guide.

Enables a secure connection when checked.

The initiator of the connection (IS or LSS). This field determines the
direction of the communication.

The contact person for the LSS.

A field for optional comments.

sssssssss
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The LSS Details page.

6. Follow the testing procedure to ensure that the LSS has been defined correctly and
the IS communicates properly with the new LSS. (The procedure is described fully in
the Creating an LSS Entity section of this document.)

7. Repeat steps to add as many scanning devices as the system requires.

User Guide
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Viewing Server Hierarchies
To view an existing Server Hierarchy:

1. Log in to the beSECURE system with administrative permissions.
2. Click Admin > Deployment > Server Hierarchy. This page shows the following

information:
Field Description
Location The location in the server hierarchy.
Direction The direction of data movement in the client/server relationship. Values are
Pull and Push.

Heartbeat The date and time of the last connection between the remote scanner and
the beSECURE system. This field indicates whether the remote scanner is

still active.

Alarms The number of alarms associated with the Location. Click on the number in
this field to go to the Alarm List for the Location. You can also view Alarms
under Admin > Alarms.

‘‘‘‘‘‘‘‘‘‘‘‘‘‘

Server Hierarchy

I N N
1

Local MS

2

Glendale LSS

The Server Hierarchy page.
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Managing Notifications

You can configure the beSECURE system to send notifications when certain events related
to scans and tickets occur. For example, the contact person for the organization may wish
to receive notices when a scan is completed or a ticket is created. For information on
configuring a contact person, see the Managing Contacts section of this document.

To manage Notification Settings:

1. Log in to the beSECURE system with administrative permissions.
2. Click More > Server.

3. Click Notifications. The Notification Settings page will appear. This page displays
the Active Notifications at the top, current settings in the middle, and a list of sent
notifications at the bottom.

4. Optionally, modify the Active Notifications. The choices are:

Field Description

Scan Completed Sends a notification when a scan finishes.

Scan Started Sends a notification when a scan starts.

Ticket Created Sends a notification when a ticket is created.
Ticket Assigned Sends a notification when a ticket is assigned.
Ticket Unassigned Sends a notification when a ticket is unassigned.

Ticket Remediated Sends a notification when a ticket is remediated.
Ticket Status Change Sends a notification when the status of a ticket changes.
Ticket Assigned Sends a notification when a ticket is assigned.

Scan Completed with Sends a notification and report when a scan finishes.
Report Attachment Requires the Scan Completed notification to be enabled.

Scan Changes with Sends a notification and report when a scan changes.
Report Attachment Requires the Scan Changes notification to be enabled.
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5. Optionally, modify the Notification Settings. The available fields are:

Field Description

Enable Emailing Enables email notifications.
SMTP Server Host The SMTP server host.

SMTP Server Port The SMTP server port.

Try to use SSL Whether to attempt to use SSL

Use SMTP Authentication Whether or not to use SMTP Authentication.
SMTP Authentication Type  The type of SMTP authentication server.

SMTP Authentication User The user name to use for the SMTP authentication

server.
SMTP Authentication The password to use for the SMTP authentication
Password server.
Email FROM Address The email address the notification should originate
from.

6. Click Modify.

To send a test email notification, click Test Email.

The Notification Settings page.
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Managing Ticketing System Settings

The Ticketing System Settings area allows users to enable ticketing and configure ticketing
settings, such as the ticketing system to use, and whether to automatically generate and
close tickets. To access this area:

1. Log in to the beSECURE system with administrative permissions.
2. Click More > Server.

3. Click Ticketing.

4. Modify the settings as desired. The fields are:

Field Description

Enable Ticketing Whether to enable ticketing.

Ticketing System Whether to use beSECURE Internal ticketing system, or
an external one. Selecting “External” expands a panel
containing fields for the External URL, Email, subject,
and Template.

Automatically close Whether to automatically close resolved tickets.

tickets that are at a

‘Resolved’ ticket state

Automatically close Whether to automatically close tickets marked

tickets that are at a Resolved/Open/Ignore.

‘Resolved/Open/Ignore’

ticket state

Enable Automation Whether to enable auto-generation of tickets.

Auto Generate Tickets If Enable Automation is checked, this will determine

for whether tickets are auto- generated for all
vulnerabilities, or for new vulnerabilities only. The three
checkboxes for high, medium, and low-risk
vulnerabilities allow you to limit ticket auto-generation
to specific vulnerability types.

5. Click Modify.
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Ticketing Syste
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The Ticketing System Settings page.
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Managing Integrations

beSECURE offers more than a dozen third-party integrations with providers like Service Now,
Jira, Symantec, Service Now, and many other services. To manage your integrations:

1. Log in to the beSECURE system with administrative permissions.
2. Click More > Server.
3. Click Integration.

The Integration list page.
4. Select the Integration to modify.
5. A panel with configuration options specific to the Integration you selected will open.

JIRA Issue Tracking

Configuration options for Jira integration. These fields appear upon clicking the
Jira Issue Tracking box.

6. Edit the settings for the integration.
7. Click Modify.
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Viewing Tasks

Tasks are actions the system performs every few minutes, hours, or days. Tasks include
backing up a database, initiating a scan, exporting scan results to a third-party server,
sending an alert to a user, and other actions.

To view the Tasks the system has performed:

1. Log in to the beSECURE system with administrative permissions.

2. Click More > Server. The menu will expand.

3. Click Tasks. A list of tasks will appear.

The Task(s) List displays the following information:

Field Description

ID The ID for the task.

Name The name of the task.

Running Whether the task is running or not.

Enabled Whether the task is enabled or not.

PID The process ID the beSECURE system has assigned to the task.
Status The status of the task.

Last Status The date the status of the task last changed.

Change

Last Run The date the task was last run.

Cron String The cron string that describes the details of the schedule.
Module Values are Mailer, Web Scan, Crawler, Maintenance, Alert, Billing, and

Reporter.

Show | 10 v of14entries
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The Task List page.

Task Manager

Click on Task Manager at the top of the page to see additional options. This will open the
Task Manager window, which displays the Task Manager's log.

The Task Manager window.
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Viewing Audits

The Audit area allows Scanning Users and Administrators to obtain audit logs of all the
actions performed in the system. An audit shows the action, the initiator of the action, and
the time and date of the action.

To access the Audits area:

1. Log in to beSECURE with administrative privileges.
2. Make sure the DevOps mode is selected.
3. Click Admin > Audit.

Audit List

Show 10 v of 2438 entries -
20980 tem Account

20978

The Audit List page.
4. This page shows the following information for each audit:

Field Description

Audit ID The ID for the audit.
Audit The name of the audit.
Name

Initiator The entity that initiated the audit.

IP The IP address the user who triggered the Audit accessed the
Address  beSECURE system from.

Object An object in the beSECURE system (for example, an account, scan,
organization, contact, etc.). The system creates an audit trail for each
object, and adds to the trail whenever a user creates, modifies,
deletes, or restores an object.

Object The type of object the audit was created for.
Type
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Field Description

Issued On The date the audit was issued.

5. Click on the desired audit to view. The Audit Details page will appear.

Audit List

Audit Details

Audit Name:  Record modified
1P Address: 22242

Additional Information:  LanguageName changed from Francais' to ‘English
m ‘Administrateur to ‘Administrator

The Audit Details page.
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Viewing Alarms

The alarms area of the beSECURE system provides detailed information on alarms. A user
can view the alarms corresponding to the Assets an administrator has assigned them to.

Accessing Alarms

To access the Alarms area:

rwn =

Log in to beSECURE with administrative privileges.

Make sure the DevOps mode is selected.

Click Admin > Alarms.

Use the navigation buttons at the bottom to page through the list or enter text in the
search bar at the top to search by Alarm Type. You can also click the arrow in the
search box to open the advanced search options. These include:

Field
Alarm ID

Alarm Type
(free-text
search)

Object
Severity
Alarm Type
(List)
Status

Issued On

Show Handled

User Guide

Description
The ID for the alarm.

A free-text search for Alarm Type.

An object in the beSECURE system (for example, an account,
scan, organization, contact, etc.).

An integer representing the severity level of the alarm.

The type of alarm. Choose from the options in a drop-down list.

The status of the Alarm. Choose from Unacknowledged,
Acknowledged, Handled, and Under Investigation.

The date the alarm was generated. Enter a From date and To
date to narrow the search results to a specified time range.

A toggle for including or excluding alarms withthe status Handled
in the search results.
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Alarm List

Show | 10 v| Of57 entries

333633 A duplical

i m Alarm Search

<-z 3]4]5 b
.
The Alarm List page.
5. Click on an alarm in the list.
Audit List
Show 10 v of 2438 entries Search by Audit Name -
80 ~ User logged in to the system 323248 Account Nov 07, 2017

209
20979
20978
2

53.50 Account

The Audit Details page.

The Audit Details page displays the following information:

Field
Alarm ID
Alarm Type
Additional

Information
Object

Severity

Issued On

Status

User Guide

Description
The ID for the alarm.
The type of alarm.

The scan number and network that generated the alarm.

An object in the beSECURE system (for example, an account, scan,
organization, contact, etc.).

An integer from 1 (lowest) to 10 (highest) representing the severity
level of the alarm.

The date the alarm was issued.

The status of the alarm. Values are Unacknowledged,
Acknowledged, Handled, and Under Investigation.
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Modifying an Alarm

New alarms enter the system with the status Unacknowledged. They appear on the Alarm
List and the Home page.

To change the status of an alarm:

A wbnh =

7.

Log in to beSECURE with administrative privileges.
Make sure the DevOps role is selected.
Click Admin > Alarms.

Enter text in the search bar at the top to search by Alarm Type, or click the arrow in
the search box to open the advanced search options. You can also use the
navigation buttons at the bottom to page through the list of alarms.

Select the alarm to edit from the list.

Click the button corresponding to the new status. For a new alarm, the choices are
Acknowledge, Handled, and Under Investigation.

Confirm your choice in the confirmation window that appears.

NOTE: The beSECURE system will register the action you take in the alarm tracking
database. It will also appear on the Alarm Details page.
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Viewing Organization Hierarchies

The beSECURE system allows you to define complex, multi-level organizational structures.
For example, a large company might have “Headquarters” as the main, or parent,
organization, with sub- Organizations for the sales department, marketing department,
London office, and so on. The Organization Hierarchies area provides an overview of your
Organization’s structure.

To view an Organization Hierarchy:

1. Log in to beSECURE with administrative privileges.
2. Make sure DevOps mode is selected.
3. Click Admin > Organizations > Organization Hierarchy.

Organization Hierarchy

T

The Organization Hierarchy page.

One or more organizations may appear on this page. An organization is indicated by a green
organizational chart icon. To expand the hierarchy for an organization, clicking on the arrow
in the first column. For example, in the image above, the hierarchy for the Organization
named Demo has been expanded to reveal three sub-entities. In this case, they are users, as
indicated by the gray “person” icon. Machines are indicated by a scan icon (computer).

Clicking on a name in the hierarchy will open the Details page for that entity.
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Video Tutorials

Setting SSH Connection for Upgrades/Remote Debugging

How to Set Up LSS to Use a Static IP

Setting Up On-Premises
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Why do Terminal Services show up as a medium risk vulnerability?
Terminal Services are considered to be "medium risk" in beSECURE for the
following reasons:

e Terminal Services should not be available on external IP addresses, and

medium risks on external-facing IP addresses are issues you must fix.
However, it's perfectly acceptable to have a medium risk on internal IP
addresses if the policy of your organization will allow it (high risks are not,
though).

Medium risks, especially for internal IP's, are not necessarily critical
vulnerabilities that need to be fixed; they are issues we want you to
acknowledge. If they were critical, they would be high risk. If they were
negligible, they would be low. Terminal Services is neither.

Guessing a valid username and password (possibly using another
vulnerability present) gives you complete control over the system. Unlike file
sharing and other logins, Terminal Services gives you full and unrestricted
control remotely.

You may find medium risk vulnerabilities that you want to ignore (that is, you have
understood the issue and it does not apply to your organization). To ignore an
issue, do the following:

No ok~ wbd =

8.

Log in to beSECURE.

In the upper-left corner of the Home page, select DevOps.

Select the Vulnerabilities Summary page.

Select the checkbox next to the vulnerabilities you want to ignore.
Select Mass Ticket Creation.

Change the state to Ignore.

Optionally, enter a comment explaining why these vulnerabilities were
ignored.

Select Create.

The vulnerabilities will no longer appear in the report and summary and will not
affect the score. If you remove the Ignore state or search for these issues
specifically (for example, to see the list of machines that have Terminal Services)
you can explicitly search for each issue.

User Guide
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How do | create an organization in beSECURE?
You can create organizations in beSECURE or leave it in default mode.

If only one person or division of your company is using the scanner, you can leave it
in default mode. However, if you have multiple teams scanning and each one has
its own priorities, designated permissions, and goals, you should create
organizations.

If you have existing scans, you can assign those scans to the new organizations.

To create a new organization, do the following:

No g h~obd-=

8.

Log in to beSECURE.

In the upper-left corner of the Home page, select DevOps.
Select Admin > Organizations > List.

Select the New @) button.

On the Settings tab, enter information in all required (*) boxes.
Select the Reporting tab.

In the Contact Person box, select who you want notified about updates on
the scan.

Select Create.

How do | download a report using the JSON interface?
Once you have issued a command and have asked the system to provide you with
an XML report (for example) using the following short-form code, a JSON object will
be returned:

my %hashItems;

$hashItems{'primary'} = 'vulnerabilities';

$hashItems{'secondary'} = "report";

$hashItems{'action'}

$hashItems{'format'}

'getreport’;

"xml";

$hashItems{ 'network'} = "$Network";

User Guide
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$hashItems{'apikey'} = $APIKey;

In the object, the "compresseddata” this field needs to be decoded with Base64 and
then uncompressed (this field uses Zlib compression).

Again, in pseudo code without a lot of testing, the flow would look something like:

User Guide

my $compresseddata = "";

if (defined $result{'compresseddata'}) {

$compresseddata = $result{'compresseddata’'};

if (length($compresseddata) != $result{'compressedlength'}) {

print STDERR "Invalid compressed data has been received\n";

next;

use Compress::Zlib gw(uncompress);

use MIME::Base64 qw(decode_base64);

my $uncompresseddata = uncompress(decode_base64($compresseddata));

if (length($uncompresseddata) != $result{'uncompressedlength'}) {
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print STDERR "Invalid uncompressed data has been received (".length
($uncompresseddata)." != ".$result{'uncompressedlength'}.")\n";

next;

if(open(FILE, "> $Filename")) {
print FILE $uncompresseddata;

close(FILE);

How do | set Default Permissions for new objects?
The Default Permissions option assigns any new objects you create to the users
you specify. This includes new scans, organizations, and user accounts. Note:
Default Permissions is for new objects only. For existing objects, you must
manually assign them individually using the Permissions options. Both options are
beneficial when you create scans that multiple users need access to.

To set up Default Permissions for new objects, do the following:

1. Login to beSECURE.
2. In the top-right corner of the Home page, select your username > Account.

3. On the Account Details page, select the Default Permissions (for new
objects) tab.

4. Select a user from the Available box to move it to the Assigned box.
5. Select Modify to save your changes.

How do | manually update beSECURE II?
Manual Update Process for beSECUREII Information
Server (IS) and Local Scanning Server (LSS)
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In a normal configuration, the IS and LSS units request updates from Beyond
Security servers by way of the internet. The default settings deliver updates daily
and automatically. If either the IS or LSS are located in a tightly controlled network
that does not allow an external connection, it is possible to update them manually.
The manual process consists of downloading update packages and placing them
on an internal web server. The AVDS appliances are then configured to point to the
internal web server to collect them, instead of Beyond Security’s update servers.

Manual Updates for an IS

You can download IS update packages from:
http://pink.beyondsecurity.com:8080/download.cgi?version=20090407&avdsvers
ion=3.1.7&serverid=101111&texts=2014-05-03 00:00:00

Edit the URL with the following:

 ‘version’ = 20090407 (always stays the same)

» ‘avdsversion’ = The current version of your IS. Find that at: Help -> Version
Information

» ‘serverid’ = Your unique server ID, which can be found at Sever ->
Maintenance

» ‘texts’ = The last update date. This is found at Vulnerabilities ->Tests. Use
the most recent Date Modified from the Test List Table. The time can be
midnight (00:00:00).

After downloading the package, place it on a local web server. The IS server will
access the local web server and attempt to download this exact filename:
(download.cgi?version=20090407&avdsversion=3.1.7&serverid=101111&texts=201
4-05-03 00:00:00). However, in most cases, it would be enough to simply put the
downloaded file in the root directory of the internal web server and call it
"download.cgi", since most web servers will ignore everything after the '?'. Test it
with a browser to ensure the file downloads correctly from the internal update
server. If this isn’t an option, for example if the server runs ".cgi" files, then create a
script (in a server-side-script language) that redirects the request to wherever the
update file is located.

Now go to Server > Maintenance. Change the Update Server name and Update Port
appropriately to point to the internal server.

Manual Updates for an LSS

The LSS server pulls updates from:
http://updates.beyondsecurity.com/Automatedscanning.Server.ver.4.00.build266
.tar.gz.gpg
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Where:

'ver.' = The current LSS version which is shown on LSS page: "System Setup" in the
Update Log. There, the most recent package download will have been recorded with
a line that looks like:

Downloading package 4.00.build266
Use this link to manually download the file then place in on the internal server for
the LSS to download it. Log in to the LSS and in System Setup, change the Internal

Updates Server value to the name of the internal update server.

For more information please contact Technical Support Support at
support.vm@fortra.com.

How do | change an alarm's status?
To change an alarm's status, do the following:

Log in to beSECURE.

In the upper-left corner of the Home page, select DevOps.

Select Admin > Alarms. The Alarm List page opens.

Select an alarm, or search for an alarm in the Search by Alarm Type box.

a kDN =

Select the Acknowledge, Handled, and Under Investigation status button.
beSECURE will log the status you on the Alarm Details and Alarm List pages.

What is the best way to configure scans?
It is recommended to use the smallest classes of scans, so rather than scan /14 or
/8 (which could be a lot of hosts), scan at the most /24 (class C) and have several
of them run at the same time. This provides the following advantages:

1. Finishes quickly. If you scan /8, it can take hours or even days to complete.
While having several /24 will allow you to see the results more quickly, there
is no benefit in scanning more hosts. The results are the same if you scan 2,
4 or 10 hosts.

2. You can run several much smaller scans at the same time window and use
this to maximize your scanner's capability. By default, the scanner scans up
to 8 hosts in parallel. Combining several scans can give you more per
second tested host than one scan.

3. The results are easy to combine even when the scans didn't occur at the
same time.
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4. You can control a smaller scan time window more accurately. Most scans of
/24 take about 1 hour to complete, while an /8 scans' scan length varies
more.

How do | view a scan's result history?
To view a scan's result history, do the following:

Log in to beSECURE.

In the upper-left corner of the Home page, select DevOps.

Select Reports > Summary.

On the Vulnerability Scan Summary Results page, select a scan.

In the Past Report - Select a Date box, select a date. The dashboard will
display the older results.

a bk D~

How can | mitigate "ICMP Timestamp"?
To filter out the ICMP timestamp requests (type 13) and replies (type 14) do the
following based on your platform:
HP-UX

Execute the following command:
ndd -set /dev/ip ip respond to timestamp broadcast 0

The easiest and most effective solution is to configure your firewall to block
incoming and outgoing ICMP packets with ICMP types 13 (timestamp request) and
14 (timestamp response).

Cisco 10S

Use ACLs to block ICMP types 13 and 14. For example:
deny icmp any any 13 deny icmp any any 14

It is generally preferable to use ACLs that block everything by default and then
selectively allow certain types of traffic in. For example, block everything and then
only allow ICMP unreachable, ICMP echo reply, ICMP time exceeded, and ICMP
source quench:

permit icmp any any unreachable permit icmp any any echo-
reply permit icmp any any time-exceeded permit icmp any any
source—-quench
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The easiest and most effective solution is to configure your firewall to block
incoming and outgoing ICMP packets with ICMP types 13 (timestamp request) and
14 (timestamp response).

SGl Irix

IRIX does not offer a way to disable ICMP timestamp responses. Therefore, you
should block ICMP on the affected host using ipfilterd, and/or block it at any
external firewalls.

The easiest and most effective solution is to configure your firewall to block
incoming and outgoing ICMP packets with ICMP types 13 (timestamp request) and
14 (timestamp response).

Linux
Linux offers neither a sysctl nor a /proc/sys/net/ipv4 interface to disable ICMP

timestamp responses. Therefore, you should block ICMP on the affected host using
iptables, and/or block it at the firewall. For example: ipchains

-A input -p icmp --icmp-type timestamp-request -3j DROP
ipchains -A output -p icmp --icmp-type timestamp-reply -j
DROP

The easiest and most effective solution is to configure your firewall to block
incoming and outgoing ICMP packets with ICMP types 13 (timestamp request) and
14 (timestamp response).

Microsoft Windows NT, Microsoft Windows NT Workstation, Microsoft Windows
NT Server, Microsoft Windows NT Advanced Server, Microsoft Windows NT
Server, Enterprise Edition, Microsoft Windows NT Server, Terminal Server Edition

Windows NT does not provide a way to block ICMP packets. Therefore, you should
block them at the firewall.

The easiest and most effective solution is to configure your firewall to block
incoming and outgoing ICMP packets with ICMP types 13 (timestamp request) and
14 (timestamp response).

OpenBSD

Setthe net.inet.icmp.tstamprepl sysctl variableto 0.

sysctl -w net.inet.icmp.tstamprepl=0
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The easiest and most effective solution is to configure your firewall to block
incoming and outgoing ICMP packets with ICMP types 13 (timestamp request) and
14 (timestamp response).

Cisco PIX

A properly configured PIX firewall should never respond to ICMP packets on its
external interface. In PIX Software versions 4.1(6) until 5.2.1, ICMP traffic to the
PIX's internal interface is permitted; the PIX cannot be configured to NOT respond.
Beginning in PIX Software version 5.2.1, ICMP is still permitted on the internal
interface by default, but ICMP responses from its internal interfaces can be
disabled with the icmp command, as follows, where is the name of the internal
interface:

icmp deny any 13 icmp deny any 14

Save the configuration when you are finished.

See Cisco's support document Handling ICMP Pings with the PIX Firewall for more
information.

The easiest and most effective solution is to configure your firewall to block
incoming and outgoing ICMP packets with ICMP types 13 (timestamp request) and
14 (timestamp response).

Sun Solaris

Execute the following commands:

/usr/sbin/ndd -set /dev/ip ip respond to timestamp O
/usr/sbin/ndd -set /dev/ip ip respond to timestamp broadcast
0

The easiest and most effective solution is to configure your firewall to block
incoming and outgoing ICMP packets with ICMP types 13 (timestamp request) and
14 (timestamp response).

Microsoft Windows 2000, Microsoft Windows 2000 Professional, Microsoft
Windows 2000 Server, Microsoft Windows 2000 Advanced Server, Microsoft
Windows 2000 Datacenter Server

Use the IPSec filter feature to define an apply an IP filter list that blocks ICMP types

13 and 14. Note that the standard TCP/IP blocking capability under the "Networking
and Dialup Connections" control panel is NOT capable of blocking ICMP (only TCP

User Guide www.fortra.com page: 186



FAQs /

and UDP). The IPSec filter features, while they may seem strictly related to the
IPSec standards, will allow you to selectively block these ICMP packets.

The easiest and most effective solution is to configure your firewall to block
incoming and outgoing ICMP packets with ICMP types 13 (timestamp request) and
14 (timestamp response).

Microsoft Windows XP, Microsoft Windows XP Home, Microsoft Windows XP
Professional, Microsoft Windows Server 2003, Microsoft Windows Server 2003,
Standard Edition, Microsoft Windows Server 2003, Enterprise Edition, Microsoft
Windows Server 2003, Datacenter Edition, Microsoft Windows Server 2003, Web
Edition, Microsoft Windows Small Business Server 2003

ICMP timestamp responses can be disabled by deselecting the "allow incoming
timestamp request” option in the ICMP configuration panel of Windows Firewall:

Open the Network Connections control panel.

Right-click the network adapter, and then select Properties.

In the Windows Firewall box, select Settings.

Select the General tab.

Enable the firewall by selecting on (recommended).

Select the Advanced tab.

In the ICMP box, select Settings.

Clear the Allow incoming timestamp request checkbox.

Select OK to close the ICMP Settings dialog and save the settings.
Select OK to close the Windows Firewall dialog and save the settings.
Select OK to close the network adapter dialog.

SO 0 0N s DN S
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For more information, see:
http://www.microsoft.com/resources/documentation/windows/xp/all/proddocs/e
n-us/hnw_understanding_firewall. mspx?mfr=true

Microsoft Windows Vista, Microsoft Windows Vista Home, Basic Edition,
Microsoft Windows Vista Home, Basic N Edition, Microsoft Windows Vista Home,
Premium Edition, Microsoft Windows Vista Ultimate Edition, Microsoft Windows
Vista Enterprise Edition, Microsoft Windows Vista Business Edition, Microsoft
Windows Vista Business N Edition, Microsoft Windows Vista Starter Edition,
Microsoft Windows Server 2008, Microsoft Windows Server 2008 Standard
Edition, Microsoft Windows Server 2008 Enterprise Edition, Microsoft Windows
Server 2008 Datacenter Edition, Microsoft Windows Server 2008 HPC Edition,
Microsoft Windows Server 2008 Web Edition, Microsoft Windows Server 2008
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Storage Edition, Microsoft Windows Small Business Server 2008, Microsoft
Windows Essential Business Server 2008

ICMP timestamp responses can be disabled by way of the netsh command line
utility:

Open Control Panel.

Select Windows Firewall.

In the Windows Firewall box, select Change Settings.

Enable the firewall by selecting on (recommended).
Open Command Prompt.

ok wh -

Run the following command:
netsh firewall set icmpsetting 13 disable

For more information, see:

http://www.microsoft.com/resources/documentation/windows/xp/all/proddocs/e
n-us/hnw_understanding_firewall.mspx

How do | generate a report in beSECURE?
To generate a report, do the following:

Log in to beSECURE.
. Select Results > Reports.

. Select the Organization, Scan, Scan Date, Asset Group, and Report Type.

1
2
3. Onthe Report Download page, select Generate Report.
4
5. Select Generate.

Testing for the OpenSSL Heartbleed vulnerability (CVE-2014-0160)
A test for the OpenSSL Heartbleed vulnerability was released just as this
vulnerability was announced and is available as part of our complete set of tests.

If you have scanned your servers since update #259 came out, you are already
scanning for this issue and can search for it by selecting Vulnerabilities > Details,
and then searching for Test ID 16582.

To check if your scanner is updated, select Admin > LSS and in Signature column,
make sure it displays signature level 259 or above.

How do | update multiple scans at once?
You can update multiple scans at the same time using the Show Mass Update
option. In addition, this option allows you perform the following mass updates to
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scans: reassign, disable, enable, delete, recover, reschedule, run an immediate scan,
change additional settings, assign different LSS, and change permissions.

To update multiple scans at once, do the following:

Log in to beSECURE.

In the upper-left corner of the Home page, select DevOps.
Select Scans > Scans List.

Select Show Mass Update.

Select the checkbox next to each scan that you want to update, and then
select Mass Update. If you want to update all scans, select Mass Update
without selecting any checkboxes.

6. Inthe Action box, select the update you want to perform.
7. Select Update.
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Does an expired Local Scanning Server (LSS) license affect my scans from
running?
An expired LSS license will not affect scans from running as all license calculations
are performed by the AVDS Information Server (IS). The license's expiration value is
provided as a means for Beyond Security to know when the LSS driver was
installed/prepared rather than a method to prevent misuse.

NOTE: If the Stand-Alone Server (SAS) license expires, it will prevent you from
running scans.

Microsoft IIS Tilde Character Information Disclosure Vulnerablity
If the Microsoft IIS Tilde Character Information Disclosure Vulnerability (see
Details) is reported in your beSECURE system, see
http://support.microsoft.com/kb/121007 for workaround steps provided by
Microsoft.

See the following resources for more information:

o http://www.exploit-db.com/exploits/19525 http://code.google.com/p/iis-
shortname-scanner-poc

o http://soroush.secproject.com/downloadable/iis_tilde_shortname_
disclosure.txt

» http://soroush.secproject.com/downloadable/microsoft_iis_tilde_character_
vulnerability_feature.pdf

Details
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Vulnerability name: Microsoft IIS Tilde Character Information Disclosure
Vulnerability Risk: Medium Hostname / IP Address: XX.XX.XX.XX Service
(Port)/Protocol: general(0)/tcp Scan Date:

Category: Web servers Summary: The remote host has Microsoft IIS installed and
prone to information disclosure vulnerability. Microsoft IIS fails to validate a
specially crafted GET request having a '~' tilde character, which allows to disclose
all short-names of folders and files having 4 letters extensions.

File/Folder name found on server starting with letter(s): aabbcc Impact: Successful
exploitation will let the remote attackers to obtain sensitive information that could
aid in further attacks. Solution: Test ID: 15257

How do | obtain a beSECURE API Key?
To obtain a beSECURE API key for the on-premises information server, do the
following:

1. Log in to your beSECURE information server with the "superadmin” user, or
any other user that is part of the Administrator user group.

2. Select More > Server > Settings.
3. Select the API Keys tab.

4. At the bottom of the Default Settings page, select a user from the Username
box.

5. Select Create.
How do | set up authenticated scans?
You can use an authenticated scan to test vulnerabilities on devices by checking
the operating system, installed software, and operating system patches.
Authenticated scans will also lower the percentage of false positives since it allows
the scanner direct access using SSH or RDP. To see which operating system

patches are missing, and which third-party applications are installed, you must
provide access to the registry by way of the Remote Registry Service in Windows.

To add authentication to an existing or new scan, do the following:

Log in to beSECURE.

In the upper-left corner of the Home page, select DevOps.

Select Scans > Scan List.

Select an existing scan or select the New ) button to create a new scan.
Under the Settings tab, select the Authentication tab.
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6. In the Stored Credentials box, select the credentials to use with the scan, or
add new credentials by populating the Windows Username, Windows
Password, Windows Domain, and SSH Authentication parameters.

NOTE: When adding a new SSH Host, leave the Port box empty to use
port 22.

7. Select Modify to save your changes.

How do | check scanner/RPC logs?
To determine if your scanner is configured correctly, you will need to compare the
RPC settings with the LSS settings in the beSECURE portal. To compare settings, do
the following:

1. Go to https://your_internal_LSS_ip (if you have a beSECURE Il machine, go
to https://your_internal_LSS_ip:4443) and log in to beSECURE.

Select the RPC tab.

Open a new web browser tab.

Log in to the beSECURE portal.

In the upper-left corner of the Home page, select DevOps.
Select Admin > Deployment > LSS.

On the LSS List page, select the desired LSS.

On the Main and Settings tabs, compare the Server ID, IP address,
Management Server ID, and Management Server Domain values on the RPC
tab.
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Optionally, you can change the Encryption Key by generating a new one on the RPC
tab, and then paste into the Encryption Key box on the Settings tab in the
beSECURE portal.

Why does "SSL Certificate with Wrong Hostname" appear in my scan results
report?
While reviewing your beSECURE scan results report, you may see "SSL Certificate
with Wrong Hostname" in the list of Possible Vulnerabilities. This appears when
beSECURE performs a scan and cannot verify the SSL certificate issued for a
hostname or fully qualified domain name (FQDN).

Cause
If you enter an IP address in the Hostname / IP Address Range parameter (Scan

Details > Settings > Main) instead of the hostname or FQDN the SSL certificate was
issued for, beSECURE will report the vulnerability in your scan results report.
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For example, www.domain.com resolves in 209.188.46.115. If 209.188.46.115 is
entered in the Hostname / IP Address Range parameter instead of
www.domain.com, then beSECUREwill detect that the SSL certificate is for
www.domain.com and not 209.188.46.115 during the scan.

Resolution

Replace the IP address in the Hostname / IP Address Range parameter with the
correct hostname/FQDN, and then run the scan again.

What can I do if | lost my LSS Password?
If you lost the LSS password, log in to the console with access to the command line
by using a mouse and a keyboard and then enter the following command to reset
your current password to the initial password:

rlb admin

How do | create a reverse tunnel with PuTTY?
To connect client reverse SSH to Beyond Security Technical Support using PuTTY,
do the following:

Download and install PuTTY.

Open PuTTY.

Select Session.

In the Host Name (or IP address) box, enter sugar.beyondsecurity.com.

Select Connection > SSH > Tunnels.
In the Source box, enter 22333.
In the Destination box, enter <IP address of the scanning appliance>:22

Select Add. The Forwarded ports box will display something like R22333 <IP
address>:22.

9. Log in using the user techsup and the daily password provided by Fortra.
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10. From the scanning appliance console (the physical keyboard connected to
the scanner), enter the following to establish an SSH connection:

service ssh start
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