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Working With Tenants

One ARC can receive and analyze data from one or more Digital Guardian installations. Each DG
installation is referred to as a tenant. ARC keeps the data from each tenant separate and secure so that
tenant data does not cross the boundaries between tenants.

ARC console supports two types of tenants:

® System Tenant (tenant 0)—The system tenant provides special access and is the default tenant
available when you install ARC. From this tenant, you can:

® Investigate data from multiple tenants.

®  View other configured tenants.

®  Create, remove and modify any available tenant.
® Create and manage system tenant users.

® Create and import Detection Rules.

®  Create and schedule reports, downloads and emails for delivering information to interested
parties.

In systems with one DG enterprise tenant, there are two tenants, the system tenant and a normal
tenant that you create to connect to your DG installation.

® Normal Tenants (tenant 1 or higher)—Provides management and control of one tenant. You
cannot see or access other tenants from a normal tenant. From this tenant, you can:

® Investigate data from Agents in your enterprise.

® Modify user roles for ARC users synchronized from the Digital Guardian Management
Console (DGMC).

® Create and import Detection Rules.

®  Create and schedule reports, downloads and emails for delivering information to interested
parties.

®  Filter incoming events before they enter the ARC system.
The system tenant is not associated with a DGMC. For that reason, you cannot perform the following

operations from the system tenant that are supported from normal tenants:
® Apply remediation to processes (blacklisting and watchlisting).
® Perform and manage system scans on Agent computers.
® Manage roles for tenant users.

® Use Threat Intel scan features.
The following topics describe the tasks associated with working with tenants:

Managing TeNaANTS ...
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Copying Tenant Values
Disabling Tenants .. ... ... 14
Enabling Tenants
Deleting Tenants

Managing Tenants

When you log in to a system tenant, you can perform various tenant management operations:
® Create tenants — create a new tenant to support a new DG installation
® Remove tenants — delete an existing tenant
® Monitor status of tenants — review and maintain the health of tenants
® Manage tenant properties — review, monitor and modify the properties of tenants

Adding Tenants

To use ARC to analyze data from new or existing DG installations, you add the installation to ARC as a
tenant.

When you install an ARC system for the first time, you get a system tenant (also called tenant 0)
automatically. To work with your existing DG environment, you have to create a normal tenant in ARC that
is connected to your DG enterprise. You provide a name for the tenant and details about the associated
DG installation. From the information you provide, ARC creates (“provisions”) the new tenant. "Creating
New Tenants" on page 8 provides the details for adding new tenants.

Tenant Entitlements

When you create a tenant, or modify an existing tenant, you select which DG products or features the
tenant supports. DG calls the features and products entitlements—the features or products the tenant is
entitled to by licensing.
In some cases there are two types of entitlements based on how you implement DG:
® Hosted — Hosted entitlements are SaaS customers (Software as a Service) where you, the
customer is responsible for the rules (you get default rules and some incremental updates)
workspaces, incidents, alarms, and more.
® Managed — Managed entitlements are for MSP customers (Managed Security Program) where
Digital Guardian tunes rules and workspaces, adds new custom rules and workspaces and looks
for incidents.
Tenants support more than just ARC. When you add or edit a tenant, you choose which DG entitlements
the tenant uses. For details about the entitlements, refer to "Tenant Entitlements" below.

Tenant Entitlements

When you create a tenant, or modify an existing tenant, you select which DG products or features the
tenant supports. DG calls the features and products entitlements—the features or products the tenant is
entitled to by licensing.

There are two types of some entitlements that depend on how you implement DG:
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Hosted — Hosted entitlements are for SaaS customers (Software as a Service) where the
customer manages their own data and security.

Managed — Managed entitlements are for MSP customers (Managed Security Program) where
Digital Guardian manages your data and security.

The Analytics entitlement does not depend on implementation.
Tenants support more than just ARC. When you add or edit a tenant, you choose which DG entitlements
the tenant uses:

ANALYTICS (DG Analytics & Reporting Cloud) — Enables ARC tenant creation.

DLP-Managed — DG hosts, manages, advises about and guides your Data Loss Prevention (DLP)
program for faster time to value.

DLP-Hosted — DG hosts the DLP program but you manage the data and protection through the
DG cloud interface.

EDR-Managed — DG experts hunt, detect and respond to attacks in real-time to contain
ransomware and other advanced threats. Provides access to being able to launch EDR scans
from the right-click context menu for data entries and to being able to launch the Process Tree
workspace from the right-click context menu for data entries.

EDR-Hosted — DG hosts the EDR system, but your experts hunt, detect and respond to attacks in
real-time to contain ransomware and other advanced threats, using the cloud interface. Provides
access to being able to launch EDR scans from the right-click context menu for data entries and
to being able to launch the Process Tree workspace from the right-click context menu for data
entries.

A Digital Guardian

Users

Appliance-Managed — DG hosts, manages, advises about and guides your program to discover,
monitor and protect regulated data.

Appliance-Hosted — DG hosts the appliance but you manage the appliance data, discovery and
protection through the DG cloud interface.

Threat Intel — DG hosts the threat intelligence service in ARC. Your tenant contacts the DG-
hosted service to get updated threat information. The hosted service gathers threat intelligence
from external and internal sources and caches the information for tenants to access.

Microsoft Teams — Enables ARC to capture and respond to chat message content in real time.
With this you can enable the Microsoft Teams integration in ARC.

ARC Lite — Enables DGMC customers who do not have ARC subscriptions to use the MIP
integration features. You cannot apply both ARC Lite and Analytics entitlements. To learn more
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about MIP integration, refer to “Integrating ARC with Third-Party Data Sources” in Digital Guardian
Analytics & Reporting Cloud User's Guide.

® ARC Lite Statistics — Allows the tenant administrator to decide whether Agents for a given ARC
Lite tenant send operational statistics to ARC. (Valid only for customers with the ARC Lite
entitlement). If you clear it, DG Agents will not send statistics to ARC. This capability addresses
concerns you might have as an ARC Lite customer who is uncomfortable sending DG operational
statistics from your Agents. This allows DG to turn it off.

® Event Correlation — (limited use only—alpha feature) Enables multi-event correlation for rule
capabilities for the selected tenant.

® Event Deletion — Allows tenant administrators to delete events and alarms, and associated alerts
and incidents in some cases, permanently. To use this feature, tenant administrators need the
Event Deletion permission (under Reporting on the Permissions list) with either Delete or All
status in their assigned roles. Event Deletion permission is available only when the Event Deletion
entitlement is applied for the tenant.

® Relay Alarm Data — Forwards the alarm data for the current tenant from ARC to the specified
AlertLogic product instance. Used for customers that have purchased Fortra XDR. The MDR
tenant attribute should also be set on the tenant configuration screen.

¢ Platform Event Exporting — Exports the event data from the current tenant to the Fortra Event
Fusion Center (EFC) instance that is configured for the ARC system. Event data is stored in ARC
as well as exported to EFC.

¢ Platform Event Forwarding — Forwards the event data from the current tenant to the Fortra EFC
instance that is configured for the platform. Event data is not stored in ARC when you enable this
entitlement.

Viewing the List of Tenants
1. Loginto ARC as a system tenant user with permission to create and manage tenants.
2. In ARC, click = to switch to the left panel to view the system management functions available.

3. Click Tenants to see the list of tenant-related options. Then click Tenant Management on the list. The
working area displays the Tenants pane showing the current tenants. For each tenant, the table lists
the tenant name, domain, date updated and whether the tenant is active.

On this pane, you select tenants to edit, activate, deactivate or delete.

Note: Some tenant names and domains have been obscured intentionally in the figure.

Creating New Tenants

Start your new tenant by configuring it with a name and other required configuration information including
the domain, expected Agent count and more.

1. Click + to add a tenant. The Add Tenant panel opens.
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2. Enter a name for the tenant in Name. Use up to 200 characters in the name. Do not use special
characters.

3. Enter the domain for the tenant in Domain. This is often similar to the email address for your DG
installation and DGMC, such as company_name.com. Use a combination of letters, numbers and
symbols, except for the backslash (\) or semicolon (;) characters, for the domain. The domain must
be unique. The system cannot have two tenants with the same domain.

4. Select one or more Entitlements for the tenant:

Select the options that apply to the tenant and DG implementation. The options you choose
determine the DG ARC features to which the tenant is entitled. For Entitlement details, refer to "Tenant
Entitlements" on page 6.

5. Select the authorization and credential validation method from Authentication Method. Select from:

® DGMC—Uses an existing DG installation. With this option, the DGMC provides login credential
validation. If you select this option, proceed to the next step.

® DB-—Uses local database information to validate login credentials. If you select this option,
proceed to step 9.

¢ LDAP—Uses the local LDAP data to validate login credentials. If you use this option, proceed to
step 9.

® EXTERNAL-—Uses an external authentication method to validate login credentials. External
authentication uses the Ping authentication process. For more information about Ping
authentication, contact your Digital Guardian representative.

6. If you select DGMC, enter the location for the DGMC that will connect to this new tenant in
Authentication URL. Use a format similar to:

http://ipaddress/digitalguardian

where ipaddress is the IP address of the DGMC and digitalguardian is the standard DGMC
access specification.

7. Enter the Analytics Vanity URL you get from your DG representative.

8. Enter the DGMC URL for the tenant DGMC:
http://ipaddress:8080/digitalguardian

where ipaddress is the IP address of the DGMC, 8080 is the required port to use, and
digitalguardian is the standard DGMC access specification.

9. If you are creating a tenant using DB or LDAP authorization, enter the URL to access the DGMC in
DGMC URL. An example URL might be similar to the following, where server_ipaddress is the IP
address for your DG management console:

http://server ipaddress/digitalguardian

DB does not require you to enter additional information.

10. Select the release version of your DGMC from DGMC Version.
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11. If you are using DB or External authentication, select the database to use from Database. Each tenant
adds another tenant entry to the database, shown by the count of tenants for each DB.

12. Enter an estimate of the number of Agents in your enterprise in Expected Agent Count. This value
represents the number of Agents whose data you expect to use with ARC.

Now configure the data retention settings for your tenant data, create your tenant and provision it.

1. Under DATA RETENTION, enter data retention limits for the categories provided. You can specify a
time limit (in days) and a disk storage limit (in GB) that will be used to trigger a storage clean-up
operation. Enter the values for Default and Incidents in days. Enter values for other retention periods
is days or months as indicated by the dialog box. Days, months and disk storage limit values must be
integers. Decimal or fractional values are not supported.

When the time limit (“days up to”) is reached, older data is removed. If the amount of data stored
exceeds the GB limit, the oldest data will be deleted until the total storage consumed is below the
specified limit, regardless of the number of days of storage.

¢ Default. Controls the retention limit for alarms. It also controls the length of time that saved
reports are stored. The default is 60 days.

® Incidents. Controls the retention time for incidents and the data in incidents. The default is
unlimited retention of incident data.

® Statistics. Controls the retention limit the aggregated data used for querying and displaying
statistical trends. The default is 60 months or 100 GB, whichever comes first.

® Events. Controls the retention limit for events and alerts. The default is 60 days or 100 GB,
whichever comes first.

¢ Computer Inventory Events. Controls the retention limit for events that involve computer
inventory data like Agent status or operating system. The default is 30 days with a maximum of
100 days.

® System Scan Search. Controls the retention limit for the processed System Scan data. This is the
data that has been parsed from the ZIP files and is available in the workspaces for viewing. The
default is 30 days or 100 GB, whichever comes first.

® System Scan History. Controls the retention limit for the raw system scan ZIP archives that are
available from the System Scan History pane. The default is 60 days or 100 GB, whichever comes
first.

® Data Archive. Specifies how long the archived data remains in ARC. Change the default retention
time of 400 days to meet your enterprise needs. After 400 days or the period you set, data older
than the period number of days is removed. Data Archive also provides the ability to enable data

archiving by clicking the toggle switch (™ ).

® Replayed Data. Specifies how long the replayed data is retained when you replay Agent data from
the Archive. Set values for how long to retain the replayed data and how much storage space the
replayed data can consume.

Note: Changing the values for Data Archive or Replayed Data may affect the customer costs for
their DG and ARC installation.

CHAPTER 1: WORKING WITH TENANTS



DG ANALYTICS & REPORTING CLOUD SYSTEM TENANT ADMINISTRATOR'’S GUIDE

2. When you finish entering the values, click Create to save your new tenant. ARC displays the list of
tenants again, showing your tenant with status of new and a Provision option. The status of your new
tenant is new until you provision it.

3. Click Provision to provision the tenant with the necessary features and configurations. When ARC
finishes provisioning the tenant, the tenant status changes to active.

When you edit your new tenant, the tenant ID and authentication token generated during the provisioning
process display in the Tenant ID and Authentication Token fields under SYSTEM INTEGRATION.

You will use the values in these fields when you configure the Cloud Services in your DGMC to connect to
your new tenant in ARC. Digital Guardian Management Console User’s Guide provides more information
about setting up Cloud Services in your DGMC.

The tenant authentication token is stored in the tenant document, encrypted using AES encryption from a
key generated at system setup.

Creating Database- or LDAP-Based Tenants

If you are creating a tenant that uses an existing database, select DB or LDAP for Authentication Method.
Then enter values as described from step 9 in “Creating New Tenants” on page 8.

Copying Tenant Values

Tenant ID and Authentication Token values are long strings of alphanumeric characters. To copy those
values for use in some other context, ARC provides a copy option for Tenant ID and Authentication
Token.

To copy the ID or Token values for a tenant, follow these steps.

1. Display the list of tenants in ARC.

2. Onthe list of tenants, select the tenant that has the ID and token to copy.

3. Click & Edit. The view changes to the Edit Tenant pane showing the details of your selected tenant.
4. Scroll to the bottom of the pane the see the Tenant ID and Authentication Token values.

5. To copy either value, click Copy next to the value to place the value on your system clipboard.

With the value on the clipboard, you can copy the value to other documents or for other purposes.

Refreshing the Authentication Token

There may be times when you need to replace the Authentication Token for your tenant. A refresh option
on the Edit Tenant pane in ARC lets you generate a new authentication token for a tenant.
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Warning: Think very carefully about whether to generate a new authentication token. Refreshing the
token will cause you to lose the connection to the DGMC associated with your tenant and lose the
connection from the DGMC to your tenant. You will have to update the configuration of your DGMC
to regain connectivity and use the new authentication token.

To generate a new token for your tenant, follow these steps.
1. Display the list of tenants in ARC.

2. Onthe list of tenants, select the tenant that has the token to replace.

3. Click @ Edit. The view changes to the Edit Tenant pane showing the details of your selected tenant.

4. Scroll to the bottom of the pane the see the Tenant ID and Authentication Token values.

5. To refresh the authentication token value, click Q} next to the Authentication Token value to
replace the value for your tenant. A confirmation dialog box opens asking you to confirm your action.

6. Click Confirm. ARC generates a new token and displays the new token as the Authentication Token
value. Click Cancel to dismiss the dialog box and retain the existing token.

After you generate a new authentication token, you must update the configuration of your DGMC to regain
connectivity and use your new authentication token.

Data Synchronization Between ARC and the DGMC

When you create a tenant, you provide a connection to an associated DGMC in your enterprise. After the
tenant creation process is complete, the DGMC sends data to the new tenant to provide the tenant with
information about the connected DG enterprise. The data synchronization process includes at least this
DG information:

® Domain-based DGMC users

® DG policies and rules information

¢ Component lists

® System scan profiles, default and custom

Selecting Tenants To View and Manage

Because the system tenant in ARC can present data from multiple tenants and manage multiple tenants,
you have the option, while logged into the system tenant, to select the tenants whose data you view and
manage. To manage and view data from one tenant, you select that tenant. To view data from multiple
tenants, select multiple tenants from the available tenants.

While logged into the system tenant, you can select the tenants to manage and view if your role gives you
Tenant access permissions.

(1]
1. Onthe left pane, click ®® to display the All workspaces area. The pane displays the available
workspaces.
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2. Click a workspace to view it in the center pane. The center pane displays the workspace you selected.

3. To select one or more tenants to view, click B2 . Alist of available tenants appears. By default,
Select All is selected with a check mark, and all tenants display a check mark.

4. Do one of the following:

® To select a tenant to manage, clear Select All and then click the name of the tenant to select it.
(To select several tenants, click their tenant names.)

® Toview and manage all of the tenants, leave Select All checked. Then clear the check marks for
any tenants you are not planning to manage.
® To stop managing a tenant, click the tenant name to clear the check mark.
® To stop managing all of the tenants, clear Select All.
As the system tenant, you can perform the following tasks (and more) with the tenants you select to
manage:
® Investigate data from multiple tenants.
® View other configured tenants.
® Create, remove and modify any available tenant.
® Create and manage system tenant users.
® Create and import Detection Rules.
® Create and schedule reports, downloads and emails for delivering information to interested
parties.
One important feature of logging in as the system tenant is that you can see information from other
tenants. In particular, the Alarm Summary workspace will display alarms from all of the tenants you select
to view. Although you can view the details of alarms from other tenants, you cannot view the details about
the rule that triggered the alarm. To do that you either log in as an administrator of the tenant or use the
Proxy as feature (refer to “Using Proxies To View Tenants” on page 16) to impersonate an administrator
for the tenant.

Setting Your Managed Tenants Preference

When you select tenants to manage, your selections are saved as a preference for you. ARC assumes that
you usually manage the same tenants; saving your selections means when you log into ARC, the set of
tenants you manage will be preselected. The tenant set applies to every workspace you use.

If you change your tenant choices, the new set becomes your preference. Additional information about
selecting tenants to manage is here—"Selecting Tenants To View and Manage” on page 12.

To set your managed tenants preference, follow these steps.

[ ] |
1. Onthe left pane, click MM to display the All Workspaces area. The pane displays the available
workspaces.

2. Click a workspace to view in the center pane. The center pane displays the workspace you selected.

3. To see the list of available tenants, click B . The list opens showing all of the tenants. The first time
you view the list, all of the tenants are selected and Select All is selected as well. You can clear the
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list of selected tenants by clicking each tenant or clicking Select All to clear all tenants. Click
Select All to select all tenants.

4. From the list, select or clear tenants to manage. Each tenant you select displays a check mark, as
shown:

© sevERTY () & A () . & THREATTYPE (D) » 2 coupuTen @ = 2 usR@)

The tenants you select become your tenant management preference set. When you log in or change
workspaces, these are the tenants from which you see data. You can change the members of the set
at any time—adding tenants, removing tenants or both. Your changes automatically become your
preference during the session and when you log out.

When you make changes to your tenant selection, all workspaces that you open after the change
reflect the change. Workspaces that are already open will not have the new tenant selection. For
example, if you have workspace A opened, and you change the tenant filter to add a new tenant,
workspace A will not have data from the new selected tenant. All workspaces opened after you
change the filter will have data from the new selected tenant.

Editing Tenants

The Edit option on the Tenant Administration pane lets you edit an existing tenant. Selecting a tenant
from the tenant list and then clicking Edit opens the configuration pane for the selected tenant so that you
can change the tenant options.

When you finish updating the tenant information, click Update to save your changes.

Disabling Tenants

If you are logged in as a system administrator, you can disable any of the available tenants. When you
disable a tenant, the system no longer processes Agent data, and tenant users cannot log into the
console. To disable a tenant, perform these steps.

1. Login to tenant 0 (system tenant) as a user with Tenant permission. ARC opens showing the Alarm
Summary workspace.

2. Click = to switch to the left panel. The left pane changes to show the system management options.
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3. Click Tenants to expand the tenant options. On the expanded list, click Tenant Management. The
center area lists the existing tenants.

4. Select the row for an active tenant to disable and click ~ ®1to disable the tenant. The status changes
to disabled.

Enabling Tenants

If you disabled a tenant, you can enable it to resume processing of Agent data and restore the ability of
users to log into the tenant. To enable a tenant:

1. Log in to tenant 0 (system tenant) as a user with Tenant permission. The console opens showing the
All Workspaces area.

2. Click = to switch to the left panel . The left pane changes to show the system management
options.

3. Click Tenants to expand the tenant options.

4. Click Tenant. The center area lists the existing tenants.

5. Select the row for a disabled tenant to activate and click to activate the tenant. The status
changes to active.

Deleting Tenants

You use the Tenants pane to delete tenants from the ARC tenant list. Deleting a tenant removes the
tenant resources (also called unprovisioning the tenant) and marks the tenant as inactive. The tenant
database is also removed. Removing the database removes all reports, workspaces and rules associated
with the removed tenant. Disconnect the tenant DGMC from ARC before you delete the tenant.

Important Considerations When You Delete Tenants

Deleting a tenant has important implications. Consider the following before deleting a tenant from ARC.

® To stop using a tenant, the best practice is to disable the tenant rather than to remove it. This
ensures that an administrator can activate a disabled tenant later.

® After you delete a tenant, the tenant is gone. The system keeps archives of tenant Agent bundles
for data replay purposes.

® When you delete a tenant, ARC no longer holds or consumes resources for that tenant.

® Deleting the tenant removes other platform resources related to the tenant, such as search
indexes.

® After you delete a tenant, you cannot create a new tenant with the same ID.
To delete a tenant:
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Caution: Before you delete a tenant, verify that you disconnected the DGMC associated with the
tenant from ARC. Disconnecting the DGMC prevents it from sending bundles to ARC. Sending
bundles to deleted tenants will have unpredictable consequences.

1. Click = to switch to the left panel view and click Tenants. The list expands to display the tenant
options.

2. Click Tenanton the list. The center display area shows the list of tenants.

3. Onthe list of available tenants, select the tenant to delete and click m .
4. Confirm that you are deleting the selected tenant. Enter text to justify deleting the tenant.
5. Click Confirm to delete the tenant.

Monitoring Tenant Status

To see the state of a tenant, view the Tenant pane in ARC.

1. Login as a system tenant user with Tenant permission. The console opens showing the Alarm
Summary workspace.

2. Click = to switch to the left panel.

3. Click Tenants. The center area lists the existing tenants, including the tenant names, domains, last
update date and time, and the status of each tenant.

Using Proxies To View Tenants

When you log into ARC as a system administrator, you have access to all tenants on the console. While
you can see the information from all the tenants as an administrator, the “Proxy as” feature lets you
interact with a tenant as though you are an administrator of that tenant. That allows you not only to view
data, but write rules, edit rules, create incidents and perform other operations as though you are logged in
as a member of the selected tenant. When you are done, you can end your proxy status and return to the
system tenant. When you proxy to a tenant, you get the permissions you would have if you logged into the
tenant directly, without entering your tenant credentials.

Follow these steps to access a different tenant from the system tenant without logging out and then
logging into the other tenant.

1. Inthe console, while logged into the system tenant, click your login name in the upper right of the
console. A list appears showing these options:
® Help
¢ Change Password
® Preferences
® Proxy as
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¢ About
® Log Out

Select Proxy As. The Proxy As dialog box opens so that you can search for the tenant.

Enter the name of the tenant to access. As you type the tenant name, a list of matching tenant names
displays.

Select the tenant to access from the list. You are now seeing the All Workspaces area for the new
tenant. In the upper right of the console, you see your login name with the text:

login name tenant name

For example, sysadmin tenantl if you selected tenant1.

Ending Proxy Sessions

To end your session as a tenant proxy, click your login name again and select Clear Proxy from the list.
You return to your previous state as the system tenant user, viewing the Detection Rules pane in ARC.
You can proxy from the Tenants pane in ARC as well. To proxy as a different tenant from the Tenants
pane, follow these steps.

1.

Log in as a system tenant user with Tenant permission. The console opens showing the All
Workspaces area.

Click = to switch to the left panel. The left pane changes to show the system management options.
Click Tenants to see the list of tenant options.

Click Tenants on the list. The center area lists the existing tenants, including the tenant names,
domains, last update date and time, and the status of each tenant.

On the list of tenants, select the tenant to proxy as.

Click Proxy. ARC switches to displaying the Detection Rules pane for the tenant you selected and your
proxy name shows in the upper right of the window.

To end your session as a tenant proxy, click your login name again and select Clear Proxy from the list.
You return to your previous state as the system tenant user, viewing the All Workspaces area.
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Working With Enterprise

ARC provides a tenant setting configuration that allows one tenant to collect and work with information
from multiple other tenants. This is an Enterprise Tenant. The enterprise tenant overcomes the limit of
one tenant connecting to one DGMC, meaning if you have more than one DGMC in your enterprise, your
Agent information is spread across multiple DGMCs. You can configure an enterprise tenant as the parent
tenant for numerous child (normal) tenants. In that configuration, your enterprise tenant has access to all
the information in the child tenant DGMCs for which it is the parent.

Child tenants cannot edit content from the parent tenant or edit watchlists, even those used in detection
rules.

A new permission for Shared Content is available for roles that should be able to share enterprise content
with child tenants. The sysadmin role includes the shared content permission; you can add the permission
to your custom roles and users.

Enterprise Tenants Features

With the parent-child configuration using your enterprise tenant, you can:

® Collect, manage and display events and alerts from all of your child tenants. Therefore from all of
your DGMCs

® Distribute content to any or all of the child tenants with shared content

®  Work with incidents and alarms from the child tenants individually or together
® Proxy to any of the child tenants

® View the Agent data for the enterprise tenant

® View the Agent data for the child tenants, separately or together in workspaces
® Query across the child tenants

® Run system scans on Agents attached to child tenants

Child Tenant Features

When you are using the parent-child configuration, child tenants can:
® Get shared content from the parent tenant

® Use the standard tenant features, such as scheduled reports and export profiles, that remain the
same while the tenant is a child tenant
The general structure of the enterprise tenant and child tenants looks like this:
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These sections explore enterprise tenant use.
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Creating Enterprise Tenants

Any tenant can be an enterprise tenant, except the system tenant. Configuring a tenant to have child
tenants converts the tenant to an enterprise tenant. A tenant can be the child of only one enterprise
tenant.

When you reconfigure a tenant into an enterprise tenant, it retains its connection to the DGMC and Agents
it had before you made it an enterprise tenant.

To create an enterprise tenant, you must have at least two tenants for your enterprise. All tenants must be
in the same ARC instance.

Note: A child tenant cannot be an enterprise tenant and an enterprise tenant cannot be a child
tenant.

Making a Tenant an Enterprise Tenant

Follow these steps to convert one of your tenants to an enterprise tenant.

1. Loginto ARC as a user with permission to manage tenants.

2. Click = to switch to the left panel.

3. Click Tenants > Tenants . The list of tenants displays in the center panel.

N
4. Select the tenant to make into an enterprise tenant and click & . The configuration options for the
tenant open in the tenant configuration pane.

5. Under Tenant Configuration, select one or more tenants in Child Tenants to be child tenants of your
new enterprise tenant. This step makes the current tenant an enterprise (parent) tenant. Tenants
displayed on the Child Tenant list are disabled if they are:

®  already assigned as a child of an enterprise tenant.
"  enterprise tenants.

6. Click Save to create the enterprise tenant with child tenants assigned.

Working with Alarms and Enterprise Tenants

To manage alarms across your enterprise, it helps to be able to use a single management tool to manage
your alarms. The enterprise tenant provides that central tool. From the enterprise tenant you can define
alarm resolutions and assign them to alarms, and assign alarms to analysts for alarms from all your
tenants .
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Managing Alarm Assignee, Status and Comments

When you are logged into the enterprise tenant, you can define custom alarm statuses for your child
tenants. Child tenants cannot define custom alarm statuses—they get status options from the enterprise
tenant.

Defining New Alarm Statuses

Note: You can update alarms from multiple tenants in bulk. You must be logged in to the enterprise
tenant.

1. Loginto your enterprise tenant with a role that allows you to manage alarms.

2. Onthe workspace management page, select the Alarm Summary workspace.

Updating Status for Multiple Alarms

When you are viewing the Alarm Summary workspace, you can update the alarm status for multiple
alarms simultaneously.

1. Onthe list of alarms, select one or more alarms to update.

2. To update the alarms, click *°* and select Bulk Update.
3. Onthe Resolution Status page, select the status to apply to the selected alarms.

4. Click Save to close the page and update the alarms. The updated information is sent to the child
tenants.

Updating Assignee for Multiple Alarms

When you are viewing the Alarm Summary workspace, you can update the alarm assignee for multiple
alarms simultaneously.

1. On the list of alarms, select one or more alarms to update.

2. To update the alarms, click ***® and select Bulk Update.
3. Onthe Resolution Status page, select the assignee to apply to the selected alarms.

4. Click Save to close the page and apply the new assignments to the alarms on the tenants.
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Working with Shared Content and Enterprise Tenants

The enterprise tenant structure extends the ARC content pack concept to allow your enterprise tenant to
share content with the associated child tenants. Sharing content enables you to ensure your ARC tenants
have common content and behave consistently.

You can share content in these categories:

¢ Detection Rules

® Email Templates
® EventFilters

® Report Templates
®  Watchlists

®  Workspaces

Selecting Content to Share

Follow theses steps in an enterprise tenant to share ARC content with the child tenants.

1. Loginto your ARC enterprise tenant as a user with shared content permission.

2. Click = to switch to the left panel.

3. To access the shared content options, click Content > Shared Content in the left pane. The Shared
Content page opens.
4. Select the content to share from the listed categories. When you select an item in the Detection Rules

category, click ™ to specify whether the shared rule is enabled on the child tenants after you
share it.

5. After you make your selections, click Save to save the shared content pack.

To remove an item from the shared content before or after you save the content, clear the check box
for the item in the appropriate category. After you make the change, click Save to save the modified
content pack.

Working with Incidents and Enterprise Tenants

To maintain or impose incident consistency across your enterprise, it helps to use a single management
tool to manage your incidents across multiple tenants. The enterprise tenant provides that central tool.
From the enterprise tenant you can define incident severity levels, assign severity levels to incidents,
assign incidents to analysts, assign incidents to tenants and more for incidents from all your tenant
DGMCs.

Creating Incidents For Child Tenants

When you are logged in to an enterprise tenant, you can create incidents and assign them to child tenants
of the enterprise tenant (or to the enterprise tenant). To create and assign a new incident, follow these
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steps.

1. Inany workspace, display the incident panel. Click in the box at the bottom of the panel to open the
New Incident dialog box. Or drag-and-drop an alarm or event from a workspace component to the box
to open the New Incident dialog box.

2. InTitle, enter a title for your new incident.

3. (Optional) Enter a description for your incident in Description. This can help you or others to identify
and understand the incident.

4. Select a tenant for the incident from Tenant. The list of tenants includes all child tenants and the
enterprise tenant. Selecting the tenant filters Assignee to show the users to whom you can assign the
incident. The list includes users for the selected tenant and sysadmin for the enterprise tenant.

Note: If you drag-and-drop an event or alarm to the box to create a new incident, ARC populates
Tenant with the tenant that has the event or alarm. You cannot change that selection.
5. Select a severity for the incident from Severity.

6. Click Save to generate your new incident. Your new incident appears on the Incident panel showing
the incident title. the tenant to which you assigned the tenant, the incident ID, assignee and status.

Managing Incident Resolutions

When you are logged into the enterprise tenant, you can define custom resolution statuses for your child
tenants. Child tenants cannot define custom resolution statuses—they get resolution status options from
the enterprise tenant.

1. Login to your enterprise tenant with a role that allows you to manage incidents.

2. Open a workspace such as the Alarm Summary or Event Summary, and then open the Incident panel.

Defining New Incident Statuses

1. Click = to switch to the left panel.
2. Click System > Resolution Status. The Resolution Status pane opens.

3. To add anincident status, click Add a Status under Incident Resolution. The display changes to
provide a field where you enter the name for your new status.

4. Enter a name for your new status and click Save to add the new status to the list.
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Updating Settings for Multiple Incidents

Follow these steps to update multiple incident values simultaneously.

Note: You can update incidents from multiple tenants in bulk. You must be logged in to the
enterprise tenant.

1. When you are viewing a workspace that displays incident, select one or more incidents to update.

2. Toupdate the incidents, click *** and select Bulk Update.

3. Onthe Bulk Update Incidents pane, select values for the following settings to apply to the selected
incidents. To leave a setting as is, select No Change from the list.

Severity—sets the severity level for the incidents.
Assignee—assigns the incidents to an investigator or analyst.
Status—sets the status for the incidents.

Change Comment—enter a comment to apply to the incidents. To leave existing comments
as they are, clear Change Comment , which is the default setting.

4. Select Send Email Notification to enable ARC to send notifications about your changes.

5. When you are done, click Update Selection to save the new configuration to the affected incidents.

6. Click Update Selection to close the page and apply the changes to the incidents you selected to

update.

Searching for Incidents

To search for incidents from the child tenants of your enterprise tenant, follow these steps.

1. On any workspace, open the incident panel. To start a search, click Y display the search options.

2. Configure the incident options for your search:

ﬁ — Select the tenant that has the incidents to find.

-
aa — Select the user the incidents are assigned to. After you select the tenant, the user list
includes only users from the selected tenants.

v _ Select the status of the incidents to find. To select multiple statuses, use CTRL+click
to select the desired statuses.

% _ Select the severity of the incidents to find. To select multiple severity settings, use

CTRL+click to select the desired severities.

As you select the options, ARC applies the filter to the list of incidents. When you finish
selecting the options, search displays the list of incidents that match your search criteria.
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Scheduled Reports and Enterprise Tenants

Enterprise tenants can choose which child tenants get a scheduled report. The report configuration lets
you select the tenants to receive the report when you create or modify a scheduled report as the
enterprise tenant. Enterprise tenants can select the child tenant to get the report from child tenant’s data,
but that report will not be accessible on the child tenants.

Selecting Tenants to Receive Scheduled Reports

As an enterprise tenant user, you can create schedule reports and send them to the child tenants.
Contrast this with scheduled reports that you send to email recipients. For detailed information about
creating scheduled reports, refer to “Scheduled Reports” in Digital Guardian Analytics & Reporting Cloud
User's Guide.

1. Log into your ARC enterprise tenant as a user with shared content permission.

2. Click = to switch to the left panel. To access the tenant delivery options, click Reports > Scheduled
Reports in the left pane. The Add Report page opens.

3. Create your scheduled report. To select tenants to receive the report, select one or more tenants from

Tenants. The tenants list shows the available child tenants. Click Q to find a tenant. Click Select All
to select all of the child tenants.

Working with Workspaces and Enterprise Tenants

When you are logged in as an enterprise tenant user, the workspaces you open include data from all the
child tenants for the tenant and from the Agents of the enterprise tenant. ARC provides a tenant filter

(click B2 ) for a workspace that enables you to view data from one, two or more child tenants.

Selecting the Tenant Data to View

Follow these steps to select the child tenant data to view when you are using workspaces in the
enterprise tenant.

1. While viewing a workspace, click B2 to see the tenant filter. The filter's list of tenants opens.

2. Onthe list, select the tenants that have data you want to see. Clear the tenants that have data you do
not want to see.

To find tenants, click Q and enter text in the search field to find the tenants. As you search, the list
filters to matching tenants.

As you clear or select tenants, the workspace components update to apply the tenant filter.
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As an alternative, you can right-click a table row or data entry in a workspace component and select Add
to Filter to apply the selected entry as a filter to the workspace.
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Filtering Events in Tenant

While you work with your tenant, you may find that some Agent events or operations generate data you do
not need to see. In those cases, you can create event filters that cause ARC to prevent that information
from getting into ARC from the incoming data bundles. With event filters, you can limit the data that ARC
processes. A typical use for event filters is as a throttle to reduce the negative effects on the system
caused by temporary error conditions or configuration mistakes on the Agent computer. Filters can
reduce the load on the reporting system and make finding anomalous or undesirable operations easier.
Although you can create event filters for both tenants and the system tenant, the system tenant can filter
only events related directly to ARC because the system tenant is not associated with Agents. Tenant
event filters can act on any incoming data from Agents.

You cannot filter events, actions and entries that are reported to the audit log, such as logging on, logging
off, changes to workspaces and more, as shown here.

v Audit Log

[ All Audit Logs Entries

[J Action Entry

[J Action Mappings Document Entry
[ Additional Fitter Document Entry
[J Agent Count Update

[0 Alarm State Document Entry

O Alarm(s) Update Entry

[ Archive Replay

[ Blacklist Action

[ Bundle Archive Upload

O Bundle Download

(O Chat DLP Action Audit Log Entry
[0 Component List Action

[ Content Pack Distribution Status
[ Content Pack Entry

[ Dataset Document Entry

[ DG Insight Email Read Entry

[0 DGMC Console Log Entry

[ DLP Action Error

[ Domain Document Entry

[ Domain Sync Status

[ Dynamic Group Request

[ Dynamic Group Result

[ Email Action

[ Email Notification Doc Entry

[ Email Template Entry

[0 Event And Alarm Deletion Entry
[ Exclusion Entry

[ Exclusion Rule Entry

[ Export Profile Document Entry
[ Failed Login

[ Filter Entry

[0 Forbidden Rest Entry

O HUD Entry

[ Incident Details Action Entry
[ Incident State Document Entry
[0 Incident(s) Update Entry

(O Incidents Prune Stats

O Integration Document Entry
O Login Entry

[ Logout entry

[J Management Group Doc Entry
[} Management Membership Change
[ Management Role Doc Entry
[0 Management User Doc Entry
O MIP Error

[ Password Change

[ Platform Node Add

[ Prune Entry

[0 Prune Stat Entry

[0 Purge Archive Replay Index
[ Report Entry

O Report Template Entry

[J RestEntry

[J Rule Entry

[J Rule Throttle Entry

[ Settings Doc Entry

(D Shard Count Entry

O Shrink Indices Log Entry

O Statistical Trend Document Entry
[ Statistical Trend Execution
[J Sync Service Document Entry
[J Sync Service Status

[0 System Scan Completed

[0 System Scan Started

O Tag Mappings Document Entry
[ Task Completed Entry

[J Tenant Entry

[J Tenant Settings Doc Entry

[0 Threat Feed Document Entry
[0 Threat Feed Execution Status
[ Unauthenticated Rest Entry
O Unity Query Entry

[ Wam List Acticn

[ Watchlist Doc Entry

[0 Watchlist Value Action

[ WIP Certificate Entry

[0 Workspace Entry

Event filtering occurs when the system is parsing the incoming Agent bundles. While parsing the bundles,
the system applies your event filters to prevent events defined in your filters from being added to the
databases, processed against detection rules or being reported in reports. However, the data remains in
the bundles if you archive them. If you later recall the bundles, the filtered event information is still
available—no Agent information gets lost by filtering. Filtered data is not reported, actively stored,
accessed or searched by the ARC system.
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You can define as many event filters, and filter groups, as you need to condition the incoming data to
meet your requirements.

Creating Event Filter Groups

To create event filters, you must be logged in and have system administration permissions. Only system
administrators can create event filters, either in normal tenants or in the system tenant.

You create event filters exactly the same way you create filters in detection rules. The event filter process
uses the same filter structure but applies the rules earlier in the data flow. Event filters are organized into
groups. You must have at least one filter group before you can create new event filters.

1. Click = to switch to the left panel. Click Event Detection to expand the Event Detection list.

2. Onthe list, click Event Filters. The Event Filters page opens, displaying all current event groups and
filters

3. To create a new group, click + to create the group. The Group Name dialog box opens to let you
name your new group. In Name, enter the name to use for the group. Click Save to save your new
group.

Now you can create filters and add them to your group.

Creating Event Filters

The fundamental operating feature of an event filter is the filter applied to the incoming data. For
information about creating filters for events, refer to “Filtering Data” in Digital Guardian Analytics &
Reporting Cloud User's Guide.

1. Click = to switch to the left panel, and click Event Detection to expand the Event Detection list.

1. Onthe list, click Event Filters. The Event Filters page opens, displaying all current event groups and
filters

2. To create a new filter, click + Add to create the filter. The Add Filter page opens to let you create
your filter. In Name, enter the name to use for the filter.

3. Select the group to which to add your filter from Group. Add a description of the filter that will help
you identify the filter in the list of filters.

4. Create your filter. For details about creating filters, refer to “Filtering Data” in Digital Guardian Analytics
& Reporting Cloud User's Guide.

5. Click Create to save your new filter to the group.
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Exporting Event Filter Groups

You can export an entire event filter group. The group is downloaded as a .json file to a location you
specify. You cannot export an empty group.

1. From the list of event filter groups, select the group to export.

2. Tothe right of the Groups list, click **
As dialog box opens.

and select Export Group from the list. The file system Save

3. Navigate to the folder to which to export the group.

4. Select the folder, name the export file and click Save to complete the group export.

All of the Event Filters in the group are selected and the group is exported to a .json file with the name
you provided.

Editing Event Filter Groups

While you cannot edit the prebuilt filter groups, you can edit your custom event filter groups.

1. Click the event filter group to change.

2. Tothe right of the Groups list, click " and select Edit Group. The Group Name dialog box opens
showing the name of the group you selected.

3. Enter a new name for the group to replace the existing name.

4. Click Save to save the new name and dismiss the dialog box.

Deleting Event Filter Groups

Deleting an event filter group deletes the group and all related filters. You can delete only your custom
groups.

1. Click the event filter group to delete.

2. To theright of the Groups list, click and select Delete Group.

When prompted to confirm the deletion, click Confirm.

Editing Event Filters

You can change filters after you create them. Editing includes changing the name, changing the group,
changing the description and redefining the filter operations.
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1. Click the event filter to change.

2. Tothe right of the Groups list, click **°
the filter you selected.

and select Edit Group. The Edit Filter page opens showing

3. Make your changes to the filter.

4. Click Update to save the filter changes and return to the Event Filters list.

Copying Event Filters

You can copy filters to use as sources or templates for other filters. Copying a filter uses the Add Filter
process.

1. To copy a filter, select the filter on the list, click and select Copy. The Add Filter page opens to let
you create your filter. In Name, enter the name to use for the filter.

2. Select the group to which to add your filter from Group. Add a description of the filter that will help
you identify the filter in the list of filters.

3. Create your filter. For details about creating filters, refer to refer to “Filtering Data” in Digital Guardian
Analytics & Reporting Cloud User's Guide.

4. Click Create to save your new filter to the group.

Exporting Event Filters

You can select an event filter group and then select one or more filters to export. The filters are
downloaded to your file system'’s folder in a single .json file.

1. From the list of event filter groups, select the group to work with.

2. Inthe Filters table for the selected group, click the filter to export or use Ctrl + Click to select multiple
filters for export.

3. Totheright of the filters table, click and select Export.

The Save As dialog box opens so you can select the destination and name the file. The filters you
selected are exported to a .json file. If you export one filter, the default export file name is the filter
name with the .json extension. If you export multiple filters, the default export file is "multiple-filters-
export.json." You can change the file name as needed.
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Importing Event Filters

You can import .json files containing event filters. A typical scenario is when you want to import filters
from a test ARC to a production ARC.

1. Select the event filter group into which you are importing filters.

2. To the right above the Filters table, click
opens.

and select Import. Your computer file system browser

3. Navigate to the .json file to import, and click the file or files to import.

4. Click Open.

The filter file or files are imported into the group you selected in step 1. If you are importing filters that
have the same names as existing filters, you are prompted that filters must have unique names. In
cases where the system creates items with names that match existing filters, it appends a number in
parentheses (#) to the end of the names to distinguish them from existing items.

When you return to the Event Filters pane, the count of filters in the group reflects the imported filters.

Moving Event Filters Between Groups

If you have a filter in a group you can move the filter to a different group if you choose to. To move the
filter, select it in the current group and edit the filter.

1. Navigate to the filter to move.
]
2. Select the filter and click @ to edit the filter. The Edit Filter pane opens.

3. To move the filter to a different group, click V¥ onthe Group field and select the new group from the
list. ARC lists the new group for the filter.

4. Click Update to save your change and move the filter. The Event Filters pane opens showing your
filter in the new group. The count of filters in the group reflects the added filters.

Deleting Event Filters
Deleting an event filter removes the filter from ARC.

1. Click the event filter to delete.

2. To the right of the Filters list, click and select Delete.

When prompted to confirm the deletion, click Confirm.
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Managing Archived Agent Dat

DG Agents collect information about logged on user activities and send that information to ARC in
encrypted data format. This data carry the total collected Agent information and are archived for long-
term storage and recall.

The following topics discuss the data archive and tasks associated with managing your archived data:

About Archived Data Retention ... .. .
Configuring the Tenant Data Archive
Enabling Cloud-Based Data Archiving
About the Tenants Data Table
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Archive Data Storage

For long-term storage and recall, Agent bundles are stored in the data archive, by the DGMC or ARC.

Caution: While you can enable archiving in ARC and maintain archiving in the DGMC, best practice
strongly recommends against archiving in both products. If you enable AWS archiving, disable
DGMC archiving. Similarly, disable AWS archiving if you use DGMC archiving.

If you configure and enable data archiving in ARC, an archive is created each day. When you configure a
system tenant you specify the location of the bucket for the archives as well as the access credentials for
the bucket. After that, all tenants associated with that system tenant use the bucket. ARC sets up the
individual tenant archives within the AWS bucket you configure. Archives are stored in Amazon Web
Services (AWS) for cloud storage bucket that you configure with four settings:

AWS Access Key ID—alphanumeric string that identifies part of your AWS credentials, along with AWS
Secret Key.

AWS Secret Access Key—alphanumeric string that is part of your AWS credentials, along with Access
Key.

Region—Specifies the AWS service region. Usually the closest region geographically.

Bucket—Specifies the AWS bucket to use. Tenant archived data is stored in folders in the bucket
specified.

All tenants on the system affiliated with the system tenant use the same bucket, with tenant data in
folders identified by tenant ID. Digital Guardian sets up the folders in AWS automatically.

When you configure and enable the AWS data archive, it can replace the DG DGMC archiving process with
the AWS process. Disabling the AWS archive does not automatically restore data archiving on the
DGMC—you must do that manually. Enabling AWS archiving does not disable DGMC archiving—you must
do that manually.

About Archived Data Retention

For analysis, forensic and legal reasons, as well as to provide the ability to review and troubleshoot Agent
problems, ARC stores Agent data in an archive. You can use the archived data by replaying the data into
your tenant to see the information the associated Agent sent to ARC. Agent data can be archived in AWS
with ARC instead of in the DGMC.

Data Retention and Deletion of Bundles

By default when you enable ARC bundle storage, DG Agent bundles are retained in the data archive for
400 days (the default period) after ARC receives them. The data are stored in encrypted form and use
AWS standard configuration settings for storage. You can change the retention period. If you change the
period, every daily archive is updated with the new expiration date.

When archived data been in the archive for more than the retention period, they are deleted from the
archive by AWS processes automatically.
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Configuring the Tenant Data Archive

To set up the tenant data archive to be used by any tenants on the system, you need the access key and

secret for the AWS bucket as well as the region and the name of the bucket to use. You get these values
when you configure that AWS for access and use.

To configure the data archive for your tenant, follow these steps from the system tenant. You must be a

system administrator or have a role that provides access to tenants to create or modify the data archive.

1. Click = to switch to the left panel.

2. Click Tenants > Data Archive on the left panel. The center pane displays the Tenant Archive
configuration options.

Data Archive

Create and manage DG Agent data archiving in ARC. Configure cloud access for the archived data, view the tenants on the ARC system, enable data archiving for each tenant in ARC and review the status and statistics for each tenant

ARCHIVE SETTINGS

AWS Connection

3. Enter values for the configuration settings on the pane—Access Key, Secret, Region, Bucket. All are
required, with the character count and character length limitations noted for each value.

4. Click Test Connection. You have to test the connection to AWS before you can save the
configuration. If the connection test fails, review and correct your settings and test the connection
again.

If you edit an existing tenant, you may get the failed connection message when, on accessing the
tenant, ARC cannot establish a connection to AWS.

Test Connection is disabled after you test the connection successfully. It remains disabled until you
change the connection settings or the test for the connection during system start fails.

Enabling Cloud-Based Data Archiving

If your ARC system tenant is configured to use data archiving in the cloud, you can enable cloud archiving
for Agent data in your tenant.
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When you enable cloud data archiving, the default retention period for the data is 400 days. You can
change this value on the tenant configuration pane. The Tenant Configuration pane displays important
details about the data archive:

® Whether data archiving is enabled for the tenant.
® How long AWS retains data.
® How much disk space your tenant data archive is using.

® How many days of data you have in your archive. When archived data reach the retention limit,
AWS discards them. Discarded data cannot be restored or recovered.

To Enable Cloud-Based Data Archiving For Your Tenant

The tenant configuration pane includes an option to enable archiving Agent data in ARC (in the cloud
using AWS). Follow these steps to enable the archiving process.

1. In ARC, click — to switch to the left panel.

2. On the left panel, click Tenants > Tenants. The Tenant Configuration pane opens in the center area
listing the available tenants. (If you are creating a new tenant, refer to "Adding Tenants" on
page 6After you create your tenant, follow the next steps to enable Agent data archiving for the new
tenant.) The data archive settings are available when you add or edit a tenant

Ng
3. Select a tenant and click & to see the tenant details.

4. Scroll down the page to Data Archive.

TENANT CONFIGURATION

o Specify the number of days data will be retained for this tenant. Older data will be deleted to make room for newer data.

100

100

100

£ Curent Usage: 08 Days Archived: 0

SYSTEM INTEGRATION

5. Click '. next to Data Archive to enable the cloud-based data archive.
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6. (Optional) Set the data archive retention period in days in Data Archive. The default retention period is
400 days. You can set a higher or lower value. If you change the value later, currently retained daily
archives are updated to reflect the new period.

7. Set the period for retaining the replayed data in Replayed Data, in days.
8. (Optional) Set the maximum storage space, in GB, that archives can use in Replayed Data.

9. Click Save to save your configuration.

To Disable DGMC Bundle Archiving

If you enable cloud-based archiving for Agent data, you should as a best practice disable bundle archiving
in the DGMC.

Disable DGMC bundle archiving by removing the Digital Guardian Archive and Restore utility from the
DGMC server. For more information about managing Archive and Restore, refer to Digital Guardian Archive
and Restore Guide for SQL Server.

1. Access the computer that hosts your DG databases. That's where Archive & Restore is installed.
2. Onthe database host, go to Windows Settings > Apps.
3. Onthelist of applications under Apps and features, locate the entry for DG Archive & Restore.

4. Click Archive & Restore and then click Uninstall to remove A&R and disable bundle archiving in the
DGMC.

About the Tenants Data Table

ARC provides a list of the tenants configured on the system. The tenants are displayed with their related
archived data status. The table displays the status of the tenant, the tenant name, the date the tenant
Agent data were last archived, the size of the archive (in megabytes) and number of days of archived
data. Also, if you have sufficient tenant rights you may enable or disable data archiving for individual
tenants.

When you access the Data Archive pane, you see the tenant list. To see the AWS configuration, click AWS
Connection Successful to see the configuration data:
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Data Archive

Create and manage DG Agent data archiving in ARC. Configure cloud access for the archived data, view the tenants on the ARC system, enable data archiving for each tenant in ARC and review the status and statistics for each tenant

ARCHIVE SETTINGS B> export
(@ Aws Connection Successful A~
AKIAUNMWEA4SITEXXZKE
ATICSwhG4JFs 36V Propl 2KFCakBLBaPXYPIPENSP
Region us-east2
' qa-archivetest] \
TENANTS
Enabled Name s LastArchive TotalSize Days Archived
[o] BAConfigl 0 0
® BAConfig2 0 0
[o] ¢ 0 0
[o] D 0 0
o] DGMCS4 0 o
[o] DGMCLiveTenant 0 0
(o] Dale CP Tenant One 0 0

® If valid AWS settings have been entered, the tenant list displays with a link to the right of the title.
® If no settings are present, ARC displays the AWS settings panel .

® Ifinvalid settings are present, which can happen if the AWS settings are changed outside of ARC,
the system displays a collapsed settings panel with an error message.

Accessing the Tenants Data Table

To see the list of tenants and the bundle data, follow these steps:

1. Click == to switch to the left panel.

2. Click Tenants > Data Archive on the left panel. The center pane displays the tenants associated with
this ARC installation.

Data Archive

Create and manage DG Agent data archiving in ARC. Configure cloud access for the archived data, view the tenante on the ARC ystem, enable data archiving for each tenant in ARC and review the status and statistics for each tenant

ARCHIVE SETTINGS & export
TENANTS AWS Connection Successful @
Enabled Name Last Archive TotalSize Days Archived v

) dgmetest322 69.06 68 169

° dgsenverdevs 273.82 M8 39

[ ] test-bundle-replay 30468 4

o A7ARCLitetoAnalytics 0 0

[e] AnMSGraphAPITenant 02/06/2014 03:57:26 PM 0 0

Exporting the Tenant List

To help you manage tenants and their resources, you can export the list of tenants with the information
for each tenant.

CHAPTER 4: MANAGING ARCHIVED AGENT DATA



DG ANALYTICS & REPORTING CLOUD SYSTEM TENANT ADMINISTRATOR'S GUIDE

1. To export the list of tenants, click & Export on the Data Archive pane. The file system explorer
opens allowing you to choose where to store the exported list.

ARC exports the list as an unformatted JSON file with the default name tenant-1ist.csv. Hereis
an example of the list from the figure:

Tenant Id,Tenant Name,Last Archive,Total Size (bytes),Days Archived

2. Name the file and specify the location to store the exported list, and click Save to save the file.
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Scheduled reports are email notifications that can contain:
+ The contents of one or more workspaces or a data table CSV or data table PDF file
« Data sets that are not associated with a workspace

When you create scheduled reports, you create a report delivery schedule and select workspaces or a
data set to send for review. ARC emails the report in the format you select —PDF for workspaces; PDF or
CSV for a data set — according to your delivery schedule. You specify the period of time that you want the
report to cover and the interval at which ARC should email the reports (daily, weekly, or monthly). Tenants
(except for the system tenant) can add a list of email addresses of users who should receive the reports.
To create new reports quickly, you can create templates for different types of reports.

To organize and simplify the process of sending scheduled reports, you can create email templates for
different categories, including Alarms, Alerts, Events, Incidents, and more. On the menu in the left panel,
the Reports option includes:

® Email Templates

¢ Export Profiles

® Report History

® Report Templates
® Scheduled Reports

® Statistical Trends
These topics are covered in the ARC online help in the “Scheduled Reports” section and in “Exporting
Digital Guardian Data for Export Profiles” details.
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Event Detection Options

The Event Detection option on the left panel in ARC provides access to these features:
® Detection Rules — you use detection rules in ARC to capture items of interest in the incoming data
stream from the Agents associated with your tenant. Detection rules represent filters that look for
single event records or data in real time. They enable you to define the action to take when a
match occurs.
® Event Filters — the fundamental operating feature of an event filter is the filter applied to the
incoming data.
® Watchlists — these are lists that you reference from rules. By using watchlists, you can reduce the
time required to write and maintain your rules and protect your data more successfully.
These topics provide more information about the features:

ARC DeteCtiON RUIES .o 41
ADOUL WatC S S . 41
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ARC Detection Rules

You create detection rules to identify specific types of user activity on Agent-equipped computers. Agents
collect all user activity and send this information to ARC for reporting and monitoring.

Certain user activities may be more important than others or may represent greater risk. You use rules to
define which events are most important and how ARC users should respond when these events are
detected in the incoming Agent data stream.

About Watchlists

Some detection rule use cases require you to manage potentially large and dynamic lists of values that
can be referenced by rules. This is especially the case for advanced threat protection where your Agents
respond to values on lists of Indicators of Compromise (I0Cs) received from network appliances or
Security Information and Event Management software (SIEM) within your environment, from feeds, or
from lists generated as part of an active incident response effort.

To make it easier to write detection rules that allow your Agents to act on lists of IOCs, ARC provides
watchlists. Watchlists are lists that you reference from rules. Using watchlists can reduce the time
required to write and maintain your rules and protect your data more successfully. For example, you can
create watchlists that contain |I0Cs to reference in your detection rules to alert on or block activities to
prevent, detect, or contain a cyber attack.

For detailed information about working with watchlists, refer to “Working with Watchlists” in the ARC
online help.

Filtering Events in Tenants

While you work with your tenant, you may find that some Agent events or operations generate data you do
not need to see. In those cases, you can create event filters that cause ARC to prevent that information
from getting into ARC from the incoming data bundles. With event filters, you can limit the data that ARC
processes. A typical use for event filters is as a throttle to reduce the negative effects on the system
caused by temporary error conditions or configuration mistakes on the Agent computer. Filters can
reduce the load on the reporting system and make finding anomalous or undesirable operations easier.
Although you can create event filters for both tenants and the system tenant, the system tenant can filter
only events related directly to ARC because the system tenant is not associated with Agents. Tenant
event filters can act on any incoming data from Agents.

You cannot filter events, actions and entries that are reported to the audit log, such as logging on, logging
off, changes to workspaces and more, as shown here.
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v Audit Log

= .

=

UD Entry

Event filtering occurs when the system is parsing the incoming Agent bundles. While parsing the bundles,
the system applies your event filters to prevent events defined in your filters from being added to the
databases, processed against detection rules or being reported in reports. However, the data remains in
the bundles if you archive them. If you later recall the bundles, the filtered event information is still
available—no Agent information gets lost by filtering. Filtered data is not reported, actively stored,
accessed or searched by the ARC system.

You can define as many event filters, and filter groups, as you need to condition the incoming data to
meet your requirements.

Filtering Events in Tenants

While you work with your tenant, you may find that some Agent events or operations generate data you do
not need to see. In those cases, you can create event filters that cause ARC to prevent that information
from getting into ARC from the incoming data bundles. With event filters, you can limit the data that ARC
processes. A typical use for event filters is as a throttle to reduce the negative effects on the system
caused by temporary error conditions or configuration mistakes on the Agent computer. Filters can
reduce the load on the reporting system and make finding anomalous or undesirable operations easier.
Although you can create event filters for both tenants and the system tenant, the system tenant can filter
only events related directly to ARC because the system tenant is not associated with Agents. Tenant
event filters can act on any incoming data from Agents.

You cannot filter events, actions and entries that are reported to the audit log, such as logging on, logging
off, changes to workspaces and more, as shown here.
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v Audit Log

= .

=

UD Entry

Event filtering occurs when the system is parsing the incoming Agent bundles. While parsing the bundles,
the system applies your event filters to prevent events defined in your filters from being added to the

d

atabases, processed against detection rules or being reported in reports. However, the data remains in

the bundles if you archive them. If you later recall the bundles, the filtered event information is still
available—no Agent information gets lost by filtering. Filtered data is not reported, actively stored,
accessed or searched by the ARC system.

Y

ou can define as many event filters, and filter groups, as you need to condition the incoming data to

meet your requirements.

Creating Event Filters

T

he fundamental operating feature of an event filter is the filter applied to the incoming data. For

information about creating filters for events, refer to “Filtering Data” in Digital Guardian Analytics &

R

1.

eporting Cloud User's Guide.
Click = to switch to the left panel, and click Event Detection to expand the Event Detection list.

On the list, click Event Filters. The Event Filters page opens, displaying all current event groups and
filters

To create a new filter, click + Add to create the filter. The Add Filter page opens to let you create
your filter. In Name, enter the name to use for the filter.

Select the group to which to add your filter from Group. Add a description of the filter that will help
you identify the filter in the list of filters.

Create your filter. For details about creating filters, refer to “Filtering Data” in Digital Guardian Analytics
& Reporting Cloud User's Guide.
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5. Click Create to save your new filter to the group.

Copying Event Filters

You can copy filters to use as sources or templates for other filters. Copying a filter uses the Add Filter
process.

1. To copy afilter, select the filter on the list, click and select Copy. The Add Filter page opens to let
you create your filter. In Name, enter the name to use for the filter.

2. Select the group to which to add your filter from Group. Add a description of the filter that will help
you identify the filter in the list of filters.

3. Create your filter. For details about creating filters, refer to refer to “Filtering Data” in Digital Guardian
Analytics & Reporting Cloud User's Guide.

4. Click Create to save your new filter to the group.

Importing Event Filters

You can import .json files containing event filters. A typical scenario is when you want to import filters
from a test ARC to a production ARC.

1. Select the event filter group into which you are importing filters.

2. Totheright above the Filters table, click
opens.

and select Import. Your computer file system browser

3. Navigate to the .json file to import, and click the file or files to import.

4. Click Open.

The filter file or files are imported into the group you selected in step 1. If you are importing filters that
have the same names as existing filters, you are prompted that filters must have unique names. In
cases where the system creates items with names that match existing filters, it appends a number in
parentheses (#) to the end of the names to distinguish them from existing items.

When you return to the Event Filters pane, the count of filters in the group reflects the imported filters.

Deleting Event Filters

Deleting an event filter removes the filter from ARC.

1. Click the event filter to delete.
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2. To the right of the Filters list, click and select Delete.

When prompted to confirm the deletion, click Confirm.

Creating Event Filter Groups

To create event filters, you must be logged in and have system administration permissions. Only system
administrators can create event filters, either in normal tenants or in the system tenant.

You create event filters exactly the same way you create filters in detection rules. The event filter process
uses the same filter structure but applies the rules earlier in the data flow. Event filters are organized into
groups. You must have at least one filter group before you can create new event filters.

1. Click = to switch to the left panel. Click Event Detection to expand the Event Detection list.

2. Onthe list, click Event Filters. The Event Filters page opens, displaying all current event groups and
filters

3. To create a new group, click + to create the group. The Group Name dialog box opens to let you
name your new group. In Name, enter the name to use for the group. Click Save to save your new

group.
Now you can create filters and add them to your group.

Moving Event Filters Between Groups

If you have a filter in a group you can move the filter to a different group if you choose to. To move the
filter, select it in the current group and edit the filter.

1. Navigate to the filter to move.
Ay
2. Selectthe filter and click @ to edit the filter. The Edit Filter pane opens.

3. To move the filter to a different group, click ¥ onthe Group field and select the new group from the
list. ARC lists the new group for the filter.

4. Click Update to save your change and move the filter. The Event Filters pane opens showing your
filter in the new group. The count of filters in the group reflects the added filters.

Exporting Event Filter Groups

You can export an entire event filter group. The group is downloaded as a .json file to a location you
specify. You cannot export an empty group.

1. From the list of event filter groups, select the group to export.
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2. Tothe right of the Groups list, click **®
As dialog box opens.

and select Export Group from the list. The file system Save

3. Navigate to the folder to which to export the group.

4. Select the folder, name the export file and click Save to complete the group export.

All of the Event Filters in the group are selected and the group is exported to a .json file with the name
you provided.

Deleting Event Filter Groups

Deleting an event filter group deletes the group and all related filters. You can delete only your custom
groups.

1. Click the event filter group to delete.

2. To theright of the Groups list, click and select Delete Group.

When prompted to confirm the deletion, click Confirm.
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Content Packs and Conte

Digital Guardian content publishing technology enables you to distribute packs of new or updated ARC
content to tenants from the System tenant. You configure the contents of the packs and publish the
packs from the System tenant.

A pack consists of a ZIP archive that contains the content to distribute to the tenants.

Managing and Distributing Content

As a system tenant user, you likely develop ARC content, such as detection rule or workspaces, that you
would like to use on your tenants. ARC provides a technology to do that called content distribution.

With content distribution (or publishing), you create ZIP archives, called packs, of ARC content and then
publish the pack to your tenants, where the published contents become part of the tenant content.

With this technology, you can, for example, make changes to a whitelist or rules and send those changes
to tenants from the system tenant. You could also create rules and workspaces for a specific needs—
perhaps to address malware—and deliver those rules and workspaces to tenants efficiently.

While the system tenant can develop and send ARC content to tenants, tenant users can only see the
delivered content. They cannot modify the content or use the distribution technology.

The following topics describe the tasks associated with managing and distributing content:
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Content Packs and Content

Digital Guardian content publishing technology enables you to distribute packs of new or updated ARC
content to tenants from the System tenant. You configure the contents of the packs and publish the
packs from the System tenant.

A pack consists of a ZIP archive that contains the content to distribute to the tenants.

Generating Content Packs for Publishing

To be compatible with the content delivery system, your packs must meet certain guidelines. These
specify the format and organization of the packs.
To create a new pack, you perform three tasks:

1. Provide a name for the pack and an optional description.

2. Select the Entitlements that tenants need to have to receive and use the pack. Entitlements determine
which packs go to each tenant. For details about the entitlements, refer to "Tenant Entitlements" on
page 6.

3. Select the items for your pack. You have options for these types of content:

®  Workspaces

® Detection Rules

® Watchlists

® Event Filters

® Email Templates
® Report Templates

Selecting the Content for Packs

The primary step in creating content packs is selecting the ARC content to include in the pack. Most
content that you create in ARC is available to be added to content packs. One exception is Incidents
which cannot be added to packs.

On the New Content Pack page, you see the available categories of content in the Select items for your
content pack section of the page. When you expand one of the categories, you see a further listing of the
items that you can add to your pack in that category. Lists provide the name of the content, such as the
rule name or workspace name, the modification date, an option to select the item and a control to specify
whether the item is active (available for detection rules and filters). For example, this is the set of Content
Pack Rules on the Detection Rules list:
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Detection Rules A

Name L\éuthor Modified Date Ackive
v & Operations

v & pLP
v & slarms
v & THREAT
A

& Content Pack Rules

Look For Edge 12/19/201805:16:45 P Qi)
Chromeshines 12/18/2018 05:16:45 PM
whats up chuck? 12/19/2018 05:16:45 PM

In the Enabled column you see toggle switches to change the rules from Enabled to Disabled. In the
figure, the Look for Edge rule is enabled; the others are disabled. Click the toggle ( @ ) to switch the
state of the item. The rule is delivered to tenants with the rule state you set in the content pack.

Creating Content Packs

To create a new content pack, follow these steps.

1. Click = to switch to the left panel. Click Content. You see a list of current content packs in the
center display area.

Content

Create and manage content packs that contain workspaces, detection rules, watchiists, event fiiters, templates, and other content. Publish content packs to make them available to specific tenants based on their product entitlements

CONTENT PACKS +New | 3 import | FF

current_content_pack

v
Content Pack to import needed content for E2E tests
Gl Publish
@ LB Content Item v
G unpublish cd: 05/25/202
@ LBTest Pack v
53 unpublish .
Statistical Trends Content Pack v
e Default Content Statistical Trends V1.0 3152022

&) Publish Changes

2. To add a new content pack, click + New. The New Content Pack page displays.
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CONTENT PACK ITEMS

DETAILS

SUMMARY

Selectitems in the lists on the left to setup your content pack

Select ltems for your content packs

Email Templates F v
Report Tempiates Fow

Statistical Trends F v

3. Enter a name for the pack in Content Pack Name and an optional description (recommended but not
required).

4. Select the entitlements that the content pack requires. Clear the entitlements that are not required.

Note: Content packs are delivered only to tenants whose entitlements match the selections in
the pack. It is possible to create a content pack that cannot be delivered to any tenant if no
tenants have the correct entitlements.

5. Select the items for your content pack. As you add pack items, the Summary pane shows each
addition (refer to the earlier figure).

Usethe Y and “* controls to see the available content in each category. For example, this is the
Detection Rules list showing the types of rules.

Select Itkems For your content pack: T
‘Workspaces »
Detection Rules o
Name Auther Modified Date Active
A4 & Operations
v & DLe
v & slarms
A4 & THREAT
v & Content Pack Rules
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6. After you select the content to add from all of the categories, click Save to keep your new content
pack. Now you are ready to publish your new pack to tenants.

Publishing Content Packs to Tenants

After you create packs you are ready to distribute (publish) them to tenants. When you publish packs, they
are sent to tenants that have the entitlements specified in the packs. You select the entitlements when
you create packs (refer to “Creating Content Packs” on page 49).

To publish packs, you use the Content page in ARC.

1. Click == to switch to the left panel.
2. Click Content. You see the content pack information in the center display area.

3. Select one pack to be published. It can be either a new pack (marked unpublished) or an updated
pack (marked modified).

4. Hover over a selected pack and click ( Cnd Publish) or ( & publish Changes). The pack is delivered

to each tenant that has matching entitlements. The pack displays the Published keyword and the date
published.

If a problem occurs while distributing the pack, the system writes an error message to the audit log

and marks the pack with an error icon— ® . Refer to the log for details.

Managing Content Packs

After you create and publish packs, you can manage the pack collection. You can edit or delete packs as
needed. You can also unpublish packs to remove them from tenants.

Editing packs

Whether or not you have published a pack, you can edit the pack to make changes to the pack content.

1. Click == to switch to the left panel.
2. Click Tenants on the left pane to expose the Tenant options.

3. Click Content. You see the list of packs in the center display area.

N
4. To edit a pack, hover over the pack and select & Edit. The pack expands to display the contents.
5. Make the content changes desired.

6. Click Save to update the content pack. The editing pack page closes and the pack is marked Modified
if it has been published previously. When you hover over the previously-published pack, the publishing
option is Publish Changes.
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Importing Content Packs

If you have a content pack that was exported from a ARC system, you can import that pack into your ARC
with the Import function. To import a content pack, follow this these steps.

1. Click == to switch to the left panel.

2. Click Content. You see this information in the center display area.

3. Inthe toolbar, click 2 Import to display the Import File dialog box.
4. Click Browse Files to open the file system explorer Open window.

5. Locate the ZIP archive (.zip) file to import and select it. Your file selection appears in the File name
field.

6. Click Open to select the file. The file you selected displays in the Import File dialog box.

7. ARC imports the file and the Import File dialog box displays a v near the file name and a Done
option. The import process validates that the archive is a content pack. If the archive you selected is
not a content pack, you see a Bad Request message in the dialog box.

Click the X next to the file name to clear the name and browse again to find a suitable ZIP archive.
Repeat the upload process until you do not get the Unauthorized message again.

8. Click Done to close the dialog box and complete the import process.
Exporting Packs

To export a pack from your ARC, follow these steps.

Note: You cannot export packs created by Digital Guardian. The Export option is not available for
those packs.

1. Click = to switch to the left panel.

2. Click Content. You see the list of packs in the center display area.
3. Hover over the pack to export. You see the S Export option.

4. Click & Export to display the Save As window for your file system.

5. Select the location to store the exported pack.
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6. After you select the destination, click Save to export the pack. The pack is exported as a ZIP (.zip)
archive to the location you chose. The Save As window closes.

Deleting Packs

If you no longer use a content pack, you can delete it from the System tenant and all entitled tenants.
Deleting a published pack removes the pack from all entitled Agents; the Agents receive a message that
the pack has been deprecated. Removing a pack does not remove the pack content from the System
tenant.

Warning: You cannot delete a published pack. You must unpublish the pack before you can delete.

You can delete unpublished packs at any time.
To delete an unpublished content pack from the System tenant, follow these steps.

1. Click = to switch to the left panel.
2. Click Tenants on the left pane to expose the Tenant options.

3. Click Content. You see the content pack information in the center display area.
4. Hover over the pack to delete. You see the m Delete option.

5. Click m Delete.

6. On the Confirm Deletion message dialog box, click Delete to complete the process. The pack is
deleted from the System tenant.

To delete a published content pack from the System tenant, follow these steps.

1. Click = to switch to the left panel.
2. Click Tenants on the left pane to display the Tenant options.

3. Click Content. You see the content pack information in the center display area.

4. Hover over the pack to delete. You see the @ Unpublish option. The Delete option is not available.

5. Click Unpublish to unpublish the pack and send a message to subscribed tenants that the pack has
been deprecated. On the confirmation message, confirm that you are unpublishing the pack.

6. Hover over the pack to delete. You now see the o Delete option.

7. Click m Delete.
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8. On the Confirm Deletion message dialog box, click Delete to complete the process. The pack is
deleted from the System tenant.

Viewing Current Content Packs

The distribution system includes the ability for you to view the content packs you have, both unpublished
and published. When you access the Content page, you see a list of the content packs on your ARC.

A Digital Guardian

Each pack has a name, a pack description if provided by the pack creator, and whether the pack has been
published to tenants and when published. Hovering over the pack name reveals options for working with

the pack— ey Publish, 7 Edit, o Delete, & Export.

® m — Remove the pack from the list. You cannot delete a published pack. Click Unpublish to be
able to delete a published pack.

& - Edit the pack to make changes to the content. When you edit a published pack, the pack is
marked modified after you save your changes.

B - Export the pack to a storage location, such as a hard drive, removable drive or network
drive or share.

o [ _ publish the unpublished pack to selected tenants.

® [‘;-I — Unpublish a pack you published previously.
To the left of the content pack name, you see icons that indicate the pack status:

® Error — Indicates that an error occurred while managing the content pack.

® Modified — Indicates that you modified the pack content. The pack needs to be republished
to tenants.

¢ Published v . You published the pack to the selected tenants.
¢ Unpublished Q — You have not published the pack.
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Browsing Content Packs
When you view the Content page in ARC as system tenant user, you see a list of the content packs
available for distribution to Agents. You can review the content of any pack on the list. To review the

content of a pack, click Y 1o display the contents of a pack.
The components of the content pack are marked with indicators about the status:

¢ Added-— Identifies new content added to a pack. A new content pack will not have this marking.

® Updated— Identifies content that has been modified outside the content pack (such as a modified
workspace or detection rule)

® Removed— Identifies content that has been removed from the pack.

® Deleted— Identifies content that has been removed from ARC outside of the pack. After
publication, the Deleted markers are removed from the related content. The Deleted markers
remain on the content items in the content pack on tenants.

Click l" to toggle between sorting content packs by name or modification date.

Sorting Content Packs on the Content Page
The Content page provides the ability to sort the list of packs. Clicking l"- opens the sort feature where
you select how to sort the list. You can sort by two variables:

® To sort the pack list by modification date, click l? and select Date Modified.

® To sort the pack list in alphabetical order by name, click l? and select Alphabetical.

Viewing Content Packs on Tenants

Tenant users cannot create and distribute content packs through the delivery system. However, as a

tenant user, you can view the content packs on your tenant. When you log in as a tenant user, Click =—
to switch to the left panel. You see the Content option. The Content page displays the packs currently on

your tenant, with indicators of the status of each pack. Click V' to review the contents of a pack.
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Managing Users in ARC

ARC can provide the tools you use to manage users for your Digital Guardian Management Console
(DGMC) and DG ARC. You use the Users, Groups and Roles pages in DG ARC to create and manage your
DG tools users across all of your DG platforms. If you choose DG Cloud for the User Management option
when you create tenants, you are choosing to use the cloud management tools (ARC) to manage user
access to the management consoles. As a reminder, the system tenant does not have the DGMC
management options because it is not associated with a DGMC. Normal tenants have an associated
DGMC.

When you add users and groups and roles to tenants, then assign the users to groups with roles, DG ARC
replicates the new and changed users, groups and roles to the DGMC in your enterprise that is associated
with the tenant. The result of the replication process is the users you created can access the DG consoles
they need to use. You do not create users or anything else on your DGMC.

You can add users for just one console, such as a DG ARC, or users with common settings that apply to all
DG consoles. Common users depend on your directory service and identification provider (IDP). You add
users in DG ARC based on their user names and domains; your IDP provides authentication for them.
Those users are replicated to your DGMC and appliances.

DGMC (default)

When you choose the DGMC option for managing users, you retain the ability to create users, roles and
groups in the DGMC, which you cannot do if you choose Cloud management. When you create users in
the DGMC and you use SSO, your DGMC users are forwarded to ARC and become ARC users with roles
and groups based on your DGMC roles and groups.

DG Cloud

If you choose Cloud management, ARC becomes the tool you use to create users, groups and roles for the
DGMC and ARC. You cannot create local or system users in the DGMC. ARC then lets you create local
ARC users and users who can access the DGMC and ARC.

Adding User Roles

Users have to be assigned to roles to be able to use ARC. To accomplish that you create roles for various
kinds of users, assign groups to those roles and assign users to those groups. For example, you might
have roles for:
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® Administrator — has access to all ARC functions.
® Rule developer — has access to functions needed to write and deploy detection rules.
® Investigator — has access to functions that support investigating incidents, events, alerts, and

alarms.

To create a role you must be logged in as an administrator of the system tenant. Administrators of other
tenants can modify existing role permissions but must create roles in the DGMC. Those roles will be
synchronized to ARC as custom roles that you modify in ARC.

A few details apply when you create roles:

® Forarole to have access to Roles in ARC, it needs update permission for Roles and read

permission for Groups and Users

® Forarole to have access to Groups in ARC, it needs update permission for Groups and read

permission for Roles and Users

® Forarole to have access to Users in ARC, it needs update permission for Users and read

permission for Groups and Roles

ARC includes a default sysadmin role that has permission to use all of its features. The Sysadmin user is

assigned to that role by default.

Admin Page Permissions

The following admin pages require multiple permissions to access:

Admin Page Required Permissions

User Management .

Group Management .

Roles and Permissions .

User Update
Groups Read
Roles Read
Groups Update
User Read
Roles Read
Roles Update
User Read
Groups Read

Note: Most admin pages require only a single permission. The table above shows the exceptions
that require multiple permissions. Each of these pages needs the update permission for its primary
function and read permissions from the other two related areas.

ARC Permissions

When you create a role you select the permissions for numerous functions and areas in ARC.
Access to ARC features are defined by these permissions (and icons on the Permissions pane):
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None — Prevents access to the specified ARC feature. The user does not see the feature in ARC.
For example, users who do not have permission to the Reports area do not see the reporting
options in ARC.

Read — Allows user to view, but not change or create, public content or content they own related
to the specified feature in ARC.

Update — Allows users to add and edit content they own or is publicly editable in the specified
ARC functional area.

Create — Allows users to create instances of the feature.
Delete — Allows users to delete content they own or that is publicly available.

All — Allows users to modify content that they do not own or is public content. If both modify and
All permissions are assigned for a feature, the All permission behavior is often enforced internally
in ARC. Logged-in users see little difference between having Update and All permissions for

a feature in ARC.

Some features support a subset of the full range of permissions, such as Email Notifications and Send
Email Notifications.

As an example, this table shows the features and functions for ARC, with brief descriptions of what each
permission level allows within the feature or function.

Access Rules

No accessto | Viewrules (in | View and Create Delete Support all
reviewing workspaces) | modify access | accessrules. accessrules. management
access rules. | but cannot rules. capabilities for

manage them.

access rules.

Alarms No accessto  Viewalarms  View and Create Delete alarms  Support all
reviewing (in modify alarms = alarms . management
alarms. workspaces) capabilities for

but cannot alarms .
manage them.

Computers No accessto | Not Not supported. Not Not Support all
computer supported. supported. supported. functions
inventory related to
information. viewing and

monitoring
computer
information
from
endpoints.

Content Not View content = Modify content Create Delete Support all

Packs supported. packs but packs. content content management

cannot packs. packs. capabilities for
manage them. content packs.

Data Replay | Noaccessto @ View data View and Create data  Delete data Support all
the data replay lists (in = modify data replay replay data replay
replay feature. workspaces) | replay functions. functions. capabilities.

but cannot configuration.
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Email
Notifications

Event Filters

Groups

Incidents

Integrations

Platform

CHAPTER 8: MANAGING USERS IN ARC

No access to
email
notifications.

No access to
event filters.

No access to
groups.

No access to
incidents.

No access to
integrations
with third-
party data
sources.

No access to
managing
tenants, users,
roles,
remediation,
platform and
system.

Not
supported.

View event
filters but
cannot

manage them.

View groups
but cannot

manage them.

View but not
change or
create
incidents.

Not
supported.

View the
platform
configuration
information.

Not supported.

Modify event
filters.

Modify groups.

View, modify
and work with
existing
incidents, but
not create new
incidents. Also
create and
modify
detection
alarms.

Not supported.

Modify the
platform
configuration.

Not
supported.

Create event
filters.

Create
groups.

Create
incidents.

Not
supported.

Create new
tenants,
users, roles,
remediation,
platform and
system.

Not
supported.

Delete event
filters.

Delete
groups.

Delete
incidents.

Not
supported.

Delete
tenants,
users, roles,
remediation,
platform and
system.

Support all
functions
related to
email
notifications.

Support all
management
capabilities for
event filters.

Support all
management
capabilities for
groups.

Support all
management
capabilities for
incidents.

Full access to
managing
third-party
data sources.

Full control
over all
platform-
related
functions and
features.
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Remediation

Reports

Roles

Rules

Send Email
Notifications
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No access to
applying
remediation to
Agents.

No access to
reviewing or
creating
reports.

No access to
viewing or
managing
roles.

Cannot
access or
write rules for
the tenant.

No ability to
configure or
send email
notifications.

View
remediation
functions and
features.

View reports
and report
templates.
Cannot modify
or create
templates.

View roles but
cannot
manage them.

View but not
change or
create rules.

Not
supported.

Modify the
remediation
processes.

View and
modify reports
for a tenant.
Add reports,
email
templates,
report
templates.
Cannot create
new reports or
copy existing
reports.

Modify roles
and role
assignments
on tenants.

View and
modify
detection rules
for a tenant.
Also create
and modify
new rules or
copy rules.

Not supported.

Create
remediation
processes.

Create
reports.

Create and
assign roles
on tenants.

Create
detection
rules.

Not
supported.

Delete
reports.

Delete roles.

Delete
detection
rules.

Not
supported.

Full control
over all
remediation-
related
functions and
features. Note
that users with
only this role
cannot log
into ARC. They
must have
another role
assigned as
well.

Full control
over all report-
related
functions and
features.

Full control to
manage roles.

Full control
over all rule-
related
functions and
features.

Support all
functions
related to
sending email
notifications.
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System No accessto | View butnot  View and Create Delete Full control
managing change or modify tenants, tenants, tenants, over all
tenants, users, create tenants, users, roles, users, roles, | users,roles, | system-
roles, users, roles, remediation, remediation, | remediation, related
remediation, | remediation, | platform and platform and  platform and @ functions and
platformand | platformand | system. system.. system.. features.
system. system.

System API No accessto  View butnot  View and use Full control
the APIs for change or use  the APIs over all
ARC the APlIs. system API-

related
functions and
features.

Tenants No accessto  View tenants = Modify Create Delete Full control
managing butcannot tenantsand  tenants. tenants. over all tenant-
tenants, users, manage them. manage them. related
roles, functions and
remediation, features.
platform and
system.

Users No accessto  View users but Modify users  Create users. Delete users. Full control
managing cannot and manage over all ARC
users. manage them.  ham. user-related

functions and
features.

Workspaces | Cannot View View and Create new Delete Full control
access workspaces modify own workspaces | workspaces | over all
workspaces in | but not create = existing for private or | that you own. workspace-
any way. or editthem.  workspaces or | public use. related

public functions and
workspaces. features. Note
Cannot create that All

new ones. permission

allows the role
user to access
all private and
public
workspaces in
a tenant.

About Privilege Levels

For custom roles, privilege levels define the actions that users can perform with a particular role access
permission. Privilege levels are cumulative. Each level includes the permissions granted by the previous
levels. Digital Guardian includes the following privilege levels, from lowest to highest:
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® None — User has no access to the item. The item does not appear in this user's DGMC sessions.
® Read — User has read-only access to the item. The user can view the item, but cannot interact
with it.
® Update — User can view and edit existing items of this type.
® Create — User can view, edit and create items of this type.
¢ Delete — User has complete privileges for this item, including delete privileges, when available for
the item.
® All — User has all privileges (identical to Delete privilege
Some role access permissions do not provide every privilege level. The “alerts > trend by rule/policy” role
access permissions, for example, offers None, Read and All control privilege levels only.
Privileges for Appliance are slightly different from those for the DGMC and Common privileges. Appliance
uses four levels with the same descriptions:

® Read

¢ Update

® Create (similar to All permission)
® Delete

When you assign a privilege level, Digital Guardian grants the additional privileges necessary to enable the
privilege you assigned. For example, if you grant All control privilege to the Enterprise Summary report,
Digital Guardian grants “read all” privilege at the reports and enterprise level as well. Without the
additional “read all” privilege, the user could not see the DGMC Reports tab to view the Enterprise
Summary report.

You can grant privileges individually or you can choose a high-level option on the role access permission
tree and grant access to all of the options below that level. If you grant a user permissions at a high level
but do not grant any child object permissions, the user can only see that the tab exists in DGMC. Without
at least “read all” privilege for a child object, the user cannot interact with items on that tab.

Assigning ARC Users to Roles

After you create users, groups and roles, you assign the users to roles that allow them to do their work in
ARC.
Users without roles cannot log into ARC.

Note: ARC users who came from the DGMC user synchronization process already have roles based
on their DGMC roles. You do not need to assign them to roles. Best practice is to review the
assigned roles for users from your DGMC and adjust the roles as needed for ARC access.

Assign users to as many roles as necessary to give them the permissions they need to do their tasks in
ARC. This feature allows you to carefully control access to ARC if your enterprise so requires.

When you assign a user to multiple roles, permissions that overlap in the roles get the least restrictive
access. For example, if one of your user roles provides view access to rules and another user role
provides modify access, applying both those user roles to a user gives the user modify access to rules.

1. InARC, click = in the left pane to view ARC configuration options. The pane changes to display the
configurations available. If you already see the options, continue to step 2.
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2. Click Users to see the entries under Users.

3. Click Roles and Permissions to see the PERMISSIONS pane in ARC. The ROLES panel lists the
existing roles with the first role highlighted. In the right panel you see a list of members assigned to
the highlighted role on the MEMBERS list. The central display area shows the available roles, rights,
permissions and members.

4. From Name, select the role to which to assign the user. The center area shows the permissions for
the role. Users assigned to the role you selected are listed under Members on the right panel, along
with a text field.

5. Under Assigned Users, enter the name of a user to assign to the role. As you type the name, a list of
users appears. Select the user from the list. For example, if your user is kbarnes, type kbarnes in the
field until the name appears on the list.

6. After you select the user, click Save to assign the user to the role.

7. Repeat steps 4 and 5 to assign more users to the role.

Understanding the ARC Permissions Hierarchy

When you click Role and Permissions on the left panel, you see the Permissions configuration options in

the central work area. Check marks (‘/ ) mark the permissions applied for the role.

A Digital Guardian

In this figure you see that the policy_admin_role has None permission for Content Packs and Read
permissions for User. In other areas of ARC such as Alarms and Incidents, the role has All permission. In
the permissions hierarchy, Read permissions allow read-only access to some areas. Update permissions
allow users to change configurations in selected areas and include Read permissions. All permissions
include all other permissions in the hierarchy.

CHAPTER 8: MANAGING USERS IN ARC



DG ANALYTICS & REPORTING CLOUD SYSTEM TENANT ADMINISTRATOR'’S GUIDE

ARC Content Access

To help you manage user access to ARC features, you can specify the content a user can view and
manage in ARC. With content permissions you select the workspaces a role should be able to access.
Assigning users to that role limits them to seeing the workspaces you selected.

To use the content permission, you can modify the built-in roles to add content permissions, except for
the system admin role, or create a custom role and assign the content permissions there. Roles can have
access to any existing workspace, custom or prebuilt. The permissions tree lets you select the
workspaces to allow.

You have options for restricting content:

¢ All items—gives the role members access to all workspaces on the tenant. When you select this,

all of the ARC content is available to the members of the role.

Only items selected below—gives the role members access to the workspaces you select from
the workspace tree. When you select this, the content tree displays in expanded form and all of

the content on the tree is selected with ¥ . You can scroll the tree and clear the content that
role members should not be able to access. If you select this option and save the role without
making any changes by clearing content, when you return to the role you see All items selected
because that is the state for the role. If you select Only items selected below and you clear or
select content and then save the role, when you return to the role you see Only items selected
below selected.

Here is sample of the tree of workspaces in ARC when you select Only items selected below for Available

Content.

Roles and Permi

Aesigned Viembers

Q& ERL EERL & GR

When you view the Content tab for the first time in a role, the All items option is selected for Available
Content and you see this:
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Roles and Permissions

RoLES POLICY_ADMIN_ROLE v Unsaved Changes El

common CONTENT
AVAILABLE CONTENT
This user role can see all workspaces

@ allitems O Only items selected beloy

If you choose Only items selected below and clear some content, you see something similar to this:

DGMCE4

Roles and Permissions

les and membership and manage permissions for each role

ROLES POLICY_ADMIN_ROLE ' Unsaved Changes El -

cccccc

AVAILABLE CONTENT

Select the workspaces the user role may see below

mmmm

06/22/2022

11/08/2021

In particular, you see a few details in this view:

® Most workspaces and folders are marked with v to indicate that the workspace and all content
in the folder is accessible by the user.

® The Operations folder is marked with = to indicate that some of the content in the folder is
accessible by the user.
® The Process - Visibility folder has no marking to indicate that none of the folder content is

accessible by the user.
When you restrict the user's visibility to some workspaces, they see only those workspaces when they log

in and view workspaces. If a workspace that the user cannot see after applying restrictions is the home
workspace, the user sees an error message that the home workspace is not available.

Note: Content permissions do not apply to proxied users.
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Creating ARC Users for the System Tenant

After you install ARC and log in as the system tenant, you create users to specify who you allow to access
the system tenant in ARC. Giving access to users allows them to log into the system tenant, view tenant
data, write and review detection rules, create workspaces, and use all of the other capabilities, depending
on their role.
When you create a user, you have to create a login password for the user if you do not use a domain with
SSO. The password must meet these criteria:
® Must contain at least eight characters.
® Include the following characteristics:
® Atleast one upper case letter.
® Atleast on lower case letter.
® Atleast one number.

® At least one special character. ({@$%"&+=_-).
To create a new user, perform the following steps. You must have permission in your role to create users
in the tenant to be able to create or modify new users.

Note: To create users in ARC, you must log in as an administrator for the system tenant or log in
with a role that allows you to create users.

—_—

Log into ARC. If this is your first attempt to log in to a new ARC, enter digitalguardian.com for Domain,
sysadmin for Username, and verdasys1 for Password. ARC opens displaying the All Workspaces area.

2. Click = to switch to the left panel.

3. Click Users. Under Users, click Users. The Users pane opens in the central work area, listing the
current users.

4. To create a new user, click + . You see the new user options—Name,Domain, Email, First Name,
Last Name, Password, and Confirm Password. Enter values as needed, depending on whether you
use SSO in your enterprise.

5. Enter the user name in Name. Use up to 200 characters in the name. This username string must
match the IDP value exactly if you use SSO.

6. Do one of the following:

® If you use SSO, enter the user domain. The domain string must match the IDP value exactly.
® If you do not use SSO, do not enter a domain. Continue to Step 8.

7. Enter the user full email address.

8. If you do not use SSO, enter a password in Password. For security reasons, the password must meet
these criteria:
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® Contain at least eight characters.
® Include at least one character from three of the following four categories:
—Upper case letters.
—Lower case letters.
—Numbers.
-Special characters—(!|@$%"&+=_-).

9. To confirm the password, enter it again in Confirm Password. You cannot copy and paste the
password to confirm it.

10. Click Create to create your new user. The system creates the user and you see the user listed in the
left column of the pane under User Management.

Now that you have created your users, assign them to groups that have roles that define how they can
work with ARC and tenants.

Creating ARC Users for Other Tenants

After you create a new tenant for your ARC console, the associated DGMC performs a data
synchronization that creates users in ARC for all of the DGMC domain users. You do not have to create
the users on ARC side. However, a system administrator for the tenant should review the roles that each
DGMC user has to verify the permissions for each user. Reviewing the roles entails editing the roles. For
more information, refer to “Modifying Tenant User Roles Synchronized From the DGMC” on page 67.
Because DGMC roles and ARC roles are not identical, reviewing the DGMC-derived roles in ARC is strongly
advised.

Modifying Tenant User Roles Synchronized From the
DGMC

Tenant users in get their roles from the DGMC associated with their tenant and enterprise. When they log
into, their role reflects the role assigned in the DGMC. However, DGMC roles do not match roles fully. For
that reason, you can modify the role for a tenant user the same way you edit any role.

Note: gets custom roles from your DGMC, but the permissions are set to None by default. You can
change the permissions as needed on the Permissions pane.

1. In, click = references in the left pane to view administration and configuration options. The pane
changes to display the configurations available. If you already see the configurations, continue to
step 2.

2. Click Users to see the user-related options.
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3. Click Roles and Permissions to see the Permissions pane in the center work area. Notice that the first
user role is highlighted and you see a list of role members, including sysadmin, in the MEMBERS
panel.

4. To edit arole, select the role to modify from Roles. The display shows you the permissions assigned
to therole.

5. Use the permissions icons to select the rights to allow for the role. Increase access to areas or
functions by clicking icons under Permission. Icons change from gray to blue to indicate that you
selected the permission.

6. When you finish assigning permissions, click Save to save the role with the new permissions.

Creating New Roles

To create a new role, start from the system management pane. To be able to create roles, your assigned
role must include permissions that allow you to read, update and create roles.

For details about creating new roles, refer to the online help in ARC. Search for “Creating New Roles” and
“Data Privacy.”

Creating New Roles for the System Tenant

To create a new role, start from the system management pane. Your assigned role must include
permissions that allow you to create, delete or modify roles.

1. Click = to switch to the left panel. If you already see the configurations, continue to step 2.
2. Click Users to view the Users options.

3. Click Roles and Permissions to see the Permissions pane in the center work area. Notice that the
policy_admin_role is highlighted and you see lists of role permissions and assigned groups.

4. To create a new role, click + next to Roles. The display changes to display a text field where you
enter a name and optional description for your new role.

5. Enter a name for your role and click Save to save the role. The display saves the role and opens the
Permissions configuration options.

6. Click the name of your new role.

7. Select the check boxes to select the permissions assigned for the role. The starting point is None for
all parts of ARC. Increase access to areas or functions by selecting check boxes under
Administration, Configuration and Reporting on the Permissions pane.

8. When you finish assigning permissions, click Save to save the role with the new permissions.
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Assigning Roles to Groups

After you create users, groups and roles, you assign the users to groups that allow them to do their work
in DG tools. Users get their roles from the groups you assign them to.

Note: ARC users who came from the DGMC user synchronization process already have roles based
on their DGMC roles. You do not need to assign them to roles. Best practice is to review the
assigned roles for users from your DGMC and adjust the roles as needed to configure the desired
ARC access.

Users without roles cannot log into DG management tools.

Assign users to as many groups as necessary to give them the permissions they need to do their tasks in
ARC. Allowing membership in more than one group enables you to carefully control access to DG
management tools if your enterprise requires that.

When you assign a user to multiple groups, permissions that overlap in the roles assigned to the groups
get the least restrictive access. For example, if one of your user groups has roles that provide view access
to rules and another user groups as roles that provides modify access, applying both a user to both
groups gives the user modify access to rules.

To perform users to groups, you have to have your users, groups and roles in place.

1. Click = to switch to the left panel. If you already see the configurations, continue to step 2.

2. Click Users > Roles & Permissions to see the PERMISSIONS pane in ARC. The ROLES panel lists the
existing roles with the first role highlighted. On the right panel you see a list of members assigned to
the highlighted role on the MEMBERS list. The central display area shows the available roles, rights,
permissions and members.

3. From Name, select the role to which to assign the user. The center area shows the permissions for
the role. Users assigned to the role you selected are listed under Members on the right panel, along
with a text field.

4. Under Assigned Users, enter the name of a user to assign to the role. As you type the name, a list of
users appears. Select the user from the list. For example, if your user is kbarnes, type kbarnes in the
field until the name appears on the list.

5. After you select the user, click Update to assign the user to the role.

6. Repeat steps 4 and 5 to add more users to the role.

Adding Users With Cloud Management

ARC provides the tools you use to create your enterprise administrative users. You cannot create users on
your DG management consoles.

CHAPTER 8: MANAGING USERS IN ARC



DG ANALYTICS & REPORTING CLOUD SYSTEM TENANT ADMINISTRATOR'’S GUIDE

Note: If you elect cloud management of users, the DGMC no longer supports DGMC console users.
Console users were local users not associated with domains. Cloud management requires that
users be associated with domains; that prevents the use of DGMC local users.

To add a new user, you need the username and the user domain from your directory service, and the email
address for the user. The text entries are limited to 200 alphanumeric characters, including the symbols . -
_\.

If you add a user that does not appear in your directory service, that user will be a local user in ARC and
will not have access to the DGMC.

1. Click = to switch to the left panel and click Users. The center area displays the Users page. You
see a list of existing users, the details for the user selected on the Users list, and the list of Assigned
Groups and Assigned Roles on the right.

Users

Greate and manage user accounts, and assign users to groups which give them access to specific roles and permissions
For single sign on (S50) to succeed, usemame and domain strings must match IDP values exactly.

USERS + o NEWUSER B

USER DETAILS ASSIGNED GROUPS

Q sesc v

ASSIGNED ROLES

2. Click + create a new user (refer to the figure). The display area changes to show the new user
options.

3. Enter text in Name, Domain, Email, First Name and Last Name. Text fields are limited to 200
characters. Domain is not provided for System Tenant users.

Caution: If you use single-sign-on (SS0) in your enterprise, the name and domain entries must
match the name and domain in the identification provider (IDP) entries exactly for the user in SSO.

4. Enter and confirm the new password for the user in New Password and Confirm Password. The
password must meet the password criteria shown on the page.
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5. Click Create to save your new user. Your new user appears on the Users list at the left.

6. Repeat steps 2-4 to create more new users.

After you create users, you must assign them to groups that have roles. Users who are not assigned to
groups do not have roles and cannot access ARC, the DGMC or the appliance management console.
By default, new users do not have access to any DG tools.

Assign Users to Groups

User must be in groups to have access to DG management tools. Group membership defines the access
users have by the roles you assign to the groups to which users belong. To assign users to groups the
users must already exist. To learn about creating users, refer to “Creating New Roles for the System
Tenant” on page 68.

1. Click == to switch to the left panel and click Users > Groups. The Groups page opens showing
existing groups, users assign to existing groups and the roles assigned to the groups. The first group
on the Groups list is highlighted and the users and roles assigned to the group are shown in the
Assigned Users and Assigned Roles panes. The figure shows the ZZ New Test Group selected with

the assigned users and roles marked by v

2. Onthe Groups list, locate the group to which to add users.

Use the search function to help locate the group if needed. Search here works like a quick search in
the All Workspaces area. As you enter more letters for the group name, search narrows the list of
matching group names. Continue to enter characters until you find the group you need. To clear your

search, click ® .

Groups

Create and manage user groups, and assign users and roles to groups.

GROUPS + s 72 NEW TEST GROUP Unsaved Changes “ Cancel

Q new ®

ASSIGNED USERS ASSIGNED ROLES
2z new test group

Q s 7| | Qs Y

oooow®

eO0O0OO0O0O

3. Select the group to use.
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4. 0Onthe Assigned Users list, with the group selected, locate the users to add to the group.

If you have many users, the Search function can help you find the ones to assign.

The Filter ( Y ) enables you to choose between seeing all users and seeing only the users assigned

to the group. By default, you see all users. The common use for the filter would be to click Y and
select Assigned Only to limit the list to showing only assigned users. That makes it easier to find and
remove users from the group.

5. After you find a target user, click the user name to select the user and assign the user to the group. A

v displays next to each selected user.
6. Repeat step 5 to find and assign each user.

7. When you have selected all the user to assign to the group, click Update to save your changes. Click
Cancel to discard your changes.

Creating User Roles

Users have to be assigned to roles to be able to use ARC. To accomplish that you create roles for various
kinds of users and use groups to assign users to those roles. For example, you might have roles for:

® Administrator — has access to all ARC functions.

® Rule developer — has access to functions needed to write and deploy detection rules.

® Investigator — has access to functions that support investigating incidents, events, alerts, and

alarms.

To create a role you must be logged in as an administrator of the system tenant. Administrators of other
tenants can modify existing role permissions but must create roles in the DGMC. Those roles will be

synchronized to ARC as custom roles that you modify in ARC.
ARC includes a default role that has permission to use all of its features. The Sysadmin user is assigned

to that role by default.

Custom Roles

Most enterprises need custom roles as well as the system roles to manage access to administrative or
operational functions. To support this need, you can create your own roles with the specific access to
allow to ARC, your DGMCs and your network appliances. From ARC, you configure roles and permissions
for all users of your DG management tools.
Permissions fall in two categories:
® Common Settings — These specify whether to remove identifying information from reports, email
and file details.

® Common Permissions — These apply to your ARC users.
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Custom Role Options Tree—Common Settings

ARC has the ability to replace some user-, computer-, printer-, network-, file-, chat-or email-specific
information with anonymous labels. This feature is role-based, enabling administrators to choose which
users can view identifiable information and which users view anonymous information. For information
about configuring user roles, refer to the online help in ARC and search for Working With Roles and
Permissions.

Custom Role Options Tree—Permissions

Custom roles for ARC (the Common permissions) include options on the role access permissions tree.
For additional information about the Permissions for custom roles, refer to the online help for ARC.
Search for Custom Role Options Tree.

Permissions for Features and Functions

The features and functions are shown in the following table, with brief descriptions of what each
permission level allows within the feature or function.

Access Rules No accessto | Not Not Not Not Full control
the Access Supported Supported Supported | Supported | touse
rules Access rules.

Alarms No accessto  View alarms  View and Add or Delete alarm = Full control
reviewing (in modify modify the actions from over all
alarms. workspaces)  alarms. alarm actions = detection aspects of

but cannot for detection | rules. Alarms.
manage rules.
them.

Computers No access to Not Not Not Not Full control
Agent Supported  Supported  Supported | Supported | overall
computer aspects of
information Agent

computers in
ARC.

Content Packs No accessto  Not Not Not Not Full control

Content Packs. Supported  Supported  Supported  Supported  overall
aspects of
the Content
Packs
feature.
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Data Replay

Directory
Services

Event Filters

Export Profiles

Groups

Incidents

No access to

replaying
archived data.

No access to
directory
services

No access to
Event Filters

No access to

export profiles.

No access to
Groups.

No access to
incidents.

Not
Supported

Not
Supported

Not
Supported

View export
profiles.

View groups
on the tenant.

View but not
change or
create
incidents.
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Not
Supported

Not
Supported

Not
Supported

Modify export
profiles and
use them.

Modify
groups,
including
adding and
removing
members.

View, modify
and work with
existing
incidents, but
not create
new
incidents.
Also create
and modify
detection
alarms.

Not
Supported

Not
Supported

Not
Supported

Create export
profiles and
use them.

Create and
populate
groups.

Create new
incidents
from events
or alerts or
alarms or
workspaces.

Not
Supported

Not
Supported

Not
Supported

Delete
export
profiles.

Delete
groups.

Delete
incidents.

Full control
over all
aspects of
the archived
data replay
feature.

Full ability to
use all
aspects of
directory
services.

Full control
over all
aspects of
the Event
Filters
feature.

Full control
over all
aspects of
the Export
Profiles
feature.

Full control
over all
aspects of
the Groups
feature.

Full control
over all
aspects of
Incidents.
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Integrations

Platforms

Remediation

Reports

Roles

No access to
third-party
integration
features.

No access to
managing
tenants, users,
roles,
remediation,
platform and
system.

No access to
applying
remediation to
Agents.

No access to
reviewing or
creating
reports.

No access to
viewing or
managing
roles.

Not
supported.

Not
supported.

Not
supported.

View reports
and report
templates.
Cannot
modify or
create
templates.

View roles on
tenants.
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Not
supported.

Not
supported.

Not
supported.

Modify
reports for a
tenant. Add
reports, email
templates,
report
templates.
Cannot
create new
reports or
copy existing
reports.

Modify roles
and role
assignments
on tenants.

Not
supported.

Not
supported.

Create new
remediation
actions as
needed to
respond to
threats.

Add reports,
email
templates,
report
templates.
Create new
reports or
copy existing
reports.

Create and
assign roles
on tenants.

Not
supported.

Not
supported.

Delete
remediation
actions or
requests.

Delete
reports to
which user
has access,
public or
private.

Delete roles

Full control
over all
aspects of
using third-
party
integrations.

Full control
over all
platform-
related
functions
and features.

Full control
over all
remediation-
related
functions
and features.
Note that
users with
only this role
cannot log
into ARC.
They must
have another
role assigned
as well.

Full control
over all
report-related
functions
and features.

Full control
to manage
roles.
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Rules Cannot access View butnot View and Write Delete rules  Full control
or write rules  change or modify detection ontenants. | over all rule-
for the tenant  createrules.  detection rules for the related

rules for a tenant. Also functions
tenant. copy rules. and features.

System No accessto | Not Not Not Not Full control
managing supported. supported. supported. supported. | overall
tenants, users, system-
roles, related
remediation, functions
platform and and features.
system.

System API

Tenant No accessto | Not Not Not Not Full control
managing supported. supported. supported. supported. | overall
tenants, users, tenant-
roles, related
remediation, functions
platform and and features.
system.

Users No accessto  Not Not Create users  Delete ARC  Full control
managing supported. supported. for ARC roles users. over all ARC
users. user-related

functions
and features.

WIP CA Noaccessto | Not Not Not Not Full access

Management managing Supported Supported Supported | Supported @ to managing
WIP funtions. WIP

functions.

Workspaces Cannot access View View and Create Delete Full control
workspaces in  workspaces = modify own  workspaces. < workspaces @ over all
any way. but not create existing to which you = workspace-

or edit them. = workspaces have access. related
or public functions
workspaces. and features.
Cannot
create new
ones.

General DG Permissions and Functions

When you create a role you select the permissions for numerous functions and areas in DG tools.
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Access to DG features is defined by these permission levels. Some features do not support the full range
of permission levels:

None — Prevents access to the specified DG feature. The user does not see the feature in DG. For
example, users who do not have permission to the Reports area do not see the reporting options
in DG.

Read — Allows user to view, but not change or create, public content or content they own related
to the specified feature in DG.

Update — Allows users to edit content they own in the specified DG functional area.
Create — Allows users to add content in the specified DG functional area.

Delete — Allows users to delete content they own or is publicly editable in the specified DG
functional area.

All — Allows users to perform all operations on all content in the DG functional area. Logged-in
users see little difference between having Update and All permissions for a feature in DG.

As an example, this table shows the features and functions for ARC, with brief descriptions of what each
permission level allows within the feature or function.

Alarms No accessto | View alarms View and Create Delete Support all
reviewing (in modify alarms. | alarms. alarms. management
alarms. workspaces) capabilities for

but cannot alarms.
manage them.

Email No accessto  Not Not supported. Not Support all

Notifications = email supported. supported. functions
notifications. related to

email
notifications.

Event Filters  Noaccessto @ View event Modify event Create event  Delete event = Support all
event filters. | filters but filters. filters. management

cannot capabilities for
manage them. event filters.

Incidents No accessto  View butnot  View, modify Delete Support all
incidents. change or and work with incidents. management

create existing capabilities for
incidents. incidents, but incidents.
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Platform

Remediation

Reports

Rules

Send Email
Notifications

CHAPTER 8:

No access to
managing
tenants, users,
roles,
remediation,
platform and
system.

No access to
applying
remediation to
Agents.

No access to
reviewing or
creating
reports.

Cannot
access or
write rules for
the tenant

No ability to
configure or
send email
notifications.
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View the
platform
configuration
information.

Not supported

View reports
and report
templates.
Cannot modify
or create
templates.

View but not
change or
create rules.

Not
supported.

Modify the
platform
configuration.

Not supported

View and
modify reports
for a tenant.
Add reports,
email
templates,
report
templates.
Cannot create
new reports or
copy existing
reports.

View and
modify
detection rules
for a tenant.
Also create
and modify
new rules or
copy rules.

Not supported.

Create new Delete
tenants, tenants,
users, roles, | users, roles,
remediation, | remediation,
platform and | platform and
system. system.
Create

remediation

processes.

Not Not
Supported Supported
Not Not
Supported Supported
Not Not
supported. supported.

Full control
over all
platform-
related
functions and
features.

Full control
over all
remediation-
related
functions and
features. Note
that users with
only this role
cannot log
into ARC. They
must have
another role
assigned as
well.

Full control
over all report-
related
functions and
features.

Full control
over all rule-
related
functions and
features.

Support all
functions
related to
sending email
notifications.
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System No accessto  Not supported Not supported = Not Not Full control
managing supported. supported. over all
tenants, users, system-
roles, related
remediation, functions and
platform and features.
system.

System API No accessto | View butnot  Viewanduse | Not Not Full control
the APIs for change or use | the APIs supported. supported. over all
ARC the APlIs. system API-

related
functions and
features.

Tenant No accessto  Not supported Not supported = Not Not Full control
managing supported. supported. over all tenant-
tenants, users, related
roles, functions and
remediation, features.
platform and
system.

Users No accessto | Not supported Not supported ' Not Not Full control
managing supported. supported. over all ARC
users. user-related

functions and
features.

Workspaces | Cannot View View and Create new Delete Full control
access workspaces modify own workspaces | workspaces  over all
workspaces in = but not create = existing for private or = that you own. = workspace-
any way. or editthem.  workspaces or  public use. related

public functions and
workspaces. features.
Cannot create

new ones.

When you click Roles & Permissions on the left panel, you see the Permissions configuration options in

the central work area. Blue ¥ represent the permissions applied for the role. In the figure, the New Test
Role has Update permission for all Administration features. As a result of selecting the Update check box
on the Administration row, the role gets update permissions as well as read permissions.

If you select the Update check box on the Permission Name row, the role gets update permission for all
features that support it—Common, DGMC and Appliance.
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ROLES + U NEW TEST ROLE
Q New ®
_ COMMON CONTENT ASSIGNED GROUPS
System Roles
L PERMISSIONS Q Search.
Custom Roles
New Test Role: Saes O anonymizedGrp v
Data Privacy Options: O anonymizedGrpCl v
O AWSSViewRoleGroup v
Chat Details None v | Network Details None - O BradackGroup -
breisentestgrouy v
Computers None ~  Print Details None v o s
0 BRGroupall v
Email Nene ~  Sample Match Restricted - O BRGroupNone v
:i O Chris Test Group v
File Detail - -
ile Details None Users None O ChrisTestGroup2 -
O CustomStatModityGroup v
N Read Updat Creat: Delet: All s
Permission asiad ; FD d P —— = O CustStatAdminGroup v
O CustViewGroup v
None Read Update Create Delete Al O deleGroup v
Administration o o o N
O danGroup v
Access Rules =] [ FikerCreateGroup v
o O FilterDeleteGroup v
Computers
3 O FilterNoneGroup v
Content Packs (m] [m] [m] [m] O FilterReadGroup v
. v
Shared Content O 8] a o o O FittertpdateGroup
O IncCreateUserGRP v
Data Repley. 0 0 0 0 M idtest v
Directory Services (]
Email Notifications (]
Groups O (] O O
Platforms [m] m] (w] o
Roles. [m] (m] 2] o
System O (m] O O
System API [m] a [m] [m]
Tenants o =] o o
Users O (m] O O
WIP CA Management m]

None Read Update Create Delete Al

Confiauration
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As an administrator of the ARC System tenant, you find a System entry on the menu in the left panel.
There are multiple options:

® Access Rules—Manage rules to control access to your ARC tenants by IP address.

® Email Notifications—Email notifications provide the ability to send email to users and their
managers from table components in workspaces. In addition to sending notifications when
someone changes an incident, you can send notifications to users, managers and any other email
addresses for any alarm or event displayed in a table in a workspace. With the capability to notify
users, users' managers, and to send copies (CC) to a list of any other recipients, email
notifications open a new workflow for your security operations center analysts that allows them
to interact directly with users and their managers about suspicious activities in your enterprise.

® Resolution Status—Lists alarm and incident resolution statuses.

® Threat Feeds—Sources of indicators of compromise provided by threat analysis sources to
populate watchlists.

® Threat Intel—a DG service that adds threat intelligence data into events that are collected to
provide better visibility into known safe and known malicious files.
This section provides some information about these topics:

Configuring Email Notifications ... . 82
DG Threat Intelligence ServiCe ... ... 82
Configuring Tenants to use VirusTotal ... 82
Fortra Threat Brain Integration ... 83
Configuring Tenants to use Fortra Threat Brain ... ... 84
Integrating UserPilot with ARC ... 85
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Configuring Email Notifications

Email notifications provide the ability to send email to users and their managers from table components
in workspaces. In addition to sending notifications when someone changes an incident, you can send
notifications to users, managers and any other email addresses for any alarm or event displayed in a
table in a workspace. With the capability to notify users, users' managers, and to send copies (CC) to a list
of any other recipients, email notifications open a new workflow for your security operations center
analysts that allows them to interact directly with users and their managers about suspicious activities in
your enterprise.

There are two parts to sending notifications—configuring the default notification and sending the
notification from a workspace. For default notifications, you can configure the address from which the
notifications are sent, a list of default recipients and categories (users or managers or both), the content
of the messages and much more.

Tables that include events or alarms offer Send Notification in the table title bar, except when the tables
show aggregated data. For detailed information about setting up email notifications, refer to “Email
Notifications” in the ARC online help.

DG Threat Intelligence Service

One of the most important techniques for protecting your data is recognizing threats when they get into
your enterprise. To do that you need access to information about threats to your data. Fortra provides a
service where your tenants can get the latest intelligence about data loss threats of all kinds, such as
ransomware or malware. Your tenant's detection rules can identify both known and unknown processes
that are running on Agent computers or Appliances in your network and send those processes to the
Threat Intel Service to be assessed for their risk.

These links provide more information about setting up the service with your system tenant.

Configuring Tenants to use VirusTotal

When you configure a system tenant to access threat information, you decide whether the tenant uses
VirusTotal or the Fortra Threat Brain. You decide between options:

® Fortra Threat Brain ("Configuring to use the Fortra Threat Brain" on page 95)
® VirusTotal
® None

To Configure Tenants for VirusTotal Access

To configure the system tenant to access VirusTotal, you need a VirusTotal API key.
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1. Click = to switch to the left panel.
2. Click System > Threat Intel.
3. API Key — Enter the API key provided with your VirusTotal license.

4. In Suspicious Flag, enter the number of positive results from VirusTotal scanning needed to flag the
process file as suspicious. The default is one positive result classifies the file as suspicious.

5. When you finish entering the necessary values, click Test Connection. Clicking Test Connection
directs ARC to attempt to connect to VirusTotal to ensure that the tenant can connect to it. You must
test the connection successfully before you can save the configuration. If the test fails, review the
information you provided, make any needed changes and test the connection again.

6. After the test passes, click Save to add this integration. After this, your integration shows on the
Threat Intel page with the message "VirusTotal connection successful."

Fortra Threat Brain Integration

Fortra Threat Brain (FTB) is an advanced cybersecurity intelligence hub at Fortra, delivering
comprehensive reputational analysis and coverage across files, executables, domains, IPs, URLs, and
email addresses. Fortra Threat Brain acts as a central nervous system for cybersecurity, gathering and
processing vast amounts of information to identify potential risks and vulnerabilities enabling security
teams to make more informed decisions and respond quickly to potential attacks.

Setting up Fortra Threat Brain at the System Tenant
Level

The Fortra Threat Brain (FTB) API requires OAuth2 authentication. To authenticate, obtain the "CLIENT_ID
and "CLIENT_SECRET" from the FTB team.

Fortra Threat Brain Authentication

To successfully set up Fortra Threat Brain authentication, follow the below steps to create new
credentials and configure the Fortra authentication settings:

1. Create New Client Credentials

Set up credentials in ARC by using the existing ARC Admin API to store the client secret. You will need to
make a POST request to the ARC Admin API endpoint with the name 'fortra_client' and include the
following payload:

Endpoint: 1.0/admin/credentials

{
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"type": "fortra client",
"client secret": "<your client secret here>"

}
Replace '<your client secret here> with the actual client secret you received during registration.

2. Configure Fortra Authentication Settings

Once the credentials are set up, follow these steps to configure the Fortra authentication settings:

Setting Description Required Default value Example
Name
client_id The Client ID used in OAuth Yes n/a client_id="<client_id>"
requests to communicate with
Fortra IdP.
base_url The URL of the Fortra IdP Yes will be set to base_
production url="https://<production_
Fortra IdP ftb_url>"

Ensure that the base _url points to the correct Fortra IdP URL. Replace <production ftb url>and
<client_id> with actual values specific to your environment. After configuring both the credentials and
fortra_auth settings, you can use Threat Intel to test the connection to Fortra Threat Brain.

Configuring Tenants to use Fortra Threat Brain

When you configure a system tenant to access threat information, you decide whether the tenant uses
VirusTotal or the Fortra Threat Brain. You decide between options:

® Fortra Threat Brain
® VirusTotal ("Configuring VirusTotal Online Service" on page 92)
® None

To Configure Fortra Threat Brain

To setup Fortra Threat Brain as the new threat intel service connection, perform the below steps:

1. Click = to switch to the left panel.
2. Click System > Threat Intel.

3. Select the type of configuration as "Fortra Threat Brain" from the dropdown.
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Threat Intel

Setup a new threat intel service connection.

THREAT INTEL SERVICE SETTINGS

Forira Threat Brain Configuration

Type [Fonra Threat Brain -

None
virus Total

I Fortra Threat Brain

4. Click Test Connection. Clicking Test Connection directs ARC to attempt to connect to the Fortra
Threat Brain to ensure that the tenant can connect to it.

5. After this, your integration shows on the Threat Intel page with the message "Fortra Threat Brain
connection successful." If the connection is unsuccessful, verify the credentials and “fortra_auth_
settings'system tenant-level document configurations. Improper setup of these settings will cause
the connection tests to fail.

Integrating UserPilot with ARC

UserPilot is a third-party user engagement and analytics tool integrated with ARC. It tracks page views,
user interactions, and feature adoption. UserPilot works as a separate web application and does not have
a native user interface in ARC.

Access and Setup

Setting up UserPilot requires two components: a Web platform for configuration and analytics, and a
Chrome-only web extension. The tool can be accessed here: UserPilot.
1. Connecting to the Web app
To access UserPilot, request access to Fortra’s account through Fortra Support Portal. Login to
UserPilot is supported via SSO using a Fortra email. The UserPilot platform, available at

https://run.userpilot.io/, allows administrators to view analytics, generate reports, and configure
content.

2. Chrome Extension Installation

The UserPilot Chrome extension is required to build and customize content for ARC and is
available only for Google Chrome. You must install the extension and connect it to their UserPilot
account before creating any content. The extension can be downloaded from the Chrome Web
Store at the following link: https://chrome.google.com/webstore/detail/userpilot.
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Connecting ARC and Application Codes

UserPilot supports installation using manual JavaScript or Node Package Manager (NPM). Detailed
instructions are provided in the UserPilot Installation Method section, which can be accessed at
https://run.userpilot.io/installation/installation-method.

The identification sequence must follow these rules:

Field Description Format Example Required/
Optional

app Unique product code. [app-code] Required

userid Unique identifier for the ' [app-code]-[instance]-[userid] or [app-code]- Required

currently logged-in user. | [userid]

instance Optional parameter for  [instance] Optional
environment separation
(DEV/STAGING/PROD)

company/id = Uniques company or [app-code]-[instance]-[company-id] Required
tenant ID

locale_code | User language for [code] Optional
legalization

The userid must use this format [app-code]-[instance]-[userid] or [app-code]-
[userid].

Here is an example of what your identify call should look like (replace the values in square brackets):
javascript

userpilot.identify(

'[app-code] - [instance] - [userid]"',
{

app: 'l[app-codel',

locale code: '[code]',

[...otherProperties],

company: {

id: '[app-code]-[instance]-[companyid]"',

[...otherProperties]

}

}

);

If you add additional user properties, such as the name or account creation date, ensure that your
product's EULA or Terms of Use permit sharing this information with third parties.

Application Codes and Targeting Content Across
Multiple Products

The current application codes registered within UserPilot are listed below:
App Code Product
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TN TerraNova

AG Agari

AGDMP Agari DMARC

FP Fortra Platform

EFC Event Fusion Center

ARC Digital Guardian ARC

DG Digital Guardian main platform

UserPilot does not natively support multiple distinct applications under a single account. To ensure that
content from one product is not shown in another, always use Domains and Segments to control visibility.
Content within UserPilot can be targeted using domains and segments to ensure it is displayed only in the
appropriate product environment. All content titles should be prefixed with the relevant app-code, for
example, “ARC — Example Flow.”

Domain

Add all domains for each application in UserPilot and use domain targeting to ensure content appears
only in the correct product environment. You can add your application domains here:
https://run.userpilot.io/environment.

When publishing content, select the appropriate domain(s) to restrict where it appears.

TN - DEMO

Details Settings Flow Analytics

Trigger

Environment t Trigger the flow when the user reaches the specified page

( B Page-Specific /4 Event.Occurrence </> Only-Manually

Page
Audience Environment ©

On which environment should this flow be triggered?
Goal

(¥) staging Environment (&) Production Environment
Frequency i -
Domain ©

On which domain(s) will this flow be triggered?

| % All Domains @ Only On Specific Domains

match (ex https://*.userpilot.io)

| ©® Aadd Domain \

Segments

Use Segments to subdivide your users based on identifying properties (e.g., app code). Segments help
with data analysis, reporting, and content targeting. Always assign the relevant segment when creating
content. You can view and create segments here: https://run.userpilot.io/segments.

Segments can be combined with custom conditions for even more granular targeting.

Audience

Use a previously created Segment that targets a specific group of users.

( 22 All Users ‘ 2 only Me ‘ (5 saved Segment ‘ 4 Custom Conditions

TERRANOVA v l
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To achieve more precise targeting, use Custom Conditions. Select your segment, then apply additional
filters as needed. For example, Target TERRANOVA users who have not logged in within the last 2

months.
Audience
Define a subset of your users by using a set of rules to dictate which users are eligible to see the flow
( &8 All Users 2 only Me (5 Saved Segment & Custom Conditions |
where TERRANOVA matches R X D

and Last Seen more than 60 day(s) ago R i | X

Add Condition

Localization

UserPilot supports multiple languages, allowing you to create and display localized versions of your in-
app content. To use this feature, your development team must first configure the appropriate locale
codes within your application. Once locale codes are properly set, you can provide content in multiple
languages and target users based on the language they use when visiting your site.

When building content, use the localization icon in the UserPilot builder to access the language menu.
From there, you can enter translated text for each supported language or use the built-in Auto Translate
feature to generate an initial machine translation.

Some content types, such as checklists and the Resource Center, include localization settings directly
within the UserPilot dashboard.

To target users who are viewing your site in a specific language, add a Custom Condition when defining
your audience. Use the Locale Code condition located in the User Data section, and specify the locale
code that corresponds to the language you want to target.

Audience
Define a subset of your users by using a set of rules to dictate which users are eligible to see the flow.
| 228 All Users 8 Only Me (br-\‘ Saved Segment ‘ @ Custom Conditions \
where (5 AGARI matches R X o
and 2 userid exists R i | X

m ¢ 2, User Data
Goal G

v g
Set a goe Il influence user behaviors.
- &) FirstSeen
| al @ Perform An Action
~——— A Browser

Locale Code lanage —

A Locale Code A String

—
Freque e

A App

The flow
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Chapter 10

Configuring SMTP Mail Se

By default, email messages from ARC are sent for processing through the DGMC internal messaging
system. If you do not have access to a DGMC, you can configure ARC to communicate with an SMTP mail
server so that you can send emails without a DGMC.

Configuring DG ARC to communicate with an SMTP mail server consists of these tasks:

1. Providing credentials for accessing the SMTP mail server.
2. Configuring the SMTP settings.

3. Testing email sent over SMTP.

Before you begin, make sure you meet the following requirements.
®  You must be a system administrator logged into the ARC system tenant.
® An SMTP mail server should already be set up and running.

® You need Admin Platform level permissions to set up credentials for accessing the SMTP mail
server.

® You should use the email templates in ARC with your SMTP setup.
The following topics describe the tasks associated with configuring SMTP mail services:

Providing Credentials ... ... 90
Configuring SMT P Settings ... . 91
Testing Credentials and Settings ... 92
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Providing Credentials

Email messages will be sent by a user on the SMTP mail server who has access rights on the sending
machine. These rights are credentials (username and password) that the ARC system administrator sets
through the REST API. The credentials are stored on the sending machine. The email session is set up
using the saved credentials, and the authentication process occurs without user interaction.

Note: The ARC system administrator needs Platform Level permissions to set the credentials on the
machine sending the email messages.

To configure the credential settings, you POST a JSON object that has the required credential information
to the credentials endpoint:
POST /rest/{version}/admin/credentials/smtp connection
The JSON object must contain the following:

¢ “type” — The type of credentials required. For the SMTP mail server the “type” is “user_pass”.

® ‘“username” — The user name for accessing the SMTP mail server.

¢ “password” — The password for accessing the SMTP mail server.
POSTing the information to the “admin/credentials/smtp_credentials”"—for example,
10.1.1.1:8080/rest/1.0/admin/credentials_smtp_credentials—creates a settings document that it will use
to access the credentials. The credential information will be encrypted and saved in the ARC database for
retrieval and use when connecting to the SMTP mail server.
The following example shows the JSON of a settings document body:

{
"type" : "user_pass"”,
"username" : "JohnDoe",
"password" : "JohnDoesPassWord"
}

Deleting the smtp_connection Document

If you need to delete the existing smtp_connection document from the database, use a DELETE request.

You will need to reestablish credentials before sending emails through SMTP.
DELETE /rest/{version}/admin/credentials/smtp connection

Note: PUT and GET REST APIs are not currently supported for credentials.
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Configuring SMTP Settings

To configure SMTP settings, you POST a JSON object that has the required settings information to the
settings endpoint:

POST /REST{version}/settings

When ARC receives the POST request, it creates a document that it will use to access the settings.
The JSON object requires the following settings information:

¢  “name”— Must be “email_settings”. This name will be enforced so that all email transactions use
the same settings.

¢ ‘“displayname” — Intended for future use. A user-friendly name returned from a GET request to
access the settings.

® “properties” {} — Used internally by ARC.
¢ “type” — Must be “settings”.
Include the following information in the “body” of the JSON object:
® SMTP_SERVER_NAME — The name of the SMTP mail server you are connecting to, for example,
“The_SMTP_Server”. This can be an alias set up in your host file or the IP address of the SMTP
server.

® SMTP_SERVER_IP — The IP address of the SMTP mail server.

® SMTP_PORT — The port that the SMTP server is listening on for messages. This is user definable
(1- 65535).

® SMTP_DEFAULT — Specifies whether you want the SMTP mail server or the DGMC internal
messaging system to be the default for sending email. Set the value to “true” to use the SMTP
mail server. Set it to “false” to use the DGMC internal messaging system.

® SMTP_AUTH_REQ — Specifies whether your SMTP server requires authentication. Set the value
to “true” if authentication is required. If SMTP_AUTH_REQ is “true” you must have a username
and password set using the Credentials endpoint. If “false” no username and password are
required to send email through the SMTP server.

® SMTP_TLS — Specifies whether your SMTP server requires Transport Layer Security (TLS). The
value is set to “true” if TLS is required.

® SMTP_SENDER_ADDRESS — Sets the sender’s return address in the “From” field of the email.

This information allows the recipient to reply to the user or application that sent the email instead
of being returned to the application. For example, if you send an email that contains information
about an alert or event, the recipient can send questions to the specified sender return address.

POST the JSON object to “.../rest/{version}/settings.” For example, 10.1.1.1:8080/rest/1.0/settings. This

will set the document and make it ready for use.

The following example shows the JSON object for a settings document body:

{

"name":"email settings",

"displayname":"SMTP TEST",

"properties":{},

"type":"settings",

"body": {

"SMTP SERVER NAME":"The SMTP_ Server",

"SMTP_ SERVER IP":"10.1.1.1",

"SMTP_PORT":"587",

"SMTP DEFAULT":"true",
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"SMTP AUTH REQ":"true",

"SMTP_ TLS":"true",

"SMTP_ SENDER ADDRESS":"JohnDoe@mybiz.com"
}

}

The following example shows the settings document that is returned:
{

"name":"email settings",

"displayname":"SMTP TEST",

"properties":{},

"type":settings",

"body": {

"name":"email settings",

"displayname":"SMTP TEST",

"properties":{},

"type":"settings",

"body": {

"SMTP_SERVER NAME":"My SMTP_ SERVER.com",

"SMTP SERVER IP":"10.1.1.1",

"SMTP_PORT":"587",

"SMTP DEFAULT":"true",

"SMTP AUTH REQ":"true",

"SMTP_TLS":"true",

"SMTP SENDER ADDRESS":"JohnDoe@mybiz.com"}
}

}

Modifying the Settings Information

To modify settings, make the changes you need in the JSON structure shown in the example and PUT to
the document with the “email_settings” name, for example, 10.1.1.1:8080/rest/1.0/settings/email_
settings.

Deleting the Settings Document

To delete the “settings” document form the database, use a DELETE request:
DELETE /rest/{version}/settings/email settings
This returns the document of the contents that were in the “settings” document.

Testing Credentials and Settings

Use the following REST API to test the credentials and settings that allow ARC to communicate with the
SMTP email server:
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POST /rest/{version}/admin/email/test

This APl sends an email message through the SMTP server that will be delivered to the recipient
designated in the JSON “body”.

POST a JSON object containing the recipients who should receive the email message. If you configured
the credentials and settings correctly, the message will be delivered. Otherwise, the POST request will
return an error.

Here is an example of the JSON object:

{
"recipients™: [
johnDoef@dg . com]
¥

The POST request will send a test message to the recipient(s) to verify that communication between ARC

and the SMTP server is working correctly.
Wait at least 30 seconds after POSTing credentials and settings before you use the email/test endpoint.
This allows the cache to update the necessary information.
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