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Introduction

B What is
Robot
Replay?

® Copy and
Edit Robot
Replay
Objects

B Handle
Dynamic
Changes

Robot Replay is a software application that automates the interactive
processes on the IBM 1 (0S/400, 15/0S) running on IBM Power Systems
(System 1, iSeries, AS/400) by generating macros called Replay objects. These
objects contain multiple screen images, each screen image revealing one step
of the process contained in the object. In essence, Robot Replay “learns” a
sequence of actions that you want it to perform and replays this sequence for
you at the time, or times, you specify.

The process is easy. First, you put Robot Replay in learn mode to create the
object. Next, you walk through the process you want to record, filling out
your IBM i software application’s menu screens. As you work, Robot Replay
records the screen images and the information you enter into those screens,
and stores these images and information in a Replay object that you name.
Later, you use Robot Schedule to execute your Replay object. At that time,
Robot Schedule starts a special Robot Replay session that calls your initial
program and mimics what you did to run the application—keystroke for
keystroke (Robot Replay can even select certain items from a subfile). While
the Replay object is running, the IBM 1 “thinks” it is working with a human in
an interactive session. In reality, it is interacting with a batch job.

Many software applications have record and option screens that you must fill
out before you can run reports. For example, if you process ten sales analysis
reports every Friday night, you might have to enter ten slightly different
selection criteria. Once Robot Replay “learns” how to run a report in a Replay
object, you can create ten Replay objects to run the reports by doing the
following:

1. Copy and rename the original Replay object to create a new Replay object.

2. Edit the images in the new object by changing the selection criteria values
you need to change.

3. Preview the object in Robot Replay to view the images, test the screen
sequence, and verify the values and function keys captured.

That’s it. And, you can create as many Replay objects as you need!

Robot Replay can automate an interactive program even if screen values,
such as the date and time, fiscal period, or date range must be changed every
time you run the software application. Robot Replay supports Robot
Schedule reserved command variables, system-wide values used throughout
the Robot product line. You use reserved command variables to communicate
dynamic information to the Replay object and HelpSystems other products.
Basically, you enter a reserved command variable name into a screen image
and Robot Replay replaces the variable name with the actual value of the
data when it executes the Replay object. You can update the variables,
manually or programmatically, before Robot Replay runs your processes.
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B Enjoy

Error-Free
Month-End
Closings

Keep
Sensitive
Data Secure

Troubleshoot
Problems
Quickly

Stay
Informed
and in
Control

Automate
Your
Interactive
World

Robot Schedule and Robot Replay work together so that interactive and batch
jobs can react to each other. For example, you can create a closing procedure,
using a combination of batch and interactive processes, that runs totally
unattended, even if the jobs are on different IBM i servers or partitions. And,
your procedure will run on time and in the proper sequence.

Even if the screens in your interactive processes contain sensitive data that
only certain people should see, Robot Replay can handle it. Robot Replay
offers its own role-based security to let you control access to Robot Replay
objects and functions, such as menus and commands. You can create

your own security roles and Robot Replay applications to organize

your Robot Replay users according to the Replay objects and functions they
are allowed to work with, learn, view, or execute. You can even use Robot
REPLAY’s security to override IBM 1 security to prevent unwanted users with
* ALLOBJ authority from accessing your sensitive Replay objects.

As anyone who has ever run a macro will tell you, problems can occur.

But, Robot Replay offers a number of features to help you diagnose

and fix problems quickly. First, if a screen or terminal error occurs

while Robot Replay is executing, the object stops executing and

Robot Schedule can use Robot Alert to automatically notify you. Next, for
easy troubleshooting, Robot Replay creates a visual log that captures the
details of an object’s execution, right up to the point an error occurred. You
can use the visual log to walk though the process step-by-step to see exactly
what happened and when. In addition, Robot Replay offers log messages for
fast problem clarification. Finally, if a problem really has you perplexed, you
can use Robot Replay to bundle all of the critical information related to a
Replay object problem into a single diagnostics package that you can send to
Robot Technical Support for fast problem resolution.

As the number of your Replay objects grows, it’s very important to keep
track of your reserved command variables, security, sensitive data, and more.
Robot Replay provides an entire suite of reports that help you stay in control
and informed about your Replay objects and setup. It even offers an Object
History Report to help you track how a Replay object ran during any specific
time period.

With Robot Replay Robot Schedule, and a little imagination, you can
automate everything, including the interactive tasks that span partitions, or
systems, and used to require an operator.
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B Robot Replay
Requirements

The following are Robot Replay's hardware, software, and configuration
requirements:

* Robot Replay requires Robot Schedule. Robot Replay cannot be used as a
standalone product.

* Robot Replay works with most 5250 terminals and PCs running 5250
terminal emulators. When you start a learn session, Robot Replay warns
you if the terminal or PC emulator you are working on is not compatible.
If so, you must use a different terminal or emulator to create the Replay
object.

* Robot Replay cannot be used in restricted state.

* For Robot Replay to operate, an interactive subsystem must be active and
virtual devices/controllers must be available in this subsystem. If QINTER
is not the subsystem, the subsystem you choose should have virtual
devices/controllers attached to it. We recommend using the following
system features and settings:

- Set the QAUTOVRT system value to a value greater than zero and
make the value large enough to handle your Replay object executions.
QAUTOVRT controls the maximum number of virtual devices that
can be configured.

+ Jobs that you want Robot Replay to learn:
- Must be started by a command

- Cannot be started by a user profile, initial menu, program, or a
workstation job description entry in a subsystem

- Cannot use the Attention or System Request keys
- Cannot be an interface to a front-end GUI

* Robot Replay creates a user profile, RBTREPLAY, on your system. You
can use RBTREPLAY or any other user profile that is enrolled in Robot
Replay to run the object.

*  You must use Robot Replay User Enrollment to enroll each user profile
that will run Replay objects in Robot Replay

» If the software application you want Robot Replay to learn requires user
profiles enrolled in its environment (often required for menus or secured
areas of the software application), you must enroll the appropriate profiles
—either RBTREPLAY or the user profile attached to the Replay object.
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B Creating
a Replay
Object
Overview

The following overview describes the process you follow to create a Replay
object and “teach” Robot Replay how to run an interactive job. This process
is described in detail in the Working With Replay Objects section of this user
guide.

1.

Start Robot Replay and use the User Enrollment process to enroll any
user profiles that will execute the Robot Replay object (see Enrolling a
User Profile).

Name and describe the Replay object, enter the name of the user profile
that will run the object, and tell Robot Replay the initial command to use
when the learn session begins.

Start the learn session. As each panel in the interactive process displays,
enter field values exactly as you want Robot Replay to learn them. Note:
Sometimes the Robot Schedule Capture User Job

(RBTCAPTURE) panel appears during the learn session. If this happens,
just press Enter to have Robot Replay continue learning the application.

After you have completed all of the panels, use one of the following

commands to end the learn session and sign off:
SIGNOFF *LIST
RPYENDLRN
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Starting Robot Replay

You can use either of the following methods to start Robot Replay:

* Enter the command RBO on a command line, press Enter to display a menu of all of the Robot products
on your system, and select Robot Replay
* Enter the command RBTRPYLIB/RPY on a command line and press Enter.

The Robot Replay Main Menu displays.

Select option 1 to work with existing

: Select option 2 to perform system
Replay objects and create new ones.

setup functions in Robot Replay.

RPY291 Robot REPLAY Hain Menu
MAIN

RO3M31 201211

Select one of the following:

. System Setup Menu
. Reports

. Reserved Command VYariable Usage

Selection: __

F21=8ystem Command

: Select option 4 to work with and maintain
Select option 3 to print a Robot Replay the reserved command variables in your
report or schedule it to print. Robot Replay images.
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To work with existing Replay objects or create a new Replay object, select option 1 from the Main Menu.
When the Work with Replay Objects panel displays, press F6 to create a new object.

Displaying and Creating Replay Objects

Note: If you are not in Robot Replay you can enter the command RBTRPYLIB/RPYSTRLRN on a
command line to create a new Replay object.

f” RPY291 Robot REPLAY Main Menu 12:33:04
| MAIN
RO3M31 201211

Select one of the following:

1. Work with Replay Objects

2. System Setup fenu Select option 1 from the

3. Reparts ‘ Robot Replay Main Menu

4. Reserved Command Variable Usage | to display the Work with
Replay Objects panel.

Selection: 1_

F3=Exit F21=8ystem Command

\_ J

RPY28B Hork with Replay Objects 16:19: 45

Start list with Application .
Options
1=5elect 2=Images J=Preview GzExecute f=Schedule
O=Information 18=Rename 11=History 14=Print T=Nore options
Replay
Dbject Description Application PFrofile Uar

Bottom

F4=Prompt Fo=Create F9=5elect Search 1=5ystem Command

If you display this panel before any Replay

Press F6 to create a new
objects have been created, the panel is blank.

Replay object.
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Naming and Defining a Replay Object
When the Replay Object Setup panel displays, you can name and describe the Replay object.

Enter a logical, 1-10 character name for the Replay object.

» The first character must be either an alphabetic character

. | Enter a description
(A-Z), or one of the following special characters: $ # @

of the object.

* The remaining characters can be any alphanumeric
character (A-Z or 0-9), or any of the following special
characters with no embedded blanks: $# @ _

Press F4 to select from the
current list of Robot Replay
applications.

Replay Object Setup 16a:28: 44

Replay Object Setup Information:

Hame/Description © MOHSYSURL Nonmitor sys walue changes

Application :  NOHITOR (Fi:Prumpt),

User Profile ./ BOG (Mame, F4=Prompt)

Oevice type used to Learn :

Device . EAHY (Mame, *ANRW, F4=Prompt)
Action if not availabl o {1=zlUse =ANY) 2=Cancel)

Hait for child jobs : (V=Yes, N=M

Initial command : (F4=Prompt)
gqo_main

F4=Prompt F12=Previous F21=5ystem Command

Enter an application name to group your Replay Enter the name of the user profile
objects logically. If you leave this field blank under which the object will run.
(the default value), Robot Replay groups the Press F4 for a list of enrolled user
Replay object in the *BLANK application (see profiles.

Robot Replay Applications in the System Setup

section for more information).
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You must specify a virtual display station device that will be used to learn and execute the Robot Replay
object. You can allow the operating system to select any compatible device (*ANY), or you can specify a
device (press F4 to select from a list of the devices configured on the system).

Specifying a Device for a Replay Object

Note: If you specify *ANY, be sure you have QAUTOVRT set to a value high enough to accommodate all
the virtual terminals that you will need (see How Robot Replay and IBM i Configure Devices).

Replay Object Setup

Replay Object Setup Information:
Home/Description : MOHSYSUAL Nonitor sys value changes
Application ;. NOHITOR {F4=PFrompt)
User Profile : {Mame, F4=Prompt)
Device type used to Learn

{(Mame, *ANY, F4=Prompt)
2 {1=Use =*AMY, 2=Cancel)
Hait for child jobs : {Y=Yes, H=Ho)

Initial command {F4=Prompt)
go_main

Fi=Exit Fé=Ppompt F12=Previous F21=5ystem Command

You can specify that the operating
system should select any compatible

Indicate the action to take if the device you specified device (*ANY) or you can specify a
is unavailable. Enter 1 to allow the operating system specific device. Press F4 to select from
to use any compatible device (*ANY); enter 2 to a list of compatible devices.

cancel the process. If you select 2, the Replay object
will not execute if the device is not available (see
How Robot Replay and IBM i Configure Devices).

Page 17



Working With
Replay Objects

® How Robot
Replay and IBM
i Configure
Devices

The IBM operating system configures Replay devices based on your
device specification:

» If you specify a specific device that is incompatible, IBM 1
reconfigures that device type automatically when you learn or

execute the Replay object.

» Ifyou specify any compatible device (*ANY), IBM i uses a
compatible device is one is available, or it creates a device and
reconfigures it when you learn or execute the Replay object.

The following table indicates what Robot Replay and/or IBM i do
depending on the following factors: you enter a specific device or
* ANY; whether the device exists; and whether the device is allocated.

You
Specify

Device
Exists?

Device Is
Allocated?

The
Result

A device

Yes

No

Robot Replay uses the device you specified
in the Device field.

Yes

Yes

Robot Replay uses the value you specified
in the Action if not available field, either
*ANY (1) or Cancel (2). For *ANY:
If other devices are available, one of those
devices are used.
If other devices are not available, but
the QAUTOVRT value is set high enough,
IBM i creates a device to use.

N/A

Robot Replay uses the value you specified
in the Action if not available field, either
*ANY (1) or Cancel (2). For *ANY:
If other devices are available, one of those
devices are used.
If other devices are not available, but
the QAUTOVRT value is set high enough,
IBM i creates a device to use.

You
Specify

Device
Exists?

All Devices
In Use?

The
Result

*ANY

Yes

Yes

IBM i creates a device to use, provided the
QAUTOVRT value is set high enough to
allow for the creation of another device.

Yes

Robot Replay uses one of the available
devices.

N/A

IBM i creates a device to use, provided the
QAUTOVRT value is set high enough to
allow for the creation of a device.
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The final steps in defining your Replay object are to specify the interactive command that Robot Replay
uses to start the learn session and to specify whether to wait during object execution for any child jobs
that the Replay object submitted to complete before continuing (see Parent And Child Jobs in Maintaining
Replay Objects for more information). When you are finished defining your Replay object, press Enter to
start the learn session.

De ining a Replay Object

The value in the Wait for child jobs field is meaningful anytime you are execut-
ing the Replay object, even if you are executing the Replay object outside of
Ro-bot Schedule.

* Enter Y to wait for all of the child jobs the Replay object submits to complete (see
Batch Job Status).

« Enter N if you do not want to wait for child jobs to complete.

Press Enter when you have finished defining your Replay object.

Feplay Object Setup 16:28: 44

Replay Object Setup Information:

Nome/Description : Nonitor sys walue changes

Application : {F4=Prompt)

User Profile : (Mame, F4=Prompt)

Device tupe used to Learn

Deuice : {Mame, *ANY, F4=Prompt)
Action if not auailghle . @ 2 (1=Use *ANY, 2=Cancel)

Hait far child jobs Y (Y=Ves, HzMo)

Imitial command : (F4=Prompt)
go_main

F3=Exit Fd=Prompt F12=Previous F21=5ystem Command

Enter the interactive command,
go main or call gemd, to start the
Robot Replay learn session.
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B Controlling During the Robot Replay learn session, the interactive program you

Batch Jobs are executing may submit a batch job for processing. In some
cases, Robot Replay can stop the batch job from being submitted.
However, Robot Replay cannot stop the batch job from being
submitted if any of the following are true:

*  Your software application qualifies the Submit Job (SBMJOB)
command with a library name.

* Your software application issues the SBMJOB command in
System/38 format.

*  You used the Submit Robot Job (RBTSBMJOB) command to
qualify the submission of a job.

*  Your software application issued the RBTSBMJOB command to
submit the job.

It can be useful to stop batch job submissions if you plan to learn the
Replay object during normal business hours and execute it at a later
time. By stopping batch job submissions, you prevent the learn process
from interfering with your normal daytime processes.

Note: Depending on what you specify, the interactive program
you are learning could initiate processes (such as file builds) that
Robot Replay cannot stop.

B Batch Job If you specify to wait for the child batch jobs that the parent
Status job submits and the Replay object is being executed from

Robot Schedule, the parent job is a Robot Schedule job and its status

reflects the status of all of its child jobs. That means, if any of the

child jobs terminated (T status), the parent job will have a status of T.

Only when the parent job and all of its child jobs complete

successfully will the parent job have a status of C.
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Starting a Learn Session

The Learn Replay Object panel is the final panel that displays before you start the learn session. On this
panel you specify whether to stop batch job submissions that result from learning the Replay object. In
addition, this panel describes how to cancel or end the learn session.

Important: Review the information on this panel carefully before you start the learn session.

Specify whether to stop jobs that are started during the learn session by a Submit Job
(SBMJOB) command from being submitted:

0 Stop Submits. Learns the process and stops jobs from being submitted for execution
(Robot Replay attempts to prevent these jobs from being submitted). By suppressing
jobs from executing, you can learn the object at one time and execute it at a different
time. This is the default value.

1 Don’t Stop Submits. Learns the process and allows jobs to be submitted for execution.
By learning the process and executing submitted jobs at the same time, you capture the
messages sent during the job submission process.

Learn Replay Object 12:49:29

Replay Object name . . : MON MON

The next panel that displays will be the start of your learn session.
ield values exactly as you want them to be executed. Robot REPLAY

records

pressed.

the following field to 0 (Stop submits). If you enter 1 (Don't stop submits),
any SBMJOB compands generated by your application will be processed.

Stop joks from being submitted from this learn session?
1 (0=Stop submits, 1=Don’t stop submits)

To end the learn session and create the Replay Object, either:
Type RPYENDLRN at any IBM i command line, or sign off the session.

To cancel while learning the Replay Object, press the CLEAR or PAUSE key.

Press Enter to learn this Replay Object, or F3 to cancel.

Press Enter to start the learn ses-
Use the Clear or Pause key to cancel the learn sion; F3 to return to the Replay Object
session at any time. If you cancel a learn session, Setup panel.
no Replay object is created.
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B Entering Field
Values

B Stopping or
Cancelling a Learn
Session

B Tips for
Creating a
Replay Object

You enter field values in a Replay object exactly as you want them to
be executed. Robot Replay records every keystroke, including
function keys pressed. If a field is pre-filled with a variable and you
plan to use a reserved command variable for the field, you must rekey
the field value so that Robot Replay recognizes it as a variable field.

Note: When you enter field values, you enter real values only. You
enter reserved command variables later, when you edit the Replay
object.

When you stop the learn process, Robot Replay creates the Replay
object. You can stop the learn process by:

* Entering the command RPYENDLRN on a command line
* Entering the command SIGNOFF *LIST to create a job log.

» Using any menu option that causes a SIGNOFF command to
occur.

To cancel the learn process at any time (no Replay object is created),
press the Clear or Pause key.

Keep the following items in mind when you create Replay objects:

*  Whenever possible, learn the Replay object while actually
submitting the batch job to allow the Replay object to learn the
messages that will be sent back to the virtual session job when the
Replay object executes.

* Try to include every panel that can display during the execution of
your application. During the execution of the Replay object, any
panel that displays unexpectedly, such as error messages or pop-up
windows, can cause the object execution to fail.

* Know your third-party application. If it displays messages or
panels only after the job is submitted to batch, learn the object
while actually submitting the job.

* The Learn Replay Object panel lets you stop job submissions
during the learn session. This option stops SBMJOB commands
only; interactive processes cannot be stopped during the learn
session.

» Practice executing the necessary menu options before doing
the learn process. Try to create the Replay object using as few
keystrokes as possible. Robot Replay records everything you do
during the learn session, including mistakes.
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Working With
Replay Objects

When you are learning software, it is a good idea to start the Robot
Replay learn session with a command to get you to where you can
access the software.

For example, to use the IBM i main menu software, start the learn
session with GO MAIN as the interactive command to execute on
the Replay Object Setup Panel.

Page 23



Working With

Replay Objects

Quick Tour 1—Learning a Replay Object

The following Quick Tour shows an example of how you use Robot Replay to create a Replay object to
record when a system value changes as printed output. You can use Robot Replay to capture screens and
key sequences for any software that runs on the IBM 1.

( RPYZ291 Robot REPLAY Main Menu 12:33:04 N
| MAIN
RO3M31 201211
Select one of the following:
1. Work with Replay Objects
2. 8System Setup Menu
3. Reports ‘
4. Reserved Command VYariable Usage
Selection: 1_
k F3=Exit F21=System Command Jl
fFry2en Uork with Replay Ubjects 16:19:45 )
Start list with Application .
Options
1=5elect 2=zImages S=Preview b6=Execute T=Schedule
9=zInformation 18=Rename 11=History 14=Print ?zllore options
Replay
Opt Object Description Application Profile Var
Bottom
Fi=Exit Fé=Prompt FozCreate F9=5elect Search F21=5ystem Command
( RPyvza Fieplay Object Setup 16:28: 44 "\
Replay Object Setup Information:
Name/Description . . . . . . : HMOHSYSUAL Monitor sys value changes
Application . . . . . . . . : HOMITOR (Fé=Prompt)
User Profile . . . . . . . . : EOB (Name, F4=Prompt)
Ozvice type used to Learn .
Device . . . . . . . . . . . . ¥AHY (Name, *ANY, F4=Prompt)
Action if not auailable . © 2 (1=Use *ANY, 2=Cancel)
Wait for child jobs . . . . @ ¥ (¥=Yes, N=No)
Initial command . . . . . . : (Fé=Prompt)
qo_main
kF:i:Exit Fé=Prompt F12=Previous F21=5ystem Command J
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1. Display the Work with Replay Objects
panel by selecting option 1 from the
Robot Replay Main Menu.

2. Press F6 from the Work with Replay Ob-
jects panel to create a new Replay object.

3. On the Replay Object Setup panel,
enter the name of the Replay object and
a meaningful description, the Replay
application associated with the object,
the user profile that will run the object
(the user profile must be enrolled in
Robot Replay—see System Setup), the
device to use to run the object, whether to
wait for child jobs, and the initial
command the object will execute.

Note: For information about child jobs,
see Parent and Child Jobs.
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Replay Objects

Quick Tour 1—Learning a Replay Object

.

(RFYZOE Learn Replay Object 12:49: 29\
Replay Object name . . : MON MON

The next panel that displays will be the start of your learn session.
Enter field values exactly as you want them to be executed. Robot REPLAY
records every keystroke, including field values entered and function keys
pressed. Robot REPLAY also executes every keystroke as you enter it.

If you do not want to process SBMJOB commands during this learn session, set
the following field to @ (Stop submits). If you enter 1 (Don't stop submits),
any SBMJOB commands generated by your application will be processed.

Stop jobs from being submitted from this learn session?
1 (0=Stop submits, 1=Don’t stop submits)

To end the learn session and create the Replay Object, either:
Type RPYENDLRN at any IBM i command line, or sign off the session.
To cancel while learning the Replay Object, press the CLEAR or PAUSE key.

Press Enter to learn this Replay Object, or F3 to cancel.

(

MAIN IBM i Main Menu N
Sustem:
Select one of the following:

1. User tasks

2. Office tasks
3. General system tasks
4. Files, libraries, and folders
5. Programming

6. Communications
7. Define or change the system
8. Problem handling ‘
9. Display a menu

0
1

10. Information Assistant options
11. IBM i Access tasks ‘
90. Sign off
Selection or command
===» DSPLOG
F3=Exit FA4=Prompt F9=Retrieve F12=Cancel F13=Information Assistant |
k F23=3et initial menu JJ
4 Display Log (DSPLOG) \
Type choices, press Enter.
= [HST QHST
Time period for log output:
Start time and date:
Beginning time . . . . . . . . *AUATL Time, *AUAIL
Beginning date . . . . . . . . *BEGIH Date, *CURRENT, *BEGIH
End time and date:
Ending time . . . . . . . .. *AUAIL Time, *AUARIL
Ending date . . . . . . . . . *CURREHT Date, *CURREHT, *END
Output . . . *PRINT *, *¥PRINT, *PRTURAP...
Bottom
Fi=zExit Fé=Prompt F3=hefresh Fla=Additional parameters F12=Cancel
F13=How to use this display F24=Hore keys

J
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4. When the Learn Replay Object panel

displays, you can specify whether to stop
jobs from being submitted from this Learn
session. Then, press Enter to start learning
the object.

Note: For information about submits, see
Starting a Learn Session, earlier in this
user guide.

The command GO MAIN you entered in
Step 3 displays the IBM 1 Main Menu.
Enter the command dsplog and press F4 to
display the Display Log (DSPLOG) panel.

When the Display Log (DSPLOG) panel
displays, enter the parameters for your
log events, including the date range, and
select your output option as *PRINT.
Robot Replay records the image.
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Replay Objects

Quick Tour 1—Learning a Replay Object

Type choices, press Enter.

Jobs to display . . 0 . . 0 L *HONE
User . . . . . . 0 000
Number . . . . . . . . . oL
+ for more values
Message identifier . . . . . . . CPF1GAG
+ for more ualues
Fi=Exit Fé=Prompt F=Refresh F12=Cancel

F24=Hore keys

.

4 Display Log (DSPLOG) )

Additional Parameters

Hame, #*HOHE
Hame
BEEAAE-399999

Hame, *ALL

Bottonm
F13=How to use this display

J

f’hHIN

Select one of the following:

1. User tasks

2. Office tasks
3. General system tasks

4. Files, libraries, and folders
5. Programming

6. Communications

7. Define or change the system
8. Problem handling

9. Display a menu

10. Information Assistant options
11. IBM i Access tasks

90. Sign off

Selection or command
===» rpyendlrn

IBM i Main Menu

System:

F3I=Exit FA=Prompt
F23=8et initial menu

F9=Retrieve F12=Cancel

.

F13=Information Assistant

( Fryze

Replay Object Setup Information:

Replay Object Setup

16:24:41 |

k Replay object HONSYSUAL created successfully.

Hame/Description . . . . . . : TMOHSYSUAL Monitor sys value changes

Application . . . . . . . . : HNOHITOR (F4=Prompt)

User Profile . . . . . . . . : EOB (Hame, F4=Prompt)

Device type used to Learn 3477 FC

Device . . . . . . . . . . . : *AHY (Mame, *ANY, Fé4=Prompt)
Action if not auailable . © 2 (1=zUse *ANY, 2=Cancel)

Wait for child jobs . . . . @ ¥ (¥Y=Yes, N=No)

Imitial commond . . . . . . (Fé=Prompt)
go_main

F3=zExit F4=Prompt F12=Previous F21=5ysten Command
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7. Press F10 and page down for additional
parameters. Enter the name of the
message identifier (in this case, the
value for a Robot Schedule reserved
command variable), and press Enter.
Robot Replay records the image.

8. When you return to the IBM i Main
Menu, enter the command rpyendlrn
to end the learn session.

9. The Replay Object Setup panel displays
with a message indicating that the
Replay object MONSYSVAL was
created successfully. Press F3 to return
to the Work with Replay Objects panel.
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Quick Tour 1—Learning a Replay Object

 GIEETT] lork with Replay Objects 18:19:17 ) 10. Because the field value you entered for
gy Stant Tist with eplication . the message identifier, CPF1806, will

ptions

1=5e lect 2=Images S=Preview 6=Execute T=5chedule be replaced Wlth a reserved Command
9=zInformation 18=Rename 11=History 14=Print ?zlore options K i .
Rep lay . o _ variable, we must edit the object to

Opt Object Description fApplication Profile Uar
2 MOHSYSURAL Monitor sys walue changes MOM I TOR BOB * place the reserved Command Variable in

the field. For more information about
reserved command variables, see the
Robot Schedule User Guide. Select
option 2 for the MONSYSVAL object
from the Work with Replay Objects

Botton panel to enter a reserved command
eﬂ;xit F4=Prompt Fo=Create FI=5elect Search F21=Systen Cnmmnan Varlable.
P CIETTERIAN 11. Use option 1 to select the image
e O L containing the field value you want to
Options edlt

1l=Select 2=¥ariasbles Used S5=Preview G=Submit Print 7=5chedule Print

Image Number of
Opt Seguence Description ¥ariasbles
_ 1 Panel 1
_ 2 Panel 2
— 3 Panel 3
1 41 Panel 4
_ 5 Penel 5
_ G Penel &

Bottom

F3=Exit F21l=5System Command

\_ J

@9211 Change Replay Image BQ:SB:‘ISN 12. Read the ll’lStI'U.CtIOI’lS on the Change
Replay Image panel and press F8 to
Replay Object name . . @ MOWSYSUAL HMonitor sys walue changes . .
Replay Image name . . . : HHOBEBGEEY edlt the lmage.
Description . . . . . . : Panel 4

Press Fi to disploy the Replay Image. Because the imoge is not attached to you
application, any data you key into fields will not be walidated, nor will any
unspecified data fields be defaulted. You must enter the data exactly as it is
to be used during execution of your application. You moy specify a ROBOT war—
iable name, whose walue will be determined at the time of execution, by
positioning the cursor in a field and pressing F4.

While the image is displayed, the only valid keys are:

Enter Updates the image with your changes.
Fi=Exit Exits the image, discarding your changes.
F4=Prompt Al lows a ROBOT wariable name to be specified for a field.

F12=Previous Exits the image, saving your changes.

F3=zExit Fé=Image F12=Previous

\_ J
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Quick Tour 1—Learning a Replay Object

( Display Log (DSPLOG) ) 13. Highlight the field value you want to
Type choices, press Enter. edit and press F4. When the window
displays, press F4 again to display a list
of reserved command variables.

Additional Parameters

Jobs to display . . . . . . .. *NOHE Hame, *HOHE
User . . . . . . . o0 Hame
Humber . . . . . . . . . . .. _
+ for more values _ RPY213
_ Feplay Object Hame . : MOHSYSUAL
Message identifier . . . . . . . LCPF1 § Replaoy Image Sequence : 18
+ for more wvalues _
ROBOT Uarioble Mame . : #*MOME

Enter o ROBOT reserved variable
name above, or press F4 to select
from a list of valid names

Fi=Exit Fé=Prompt F3=Refresh Fi2= Fi=Cancel Fé=Prompt F12=Previous
F24=Nore keys

\ J

14. Enter a 1 next to the variable to select

-ued Command Uariables : X . .
AET320 e o3t it, or a 2 to test that it returns the value
Start at Reserved lariable: you want. When you are ready, press
I1=Select 2=Test
Enter.
Opt _Uariable Description
_ a7y Calculation for 150 dote
_ @=CONSOLE Conzale Hame
1 =eCPFI1GA6 Message |10 System Walue Change
_ =@0ATE Current Date {System Ualue)
_  eelATNT Today's Date minus 7 YN0
_  @=0ATPY Today's Date plus 7 YHD
_  =elATYNOD Today's Date in ¥NMD
_  =elAYHO Oay number of month
Hore. ..
Fi=Exit
( Display Log (DSPLOG) ) 15. The variable window displays again
Type choices, press Enter. with your variable. Press Enter to select

it, F3 to cancel, or F4 to display the list
of variables again.

Additional Parameters

Jobs to display . . . . . . L *MOHE Hame, #*HOHE
User . . . . . . . . 0L Hame
Mumber . L. -
+ for more values __ @ RPY213
__ | Replay Object Home : MOHSYSUAL
Message identifier . . . . . . . CPF1 Replay Image Sequence : 18

+ for more values
ROBOT Uariable Hame . : @=CPF1G6AG6

Enter a ROEOT reserved variable
name above, or press F4 to select
from a list of walid names.

Fi=Exit Fé=Prompt F3=Refresh Fl2= Fi=Cancel Fé=Prompt F12=Previous
F24zlore keys

4 Y
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Quick Tour 1—Learning a Replay Object

4 Display Log (DSPLOG) \
Type choices, press Enter.
Additional Parameters
Jobs to display . . . . o 0L *HOHE Hame, #*HOHE
User Hame
Humber . . . . . . . .00 BEAEAE-999999
+ for more values
Message identifier EEERDEEE Hame, *ALL
+ for more values
Bottonm
Fi=Exit Fé=Prompt Fi=Refresh Fi12=Cancel F1i=How to use this display
F24=Hore keys
(——> The EHTER key was pressed J

@‘(210 Work with Replay Images 14:24:31\
Replay Object mame . . . . . . . . . MONSYSVYAL
Stert list with Image Sequence .
Opticns
l=3elect 2=¥arisbles Used 5=Freview g§=3ubmit Print 7=3chedule Print
Inage Number of
Opt Seguence Description ¥erisbles
_ 1 Panel 1
— 2 Panel 2
_ 3 Panel 2
1 4 Panel 4 1
_ 5 Panel &
_ 6 Panel €
Bottom
F3=Exit F21=5ystem Ceommand
fFrv 200 Uork with Feplay Objects 18:18:20 )
Start list with Application .
Options
1=5elect 2=Images S=Previeu b6=zExecute T=5chedule
9= Information 18=Rename 11=History 14=Print *zHore options
Replay
Opt Dbject Description Application Profile Uar
__ NOHSYSUAL  Monitor sys walue changes MaM 1 TOR BOE *
Bottom
Fi=Exit Fé=Prompt Fo=Create F9=5Select Search F21=5ystem Command
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16.

17.

18.

The Display Log (DSPLOG) panel
displays with at (@) signs indicating
that a reserved command variable will
be used for the Message identifier field.
Press F12 to exit the image and save
your changes.

Press F12 again. When the Work with
Replay Images panel displays, the
Number of Variables field now indicates
that there is a reserved command
variable in the panel you edited.

Press F3 to exit the panel.

When the Work with Replay Objects
panel displays, the Var field displays
an asterisk (*), indicating that there is
a reserved command variable in the
MONSYSVAL Replay object.

When you run this Replay object, it will
use the Robot Schedule reserved
command variable @@CPF1806 to
create a printed report of system value
changes for the date and time range you
specified.



Notes:
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Maintaining Replay
Objects

B Introduction You can use Robot Replay to edit a Replay object and its images; copy it,
delete it, preview it, execute it, schedule its execution in Robot Schedule;
display information about the object and its execution history (including

its jobs), and print the images in the object.

Note: To work with a Replay object, you must use the same type of
terminal or PC emulator that was used to create it (including color versus
monochrome).
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Objects

Replay Object Options

To work with Replay objects, select option 1, Work with Replay Objects from the Robot Replay Main
Menu. The Work with Replay Objects panel displays, listing the Replay objects that have been created.
Select an object and press F4 to display a list of the options available for working with that object.

(

Select option 1, Work

with Replay Objeclsto\
display the Work with

Replay Objects panel.

~

RPY291
MAIN
RO3M31 201211

Robot REPLAY Main Menu

12:33:04

Select one of the following:
1. Work with Replay Objects
2. System Setup Menu
3. Reports

4. Reserved Command Variable Usage

Selection: 1_

F3=Exit F21=System Command

RPYZ2Ea

Start
Options
1=5elect
O=Information
Replay
Object

2=Images
18=Rename

Description

Hork with Reploy Objects 18:13: 29

list with Application

RPY301
1=Select Option

Work with Replay Ohjects

MOHSYSUAL

Fi=Ezxit Fé¢=Phompt

Monitor sys wvalue c

1=Select Replay Okject
2=llork with Replay Images
3=Copy Replay Okject
4=Lelete Replay Okject
E=Preview Replay Okject
E=Execute Replay Okject
F=Schedule in ROBQT
9=Display Object Infeo
10=Fename Replay Okject
11=Execution History
12=VYariahles Used
14=Print Replay Okject

_ 15=Text for Replay Object

F3=Exit Fll=More Infe Eottom

Fo=Create F9=5elect Search

F21=5%ystem Command

Enter an option to work with a Replay object, or press F4,
to display a complete list of options. These options are
explained in order in the rest of this section.
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Objects

Selecting a Replay Object to Edit

To change the descriptive information or user profile for a Replay object, select the object by using option 1
on the Work with Replay Objects panel. The Replay Object Setup panel displays. You can change any
information except the Replay object name.

18:18:29

 GETFCT]

Start list with Application
Options
1=5elect
9=zInformation
Replay
Opt Object Description

~ MOMSYSUAL  Monj = val

Hork with Replay Objects

N

RPY30L

2=Images l=Select Option

18=Renane

Werk with Replay Objects
1=Select Replay Okject
2=llork with Replau Images
3=Copy Replay Okject
4=[Celete Replay Object
S=Preview Replay Okject
E=Execute Replay Ckject
7=Schedule in ROBOT
9=Display Object Infe
16=Rename Replay Object
1l=Execution Histeory
12=Variables Used
14=Print Replay Object
15=Text for Replay Object
3=Cxit Fll=More Infeo Bottom

=
=
5

* |

Select option 1, Select
Replay Object, to display the
Replay Object Setup panel.

F3=zExit

\

Fé¢=Prompt Fé=Create F9=5elect Search F21=5ystem Command

J

Replay Object Setup 18:23: 58

Replay Object Setup Information:
Hame/Description . . :
Application
User Profile . o
Device type used to Learn
Device

MOHSYSUAL
MOH 1 TOR
BOE

3477 FC
*AHY

Nonitor sys walue chonges
(F4=Prompt)
{Mame, Fiz=Prompt)

(Hame, *ANY, F4=Prompt)

Fi=Exit

Action if not ouoiloble

Hait for child jobs
Imitial command
go_main

{1zllse *=ANY, 2=Cancel)
(¥=Yes, N=Mo)
(F4=Prompt)

F4=Prompt
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F12=Previous

F21=5ystem Command
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Objects

Working with Replay Images—Editing Images

To edit the field values on application panels (Replay object images), select a Replay object using option 2
from the Work with Replay Objects panel. The Work with Replay Images panel lists all images in the
Replay object. Each image is one application panel with field values. You can edit, preview, or print these
images, as well as work with the reserved command variables in an image.

Note: Never edit Panel 1. Panel 1 is where Robot Replay stores device information. In general, we
recommend that you relearn Replay objects rather than delete panels. Relearning an object helps ensure
that Robot Replay can execute the panels correctly.

——————————————
 GEFTT] lark with Replay Objects 18:18:17 °\
Start list with Application .
Options
1=5elect 2z Images S5=Previeu b=Execute T=Schedule
9=Information 18=Rename 11=History 14=Print *zHore options
Replay
Opt DObject Description Rpplication Profile Uar
. L2 MOWSYSUAL  Monitor sys value changes MOHITOR BOB *
Select option 2, Images, to —
display the Work with Replay
Images panel.
Bottom
F3=zExit F4=Prompt Fo=Create F9=5elect Search F21=5ystem Cnmmfi:’

AP 210 ST T T 14:55:20

Aeplay Object nam= D MOHETSYRL
Start lizt with Image Seguence . .

Options
1=5\glact 2=%ardables U=ed =Pravisw G=5ubmit Print T7=5cheduls Print

Humber of
Description Nardiahles
Fanel 1
Fanel
Fanel
FPanal
Fanel

2
3
el
g
Panel &
1
il
g
1

Fanel
Panel
Fanel
Fanel

1
2
K|
4
5
]
i
a
g
]

[

F21=Sy=stem Command

The Number of Variables field
indicates the number of Robot
Schedule reserved command variables
used in the image.

Enter a 1 to select
an image to edit.
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Working with Replay Images—Editing Images

When the Change Replay Image panel displays, read the panel carefully before continuing. Then, press F8
to display the image and edit any field values you want to change. To enter a reserved command variable in
a field, see Using Reserved Command Variables later in this user guide.

When you have finished editing the image, press F12 to save the image and return to the Work with Replay
Images panel.

When the Change Replay Image panel first displays, the Description field
contains a value of Panel x, where x is the panel’s number in the learn
session. You can enter a more meaningful description.

RPY211 Change Replay Image A9 36: 43

Replay Object name . . : MOMSYSUAL Monitor sys walue changes
Replay Image name . . . : AEEBEEEE4
Oescription . . . . . . : Ponel %

Press FG to display the Reploy Image. Becowse the imoge is not attached to your
opplication, any dota you key into fields will not be validated, nor will any
unspecified dota fields be defaulted. You must enter the dota exactly as it is
to be used during execution of gour opplication. Youw may specify a ROBOT war—
iable name, whose wvalue will be determined at the time of execution, by
positioning the cursor in a field and pressing F4

Hhile the image is disployed, the only walid keys are:
Ernter Updates the image with your changes
Fi=Exit Exits the image, discarding your changes.
F4=Prompt Al lows o ROBOT wariable name to be specified for a field
F12=Previous Exits the image, saving your changes

Fi=Exit Fé=Image F12=Previous

Press F8 to display the image 4 Display Log (DSPLOG) N\
fOI' edltlng Type choices, press Enter.
N Additional Parameters
Jobs to display . . . . . . .. *NOHE Hame, *MOHE
User . . . . . . . .00 Hame
Humber . . . . . . . . . L HHAREE-993999

+ for more uvalues

Message identifier . . . . . . . EEEEEEE Hame, #*ALL
+ for more values

On the image, a reserved command | — Botton
Vanable |S represented by one at (@) Eg::;;:e kZ;:Prnmpt F3=Refresh F12=Cancel F13=How to use this display
S|gn per fleld CharaCter k___> The EHTER key was pressed. J
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Working with Replay Images—Reserved Command Variables

To work with the reserved command variables in a Replay images, enter a 2 next to an image that contains
reserve command variables on the Work with Replay Images panel. You can use this panel to display
information about a reserved command variable, display a list of where the variable is used, and replace a
variable with a different reserved command variable in the image.

(P10 | ok with Aeplay Images | 14:55:20 )
Aeplay Object name . . _ . _ . . 1 WONSYCWAL
Select option 2 to display the Reserved upfg::: list with Image Seguence . . &
Command Variable Usage panel which 1=Sglect  2=Variables Used S=Preview G=Submit Print  7=5Scheduls Print
lists all the reserved command variables
H H H Im=ge Humber of
contained in the image you selected. ot & Cocrintian |
_ 1 Panel 1
_ 2 Panel 2
_ 3 Panel 1
~3_ 4 Panasl 4 a
_ 5 Panel §
_ G Panel 6
_ 7 Panel 7
A i d Pangl 4
The Replay object that = 1 Pomel 8
contains the reserved — 18 Panel 18 "
. ore. ..
command variables, the :
image sequence number, (3—Ex1t F21=5System Command J
and its description.

RPY230 Reserved Command Uarioble Usage 11:89: 23

Reploy Object : MOHMSYSUAL Monitor sys walue changes
Image Seguence : Panel 5
Start List at Uariable

Options

1=5elect 2=lhere Used f=Replace \\\\
Dpt WVariahle Description

E=(ATE Current Date {(System Ualue)
=e0ATPT Today's Date plus 7 YAD

Bottom

Fi=zExit F21=5ystem Command

From the Reserved Command Variable Usage panel, you can
display information about the reserved command variables

in the image, display where they are used in other Replay
objects, and replace them with other reserved command
variables. For more information about these options, see the
Reserved Command Variables section of this user guide.
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Objects

Working with Replay Images—Previewing Replay Images

To preview one or more Replay images, enter a 5 next to each image you want to preview on the Work with
Replay Images panel. When you press Enter, the first image selected displays. Press F3 to display the next
image (or end the display if there are no more images).

Note: If an image contains a reserved command variable, the variable is resolved in the display.

(Friain (Ut —oith feplon Tueces T4155:20 )
Aepley Object name - . - o o o o . = MONSYSWeL
Start List with Image Ssguence . . &
Options
1=5glact 2=Yardiahles U=ed F=Pravigu §=Submit Frint 7=Schedula Print
Image Humber of
Oot GSeogusnce  [escrigtion Nardablas
_ 1 Fanel 1
. 2 Panel 2
_ 1 Panel 1
L I 4 Panel 4
_ S5 Panel §
i 6 FPanal & z
_ 1 FPanel 7
G d4 Panel 4
- 9 Panel 4
. 13 Panel 14
More. ..
Entera § ne?(t to each image you \FsExit  F2i=Susten Comend )
want to preview and press Enter.
Display Log (DSPLOG)
Type choices, press Enter.
Additional Parameters
Jobs to display . . . . . . L *HOHE Hame, *HOME
User . . . . . . . . Hame
Humber . . . . . . . . . . .. AAEEER—329000
+ for more values
Message identifier . o CPF18HA Hame, #*ALL
+ for more values
Bottom
FizExit F4=Prompt Fi=Refresh F12=Cancel F1i=Mau to use this display
—7% The EHTER key was pressed.
Press F3 to display the next image When you preview an image, any reserved command

or end the display. variables in the image display are resolved.
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Working with Replay Images—Printing Replay Images

You can print one or more of the screen images in a Replay object from the Work With Replay Images
panel. You can print the images immediately using option 6, or schedule the printing using option 7. To
print the Replay object images immediately, do the following:

1. Select the images from the Work with Replay Images panel by entering a 6 next to each image you want
to print and pressing Enter.

2. Specify an output queue and library in the window that displays.
3. Press Enter to submit the Replay image printing to batch, or F3 to cancel the process.

Note: You can print all of the images, or selected images, in a Replay object by creating the Replay Object
Screen Print report. See Reports for more information.

APY218 | lnrk with Aeploy Inoges | 14:55:28

Aeplay Object name=
Btart Lligt with Im3ge Seguence . . :
Options
1=5alact AF+v339 int 7=5chedule Print

Sglect Output Queus for the Aaport.
Im=ge

Espusn Output gueus . . . :
Fi=E=it

FPanal &
Fanel 7
Panal 8
Fanel 4
FPanal 143

ot
g

-n
L
m
k3
H
r

F21=Sy=stem ommand

You can specify an output queue and library be-
fore submitting the printing of the object images to
batch. Or, press F3 to cancel the process.
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Objects

Copying a Replay Object

You can copy a Replay object to use as a template for a new Replay object. To copy an object, from the
Work with Replay Objects panel enter a 3 next to the Replay object you want to copy, or press F4 and select
option 3. The Replay Object Setup panel displays the object with the Name field blank.

YZHH
RPY30L
Start list with Application . 1=Select Option
Options
I=Select Z=Inages SzFrevi Mork with Replay Objects
9=Information 18=Rename 1=Histl _ 1=Select Replay Okject
Replay _  2=Work uith Replay Images
Opt Object Description 1 3=Copy Replay Okject
__ GDODMHG R/SCHEDULE Good Mornie@ _ 4=Delete Replay Okject
__ MOHSYSUAL  Monitor sys wal chanl _ GS=Preview Replay Okject
_  E=Execute Replay Okject
_  7=Schedule in ROBOT
_  9=Display Opject Infe
_ 10=Rename Replay Okject
- 1l=Execution Histery
_ 12=Variaples Used
_ 14=Print Replay Okject
- 15=Text for Replay Object
F3=Exit Fll=More Infe Bottom
Bottom
" Fi=Exit F4=Prompt Fo=Create F9=Select Search F21=5ystem Command
When you copy a Replay object, )
the Replay Object Setup panel \.

displays with the object information
filled in and the Name field blank.

RPY281 Replay Object Setup 18: 26: 24

Replay Object Setup Informations

Hame/Oescript ion

Momitor sys walue changes

Application . . . . . . . . . TONITOR

User Profile . .o
Oevice type used to Learn
Device . o
Action if not auailable
Hait for child jobs
Imitial command
qo_main

{F4=Prompt)
(Name, Fé=Prompt)

(Mame, =AMY, F4=Prompt)
{1=Use *ANY, 2=Cancel)}
(¥Y=Yes, HzNo)
(F¢=Prompt)

Fé4=Prompt F12=Previous

Enter a new name for the Replay object and make any

F21=5ystem Command

other changes that you need to make. Then, press Enter
to save your changes and F12 to return to the Work with
Replay Objects panel.
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Deleting a Replay Object

You can delete a Replay object that you no longer need. To delete an object, from the Work with Replay
Objects panel enter a 4 next to the Replay object you want to delete, or press F4 and select option 4. The
Replay Object Setup panel displays the object with a message confirming the deletion.

ﬁPV2BB Work with Re
RPY30L
Start list with Application . : 1=Select Option
Options
1=5elect 2=zImages S=Prev Work with Replay Okjects
9=Information 18=Rename 11=Histll = 1=Select Replay Okject
Replay _ 2=lork with Replay Images
Dpt Dbject Description _  3=Copy Replay Opject
__ GOODMHG R/SCHEOULE Good Mornirll 1 4=Delete Replay Object
. __ NMONSYSUAL Monitor sys_uode arfll _  5=Previeu Replay Object
When you delete a Replay object, the T e=Execute Replay Okject
g - _  T7=Schedule in ROBOT
Replay Object Setup panel displays - T e=Display Object Infe
with a message to confirm the deletion. = eildeii
- 12=Variables Used
_ 14=Print Replay Okject
_ 1E=Text for Replay Object
F3=Exit Fll=Hore Infe Bettem
Bottom
F3=zExit F4=Prompt Fo=Create F9=5elect Search F21=5ystem Command
\ J

Replay Object Setup 18:27:19
Confirm Deletion

Replay Object Setup Information:
Hame/Description . ... o NOMSYSUAL  Monitor sys walue changes
Application . . . . . . . . : HMOHITOR {F4=Prompt)}

User Profile . . . . . . . . : BOG (Name, Fé4=Prompt}

ODevice type used to Learn . @ 3477 FC

Oevice . . . . . . . . . . . : *AHY {Name, *ANY, Fé4=Prompt)
Action if not aquailable . & 2 {1=zlse =ANY, 2=Cancel)

Hait far child jebs . . . . . ¥ (¥=Yes, H=Ho)

Initial command . . . . . . : (F4=Prompt)}

go main

F21=5ystem Command
Press Enter to delete this Replay object, or F3 to cancel.

Press Enter to delete the Replay object, or press
F3 to cancel the deletion and return to the Work
with Replay Objects panel.
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Previewing a Replay Object

Robot Replay allows you to preview the images that were captured in a Replay object. During a preview,
the Replay object is not running and no other software is being executed. The preview process allows you to
determine whether you have captured the correct images for your Replay object.

To preview the panels and field values in a Replay object, select the object using option 5 on the Work with
Replay Objects panel. The Preview Replay Object panel displays. Specify the mode—Automatic or Step—
you want to use to preview the images, and press F8 to start the preview.

* In Automatic Mode, an image displays for two seconds before the next image displays, automatically.
You can stop an automatic preview at any time by pressing the Clear key.

* In Step Mode, an image displays until you press page down to display the next one; page up to display
the previous image; or Clear to stop the process.

Note: During a preview, reserved command variables are resolved using the actual value of the variable
at the time of preview. Also, you cannot enter field values or use the function keys on the panels
displayed during a preview.

Select a mode to preview the object:

1 Automatic Mode—each image and keystroke is displayed
automatically, with a two-second delay between images.

2 Step Mode—you must press the page down key to display
the next image.

RPY2B2 Preview Replay Object 18: 28: 28

Reploy Object name . . : MONSYSUAL HMonitor sys walue changes

Select a preview mode and press FS to start the preview, or press F3 to exit

Freview Mode 1 (1=Automatic 2=Step)

Use the following keys to control the previeuw:
Clear Cancel the preuview
Fage Down Display next image {Step Mode)
Fage Up Display previous image (Step Model

Fi=Exit Fié=Begin Preview F21=5ystem Command

Press F8 to begin the
preview.
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You can execute a Replay object immediately. To execute a Replay object, use option 6 to select one or
more Replay objects from the Work with Replay Objects panel, verify the job description and job queue
on the window that displays (the window displays for each Replay object you have selected), make any
necessary changes, and press Enter.

Executing a Replay Object Immediately

Select the objects from the Work with Press Enter again to submit the Replay object to batch.
Replay Objects panel by entering If you selected multiple objects, the confirmation window
a 6 next to each object you want to displays for each object you selected.

execute and pressing Enter.

Hork with Replay Objects 18:25: 54

Start list with Application . :
Options
1=5elect f=S5chedule
O=Informa RPYTEA SYBIL4 *=Hore options
Replay
pt DObject @ You are about to submit the execution of n Profile lar
GOOONH W this Replay Object to batch. BOB
MONSYS BOB *
Reploy Object . @ MOHSYSUAL

Job description :/*USRPRF
Library . . . /

Job quewe . ./, *%J0ED
Library . . /.

Fi=Cancel

Bottom

Fo=Create F9=5elect Search F21=5ystem Comman

Verify the job description and job queue information
and make any necessary changes before submitting
the object to batch.
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B Scheduling a
Replay Object to
Execute

When you schedule a Replay object in Robot Schedule, consider the
following items:

The library list of the Robot Schedule job that runs the Replay object
must include all of the libraries that are needed to run the application
that Robot Replay has learned.

The Robot Schedule job that runs the Replay object starts a virtual
terminal (VT) job. The VT job also has a library list and its list matches
the library list of the Robot Schedule job. If the necessary libraries
aren’t in the Robot Schedule job list, the VT job will fail and the Replay
object will not run correctly.

To execute Robot Replay objects, the job queue entered on the Robot
Schedule job record must allow more than one job to execute at the
same time. The Robot Schedule job must be able to run simultaneously
with any child jobs that the Replay object submits.

As you set up your job in Robot Schedule, decide where you want to
use the Robot Schedule defaults or different values.
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Quick Tour 2—Scheduling a Replay Object in Robot Schedule

This Quick Tour describes the process of scheduling a Robot Replay object in Robot Schedule. You must

have Robot Schedule installed on your system to use Robot Replay

RETZ@1

DESCRIBE YOUR JOB

RUN INFORHAT 10K
Fun Times: SAB  GAA  B8AA AR  GAA

Run Days: ¥Y=Every veek, HK=Heek nunber, L=Last week of the month

Y/UESL Day Storted Ended HRun Time Stotus Laost doy completed
1 Monday Last start time
1 Tuesday Last end time
1 Wednesday Last run time
1 Thursday Last job status
1 Friday
_ Saturday
Sunday

Schedule Duerride Code: _ (F4=Prompt)

18:29: 42

Job Type: C Command {Fé4=Prompt}
Job Hame: MOMSYSUAL Oesc: Reploy Object MOWSYSUAL Application: REPLAY
Hotes: HMonitor sys walue changes

FizExit F4=Prompt Fl1o=Hext Option
F12=Previous F21=Command Line F23=Hore Options
fFET2o211 ROBOT Command Entry 14:89:12 )
Commands for job . . . : [MOHSYSUAL
Options
1=5elect 4=lelete T=Insert
Opt Seq Command Error
_ __1 RBIRPYLIB/RPYERECUTE HAME({MOHSYSUAL) C
Bottom
Fi=Exit F4=Prompt Ff=Reserved Cmd Variables
Fd=Command Finder F1@=Hext Option F12=Previous F24=Hore keys
fRET204 Control Options 18:39: A1
Job Hame . . @ MOHSYSUAL Replay Object MONSYSUAL Command
Job Submission Options
Job description . : [BRETOFT F4+ Job Queue . . . . RETOFT Fé
Library . . . . *RETOFT Library . . . . *RETOFT
Message Queus . . @ *RETOFT Library List Hame : *RETOFT F¢
Library . . . . ARETOFT User Profile
Message reply walue: _ Default _ Dperator Required
_ System Reply 1 Job Description
Job Priority A Job switches
Current Library . @ *RETOFT F4 FAccounting Code . @ *RBTOFT
Initial ASP Group : *RETOFT
Other Job Control Options
Pager Haome . . . . : *RETOFT F¢
Calendar Hame : *RETOFT F4 Environment Hame : STAHODARD  F4
Maximum Run Minutes: Action . . . : 2 HWarning Status F4
Auto Tune Pool Size for this job
Humber of runs to track for Job History: _
Fi=Exit Fé4=Prompt Flg=Hext Option
F12=Previous F21=Command Line F23=Hore Options
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To schedule a Replay object for Robot
Schedule to run, select the Replay
object using option 7 from the Work
with Replay Objects panel. When the
Initial Job Setup panel displays, the Job
Type, Name, Description, Application,
and Notes fields are filled in for you.
Enter a run schedule and press F10 (or
F23) to continue with the job setup (see
the Robot Schedule User Guide for
more information about scheduling
jobs).

The command entry panel displays,
already filled in for you.

On the Robot Schedule

Control Options panel, enter a job
description and library, (or use the Robot
Schedule default values).

Change the job queue for the

Robot Schedule job if the application
learned by the Replay object requires a
multi-threaded job queue. The Robot
Schedule job is submitted before the
Replay object starts executing and Robot
Schedule must be active while any jobs
submitted by Robot Replay are
executing.

Important: Make sure the user profile
specified on this panel matches the one
in the Replay object.



Maintaining Replay

Objects

Displaying Information About a Replay Object

To display information about a specific Robot Replay object, enter a 9 next to the object on the Work with
Replay Objects panel and press Enter. The Replay Object Information panel displays information about the
object you selected if you have the appropriate security clearance to view the object.

 GEOFET Hark with Replay Objects 11:43:85 \
Start list with Application .
Options
1=5elect 2=Images S=Preview b=Execute T=Schedule
9=zInformation 18=Rename 11=History 14=Print *=zHore options
Replay
. Opt Object Description Application Profile Var
Enter a 9 next to an object on the —  NULTIPLE  submits Kin
- . __ TESTING testing RETREPLAY
Work with Replay Objects panel and T TESTINGZ  testing RBTREPLAY
H H . . COMPLETION history report schedule ACCOUNT IHG KN *
press Enter to display information ™| _ oo history report scheduls RECOUNT G K
about the ObjeCt ND_ GOODMORN report schedule ACCOUNTING  KIMUSER *
Bottom
F3=Exit F4=Prompt Fé=Create F9=5elect Search F21=5ysten Cnmmfi:’

The data in the Object Information
section was supplied when the
object was created.

Replay Object Information 13: 8H: 54

Dbject Information

Replay Object Hame . : GOODMORH

Interactive Command : go main

Hait for child jobs @ % Application. . . . . . . : GOODMORH
Oate learned . . . . : BA1/29/A88 User Profile learned . . : BOB
Device learned . . . : QPADEVAAA4 Oevice currently attached: *AHY

User Profile Information

User Frofile attached: EBOB

Enrolled . . . . . . . #*YES Profile Status . . . . . : #*EHABLED
Expired. . . . L. *HO User Profile Pwd Chg Date: B1/83/87

Expired Inteﬂuui .. *SYSUAL Enrollment Pwd Chg Date. : 12727787
Limit Capobilities . : #*HO Imitial Program . . . . : *HOHE
Limit Device Sessions: *SYSUAL Imitial Menw . . . . . . : MNAIH

Last Changed Dates
User Profile . . . . : Images
Interoctive Command

Fi=Exit F9=Frint

The User Profile Pwd Chg Date field is the date the password for the user profile associated
with this Replay object last was changed on the IBM i. The Enrollment Pwd Chg Date field is
the date the password for the enrolled user profile was last changed in Robot Replay.

Important: When the system requires you to change a user profile password for a user profile
that is enrolled in Robot Replay and executes Replay objects, you must also change the
password for that user profile in Robot Replay User Enrollment to match the new user profile
password on the system. If you do not, the Replay object will not execute.
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Displaying Information About a Replay Object

The Device Learned field is the device used to create
the Replay object. The Device currently attached field
is the device currently attached to the Replay object.

The User Profile attached field The User Profile learned
shows the user profile currently field is the user profile used
attached to the Replay object. to create the Replay object.

RPY217 Replay Object Information 13:808: 54

Dbject Information

Replay Object Hame . @ GOODMORH

Interactive Command : go main

Wait for child jobs V¥ Applicatiaon

Oate learned © B1/20/86 User Profile learned . .\
Oevice learned . . . : [PAODEUAEEE4 Oevice currently attoched

User Profile Information
Vser Profile attached: BOB
Enrolled . *YES Profile Status . *EMAEBLED
Expired : *HO User Profile Pud Chg Daote: B1/83/87

Expired Interyal . . @ *SYSUAL EnrolIment Pwd Chg Date. @ 12/27/87
Limit Capabilities . : *HO Initial Program . *HOHE
Limit Dewice Sessions: *SYSUAL Initial Menu

Last Changed Dates
lser Profile
Interact ive Command

Fi=Exit F9=Print

The Last Changed Date fields are specific to the Replay object: The Images field is the last date

+ The User Profile field is the last date the user profile that the images associated with this

executes this Replay object was changed. Blanks indicate Replay object were changed.

that the profile has not changed since the Replay object was A blank field indicates that the
created. images have not changed since

they were created.

* The Interactive Command field is the last date that any inter-
active commands associated with this object were changed.
Blanks indicate that no interactive commands have changed.
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Renaming a Replay Object

You can rename an existing Replay object. To rename a Robot Replay object, enter a 10 next to the object
on the Work with Replay Objects panel and press Enter. The Replay Object Setup panel displays with the
New name for Replay Object field that you can use to rename the Replay object.

RPY2E1 Reploy Object Setup 12:45:19

Replay Object Setup Information:

Hame/Oescription © MOHSYSUAL  Moniter sys value changes

Application : HMOHITOR {F4=Prompt)

User Profile . EOB (MName, Fé=Prompt)

ODevice type uwsed to Learn . @ 3477 FC

Device o #AHY {(Mame, *=ANY, F4=Prompt)
Action if not ouailable . : 2 {1=Use *=ANY, 2=Cancel)

Hait for child jobs S (Y=Yes, H=Mo)

Initial command : (F4=Prompt)
go main

Hew name for Replay Object

Fi=Exit F21=5ystem Command
Enter a new name and press Enter to rename the Replay obj®

Enter a new name for the Replay object
and press Enter. Or, press F3 to cancel the
rename process.
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B Parent and
Child Jobs

B Parent-Child
Diagram

When a Replay object executes, at least two jobs are submitted as a result
o the execution. The first job is called the parent job. This job runs the
RPYEXECUTE command for the Replay object and starts the second
job, a virtual terminal (VT) job which runs the actual steps contained in
the Replay object. The VT job is a child job of the parent job and may
submit any number of other child jobs based on the contents of the Replay
object.

Note: When you view the execution history of a Replay object, you can
use Robot Replay to display and work with all of the jobs that are
associated with the Replay object’s execution (as shown on the following

pages).

The following diagram shows a sample of the parent and child job
relationships that might exist within a Replay object. The Replay object is
called MONTHEND and performs interactive month-end processing.

Replay Object MONTHEND
RBMONTHLY
The main Replay job, the parent RBMONTHLY
job, started by Robot Schedule. This (RPYEXECUTE)
job performs the RPYEXECUTE

command and starts the virtual
terminal (VT) job.

VTSESSION
The VT job, a child job of the VTSESSION
RBMONTHLY job. This job (Virtual Terminal Session)
represents a virtual user that has

signed on and is submitting other
jobs in the Replay object.

A child job of the VT job that .

reconciles the accounts payable (Reconcile AR and AP)
entries and the accounts receivable

entries.
MONTHPRINT MONTHPRINT

A child job of the MONTHPOST job

that prints the month-end reports. (Print Monthly Reports)

Example of Replay Object Parent and Child Jobs
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Viewing Object Execution History

If you have trouble executing a Replay Object, you may need to view its job execution history—the parent
and child jobs that executed, as well as their job logs—to troubleshoot the problem. To display the execution
history of the parent jobs associated with a Robot Replay object, enter an 11 next to an object on the Work
with Replay Objects panel and press Enter. The Replay Object Execution History - Parent Jobs panel lists

the parent jobs associated with the Replay object you selected.

You can filter the display to display jobs by status:
T Displays only jobs that have a status of terminated
Displays only jobs that have a status of running

R
C Displays only jobs that have a status of completed
A

Displays all jobs (this is the default value)

RPYZ228
Parent Jobs

Reploy Object Hame . \ : GOOOMHG 1/SCHEDULE

Start list at DatesTime\
: B (T=Terminated, RB=Running, C=Complete, A=AI1)

Show only Status . . .
Options

1=5elect L=Job Log U=Visual Leg

Opt Job Hame Description Date \ije

Feploy Object Execution History

U=Hork with Job

The name and description of
the Replay object you selected.

You can specify a job name
to start the job display listing.

15:685:43

Food Morning Report

T=Hore options

User JobWbr Status

QOFTJOBD
QOFTJOBD

RPYEXRECUTE status fo

RPYEHECUTE status fo HZ2/25/85 15

F4=FPrompt F9=5%elect Search

Press F9 to select a different option to use

to start the display list. You can display the
object’s execution history by job name, or by
date and time in either ascending or descend-
ing order.
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B2/25/86 1EN33: 39 KIN
{46 BOB

343661 T
343697 R

Bottom

F21=5ystem Command

Enter a W next to a job to display the
IBM Work with Job panel for the job.
This panel displays a list of options you
can use to work with the job.




Maintaining Replay
Objects

Working with Parent Jobs

Press F4 to display a complete list of the options that are available to work with parent jobs. These options

are also available when you work with child jobs.

Press F4 to display a win-
dow listing all of the job log
options from which you can
select.

RPYZ228
Reploy Object Hame . .

Start |ist at Date/Time

Show only Status . . .
Options

1=5elect L=Job Log
Description
RPYEHECUTE staotus fo A3
RPYEXECUTE stotus fo A3

Opt Job Hame
__ QOFTJOED
_ QDFTJOED

Replay Object Execution Histaory

Parent Jobs

i 1/SCHEQULE Good Morning
: B (T=Termint

U=Uisual Log

8 RFY361

Select option 1 to display
the first generation child

job for this parent job (see
Working With Child Jobs).

15:853: 43

ed, R=Running, ¥=Complete, A=AI1)

T=Hore options

br Status
1=Select/Option

Syfmary of Replay_Job logs
_ 1=Select
_ H=Oisplay QHST Entries
/D=Pr~int Job Log
W=lark with Job
L=0isplay Job Log
U=lisual Log
OF=D0iagnost ic Packoyge

Fé4=Prompt

You can display the history entries

for the job. When you select Display
QHST entries, the IBM Display History
Log Contents panel displays, listing the
logged history of the job.

F9=5elect Segrch

=Exit Fili=Hore Info

Bottom
F21=5ystem Command

You can display the job log for this parent
job (see Displaying Job Logs).

You can print the job log. When you
select Print Job Log, a window displays
that you can use to specify an output
queue and a library.
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Working with Parent Jobs

Use the visual log to view the images in a Replay
object that were sent to the virtual terminal (VT).
The visual log displays the images in the object.

RPY2208 Replay Object Execution Histaory 15:H85: 43
Parent Jobs
Reploy Object Ha .. ¢ GOODMHG 1 /SCHEOULE Good Morning Report

Start |ist at Date

Show only Status . . : B (T=Terminated, R=Running, C=Complete, A=A11)
Options

1=5elect L=Jeb Log U=Uisual Log H=Herk with Job ?z=Hore options

Opt Job Mame Description RPY3E1 br Status
NOFTJOED RPYERECUTE =tat fo A 1=Select Option
QODFTJOED RPYERECUTE status\fo B3

1=5elect
H=0isplay QHST Entries
_ 0=Print Job Log
H=Hork with Job
_\ L=0isplay Job Log
U=Uisual Log
OP=0iagnost ic Fackoge
xit Fil=Hore Info

Bottom

Fi=Exit F4=Prompt Fo=5%elect F21=5ystem Command

Robot Replay allows you to create a diagnostic package that bundles
the necessary information for troubleshooting a Replay object into a
single save file that you can send to Robot Technical Support.
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Displaying an Object’s Visual Log

When Robot Replay learns a process, it sends images to a virtual terminal (VT) device to record them.
Robot Replay provides a visual log you can use to view the images for any Replay object that executed,
starting with the first image that was sent to the VT device. If the entire Replay object executed
successfully, all of the images are displayed; if the Replay object failed to execute successfully, some of the
images are displayed depending on what caused the failure. The visual log can be extremely useful for
troubleshooting the execution of a Replay object.

On the Replay Object Execution History - Parent Jobs panel, press F4 and select option V (or enter a V next
to a job) to display the visual log for the job.

e —
f/RPy228 Replay Object Execution History 15:11:87 )
Parent Jobs
Replaoy Object Hame . . : MOHSYSUAL Monitor sys walue changes

Start |ist at Date/Time:

Show only Status . . . : A (T=Terminated, R=Running, C=Complete, A=A11)
Options

1=5elect L=Job Log U=zUisual Log HU=lork with Job *tzHore options

Opt Job MWame Description Date Time User JobHbr Status
U . QOFTJOBD  RPYERECUTE status fo B2/25/85 15:84:38 BOG 343896 C
__ QoF

ECUTE status fo B2/25/88 15:87:36 BOB J43ves €

When you select the execution history
of a Replay object using the V option
(visual log), the View Visual Log panel
displays, with instructions for viewing

Bottom

Fi=Exit Fi4=Prompt F9=5elect Search F21=5ystem Command the ObJeCt’S V|Sua| Iog

\_ J

The Replay object you
selected to display.

RPY286 Uiew Uisual Log 15:11:38

Replay Object naome . . : MOMSYSUAL fMonitor sys walue changes
Parent Job : 343696/B06/00FTJ0BD

Press F8 to start the wiew, or press F3 to exit

Use the following keys to control the wieuw:
Clear Cancel the wiew

Fage Down Display next image

Fage Up Display previous imoge

The parent job is the job
that ran the virtual terminal
job. The visual log is the log
of the virtual terminal job.

Fi=Exit Fi=Begin View
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Displaying an Object’s Visual Log

(Firy 266 Uiew Uisual Log 15:11:38 |
Replay Object nome . . : MONSYSUAL HMonitor sys wvalue changes
Parent Job . . . . . . ¢ 343696/B0E/00FTJOBD

Press F3 to Cancel the Press F8 to start the wiew, or press F3 to exit.

visual log and return to dis- ] ]

) ) Use the following keys to control the view:
playlng the Replay ObJeCt Clear Cancel the wview
. . Page Down Display next image

EXeCUt|0n HIStOFy panel Page Up Display previous imoge
N
Fi=Exit Fé=hegin View
\_ J

Press F8 to begin viewing the visual log and display-
ing the Replay object images. The first image that
the VT received when the Replay object was execut-
ed displays first.

Subsystem : QOIHTER
Display : (PADEVEAEE]

Fasswaord
Frogram/procedure
Menu

Current |ibrary

——>» First image of Replay Object GOODHMORH

The image that displays is the first image in the object. Use
the page up and page down keys to view the images in the
Replay object. Press Clear to exit the visual log display.
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Displaying Job Logs

Robot Replay makes it easy to navigate through a Replay object’s execution history, including job logs. On
the Replay Object Execution History - Parent Jobs panel, enter an L to display the job log for the parent
job. Depending on how a job was set up to run, there may not be a job log for each job.

RPY220 Replay Object E ution History 15:12: 689
Parent Jobs
Replay Object Hame . . : MOWSYSUAL Menitor sys wvalue changes

Start list at DatesTime:

Show only Status . . . : A (T=Terminated, R=Running, C=Complete, A=A11)
lptions

1=5elect L=Job Log U=Uisual Log H=Hork with Job *zMlore options

Opt Job Mame Description Date Time User JobNbr 5tatus
L QDFTJOED  RPYEWECUTE status fo B2/25/B8 135:84:38 GOG 343696 C
QOFTJOBD  RPYEXECUTE status fo B2/25/88 15:87: 36 BOB 343788 C

Bottom

Fi=Exit Fé=Prompt F9=5elect Search F21=%ystem Command

Enter an L and press Enter to display the log
for this job. You can display all of the job logs
associated with this Replay object.

Disploy Spocled File \
File . . . . . OPJOBLOG PagesLine 121
contral ... L 1 Columns 1- 158
Find . . . . . .
[ e NN I e e I e N e T e
ST228E1 USR4M Ge62 18 Job Log EYEIL 82,025,085 15.85:54 Fage 1
Jobname . . . . . ... . . CODFTJOBD User . . . .. . EOB Humber . . . . . . ... . .1 343696
Job description . . . . . . ODFTWJOBD Library . . . . . OGPL
MEG D THPE SEU  OATE TIME FROM PGM L IERARY IHET Td PGEH L IERARY IHET
CPF 1124 Information B8 B2/25085 15:84:26 573328 OWTPIIPP Ik b BEEE $ERT tH
Message . . . . ¢ Job 343696606 QDFTJOED started on 82,2585 at 15:84:25 in
subsystem QBATCH in 03Y:. Job entered system on 8225088 at 15:84:24.
CRIT125 Information B8 B2/25085 1508426 682592 OWTPCRJA ik b a18F $ERT tH
Message . . . . ¢ Job 343696606 QDFTJOED submitted.
Cause . . . . . @ Job 343696 B0BO0FTJOED submitted 0 job queue OBATCH in

QGPL from job 343654 /E0E MQPADEUSEAM. Job 343696 BOEODFTJOED was started
using the ubmit Job (ZEMJOB) command with the following job attributes:
JOBRTY(S) OUTPTY(SY PRTTAT() RTGOTACOCHMDE) SYELIELIRBTEYELIE OQ3YE

ik pov) OHLPEYE OUEREYE) CURL IBC$CRTOFT) IMLL IBLCRETRPYL 1B QGPL
OTEMF RETHETHODE ROBOTL IEY |HLAZPGRP($HOHEY LOGC4 @8 $2ECLULY
LOGELPGHO$YES) LOGOUTPUT( $JOBEHD) OUTOC /+DEU) PRTDEUCPRTE 1) IHOMEGRPY (+ROD)
HOLDC $HOY DATEC#EYEUAL) SWECBBBSAEEE) MEIGO(OUIREYEE0E) CCRIDOGESSS)
SRTEEQC#H /#HERY LAHG IDCEHUY CHTRY IDCUSY JOEMEGOMRC 161 JOBMEGOFL O $HOLRAP)
ALWFLTTHOC#HO) SPLFACHC$KEEP) .

F3SExit  Fl12=Cancel  F19SLeft  F26SFight  F24Shore keys

\ J
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Working with Child Jobs

Robot Replay organizes an object’s execution history in

a hierarchical format and you can drill down to

display each level you need to see. Enter a 1 on the Replay Execution History - Parent Jobs panel to display
the first generation of child jobs associated with the parent job. To see further generations of child jobs,
select a job on the Replay Object Execution History - Child Jobs panel. You can continue this process until

there are no more child jobs to display.

RPY228 Replay Object Execution Histaory 15:12:59 N
Parent Jobs
Replay Object Hame . . : MOHSYSUAL HMonitor sys walue changes
i Start list at Dote/Time:
Enter a 1 neXt to a JOb and press Enter to ShE: on:: S?utu: ‘.3 .".“9: A (T=Terminated, R=Running, C=Complete, A=A11)
0 q [ q n Opti
dlsplaythe Chlld JObS aSSOCIated Wlth the pl;;:r;ect L=Job Log U=zVisual Log H=lork with Job *zHore options
parent job in the Replay Object Execution 0ot 1ob Nese  Deseninti e 1 . sobahe Stat
. . Opt Job Mame escription ate ime ser obHbr Status
History - Child Jobs panel. ]\ QWFTJ0BD  RPVEWECUTE status fa 82/25/08 15:6%.30 BOE 343896 C
__ QOFTJOBD  RPYEWECUTE status fo B2/25/88 15:87:36 BOB 343veE C
Bottonm
F3=zExit F4=Prompt F9=5elect Search F21=5ystem Command
\_ J

Enter 1 to continue displaying further generations
of child jobs for the parent job. When there are

no more child jobs to display, the Replay Object
Execution History - Child Jobs panel will be blank.

The name of the parent job
associated with the child job
you are displaying.

RPY221

Replay Object Haome . .

Parent Job
Start List at Job

Show only Stotus . . .

Options

1=5elect L=Job

Opt Job Mame Descr

Replay Object Execution History 15:13: 22

Child Jobs
MOHSYSUAL  Monitor sy
. 343696/B08/Q0FTJOED

Hame

Wolue changes

A {T=Terminated, R=Running, C=Complete, A=R11)

Log H=Hork with Job *zHore options

iption Date Time User JobhNbr Status

1 OPADEUAAEEG BOB/M)

Press F4 to display a
window listing all of the
options you can select
for the child job. (For de-
tails about these options,
see Working With Parent
Jobs.)

Fi=Exit

Fé=Prompt

FAOEUBEEG User B2/23/85 15:83:89 GOB 143698 C

F9=5elect Search

F21=5ystem Command
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Robot Replay writes every screen it executes to the job log. If a job ends abnormally, you can use the job
log to identify the screen on which the job failed (see Displaying Job Logs, earlier in this section). If the
Replay object was executed in Robot Schedule, look at the Robot Schedule Job Completion History. Below
is an example of the Robot Schedule Job Completion History for the Robot Replay object called
MONSYSVAL (monitor system values).

Displaying Robot Schedule Job History

RET276 Job Completion History 17:14: 28
Start at: Start Date/Time A F4% A1l Job 5tatuses
Options
H=Hork with Job L=Display Job Log P=Percent Complete *=Hore Options
Joh Run
Job Description text Time Date Time 5tatus Job Wbr
Job completed normally. 16:11:54 2725 343613
UTSESSTOH J43THES
MOHSYSUAL 343782,

FizExit F4=Frompt Fi=05YS0PR Hessages F9=5elect Search
Fl1=Hore Info F21=Command Line

These two lines show the history of the MONSYSVAL job:

* The Robot Schedule job named MONSYSVAL
begins.

+ Afew seconds later, the Replay Object MONSYSVAL
establishes a virtual session, VTSESSION.
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Working with Reserved Command Variables

You can display the locations of reserved command variables in a Replay object. To display the locations,
enter a 12 next to the object containing the variable on the Work with Replay Objects panel and press Enter.
The Reserved Command Variable Usage panel displays, listing the reserved command variables in the
Replay object. You can use this panel to display information about a reserved command variable, display

a list of where in the Replay object a variable is used, and replace a reserved command variable with a

different variable throughout the Replay object.

. S— fFrv26n Mork with Replay Objects 12:38:11 )

Enter a 12 next to the object containing the stant 11t with fop icat on
variable on the Work with Replay Objects R
panel and press Enter. The Reserved \ ‘)=I;::|I':;tinn I8=Renane  Il=History  14=Print  ?=fors options
Command Variable Usage panel displays. 13" ONEVSURL Tomicon mus valus shanger o R
(Fryasa =d Command Uariable Usage 12:48:21 )

Replay Object . . . . : MOHSYSUAL HMonitor sys walue changes

Image Sequence . . . . : *ALL

Start List at Uariable :
Options Bottom

1=z5elect 2zUhere Used  7=Replace F3=Exit Fé=Pronpt Fo=Create F9=Select Search F21=Systen Command
Opt Uariabl 1] ipti J
i_ E@g;;TBB; Message IDe;:;::mI;:\ue Change

Enter a 2 to display the Reserved
Bottom .
FisExit  F21=Systdq Command [~ Command Variable Where Used
\_ J panel. This panel lists all of the
\ locations within the Replay object

You can enter a 1 to display a panel where the reserved command
that lists information about the reserved variable is used.
command variable, such as its name,
description, and value.

RFY231 Reserved Command Uariable Hhere Used 12:49:83
Reserved Command Uarioble : =eCPF18HG Message 10 System Walue Change

Stort List at Replay Object

Options
1=5elect 2=Nodify Image 3=Previev Image
Replay
Object

MOHSYSUAL

Image Description
18 Panel 18

Opt

You can select a variable, or edit
or preview the image contain-
ing a variable. For information
about using these options, see
Reserved Command Variables,

later in this user guide. Botton

Fi=Exit

F21=5ystem Command
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Working with Reserved Command Variables

You can replace a reserved command variable with another reserved command variable. When you replace
a variable within a Replay object, you replace every occurrence of the variable in the object. When you
replace a variable globally, you replace every occurrence of the variable in every Replay object (for more
information see Reserved Command Variables, later in this user guide).

-_—
ﬁ\r‘238 Reserved Command Uariable Usage 153:45: 86 \
Replay Object . . . . : MONSYSUARL Monitor sys walue changes
Image Sequence . . . . *ALL
Start List at Uariable
Options

1=5elect 2zlhere Used T=Replace

Opt _Uariable Description
,7  ®eCPF1GA6 Message |0 System Ualue Change

To replace the reserved command variable FiExit F21sSysten Command Botton
with another reserved command variable J
within the Replay object, enter a 7 next

to the variable. The Reserved Command

Variables panel displays.

RPY232 zserved Command Uariable 12:54: 41

Reserved Command VYariable:
Hame . . . . : e=CPF1GA6
Oescription @ Message |0 System Ualue Change
Ualue . . . : CPF1ERAG

Replace with Reserved Command Uariabhle:
Hame . . . . (F4=Prompt)
Oescription
Program
Parameter

Replacement will occur only in Repla) object MOHSYSUAL

Fi=Exit Féd=PFrompt F21=5ystem Command
Enter o new name and press Enter to replace wvariable

Press F4 to select from a list of reserved command
variables defined to the system.
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Printing a Replay Object

You can print all of the images in a Replay object. Select the object from the Work with Replay Objects
panel and enter option 14 (or press F4 to display the options window). When you press Enter, a window
displays that you can use to specify an output queue and library (the default is the print queue associated
with your user profile).

RPY 268 Hork with Replay Objects 18: 16; 29

Start list with Applicotion .
ﬂptiuns RPY301
1=Select 2=Images 1=Select Option
9=Information 18=Rename
Replay bork with Replay Okjects
Object Description 1=Select Replay Okject
MOHSYSUAL  Monitor sys ; 2=lork With Replay Images
3=Copy Replay Okhject
4=Delete Replay Okject
E=Preview Replay Okject
E=Execute Replay Okject
F=Schedule in ROEQT
9=Display Ohject Info
lo=Rename Replay Okject
l1=Execution Histery
12=Yariables Used
14=Print Replay Okject
_ 1E=Text for Replay Object
F3=Exit Fll=More Infe Ecottom

Opt

Fé4=Prompt Fo=Create

Select option 14, Print Replay Object, to
print all of the images in the Replay Object. A
window displays that you can use to specify
an output queue and library.

RPY399
Select Output Queue for the Report.

Qutput queue . . . @ *
Library

Fi=Exit
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Adding Text to a Replay Object

You can add additional information or instructions to a Replay object. This can include things such as run
instructions, details on what the object does, alternative schedule instructions, or any other notes that you

want to keep with the object.

To add text, select the object from the Work with Replay Objects panel and enter option 15 (or press F4 to
display the options window). When you press Enter, a panel displays that you can use to type whatever text
you want to add to the object. Additionally, you can specify the sequence in which the lines of text should

display.

On the Text for Replay Object
panel, type the information or
instructions you want to keep
with this object.

Type a number by each line of
text to indicate the order in which
the lines should be displayed.

RPYZ8B

Replay Object Name .

Text for Replay Object

13:54:37

Monitor sys walues

F3=Ex1it F12=Frewvlous
Fl8=Receguence F21=8y=tem Command

To reorder the lines of text, type the correct numbers for each line under
Seq. Then, press F18 to reorder the lines based on the sequence you

entered.

To delete a line of text, remove its sequence number and press Enter.




Notes:
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B Introduction

B User Profile
Enrollment

B Replay
Applications

B Role-Based
Security

Robot Replay provides system setup options that you use to enroll users in
Robot Replay create and maintain groups of Replay objects (called
applications), and establish and maintain Robot Replay security for users,
objects, and applications. Generally, you set these options when you first
install Robot Replay and then change them as necessary.

You use Robot Replay user profile enrollment to enroll all of the user
profiles in Robot Replay that Robot Replay will use to learn or execute
Replay objects.

In Robot Replay, you can group Replay objects into Replay applications
to organize your objects logically. Each Replay object can belong to only
one Replay application, but a Replay application can contain multiple
Replay objects. You can perform the following tasks with applications:

» Change the application to which a Replay object belongs
» Secure Replay objects by application
» Display Replay objects online, sorted by application

* Generate a report of Replay objects organized by application (see
Reports).

Note: If you do not specify an application when you create a Replay
object, Robot Replay places the object in the *BLANK application.

Robot Replay provides a role-based security structure with two pre-
defined roles, Administrator and User. You can copy these roles to use

as templates for new roles, but you cannot change them. However, Robot
Replay users with appropriate security privileges (such as Replay
Administrators), can create other security roles, assign users to them, and
determine which users have access to Replay functions (such as menus
and commands), as well as Replay applications and their data (Replay
objects).

Robot Replay also provides an option to simulate active role-based
security. You can use this option to test the authority you have specified
for your Robot Replay users for various Replay objects before you activate
role-based security.

Note: When you use Robot Replay role-based security, you can specify
whether IBM 1 users with *ALLOBJ authority and no Robot Replay
security role should be authorized as Robot Replay Administrators (see
Turning Role-Based Security On And Off).
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System Setup Menu

Select option 2 from the Robot Replay Main Menu to display the Robot Replay System Setup Menu.
You use this menu to enroll user profiles in Robot Replay, set up and maintain Robot Replay
applications (groupings of Replay objects), and set up, test, and activate Robot Replay security.

Select option 2 to create or maintain
your Robot Replay applications
(groups of Replay objects).

Select option 1 to enroll user
profiles in Robot Replay that will
execute Robot Replay objects.

System Setup Menu 14:19: 86

Select one of the follopling:
1. User Enrollment
2. Hork with Applications

3. Product Security Menu

Selection: __

F21=5ystem Command

Select option 3 to set up security roles and their
access, and to turn Robot Replay role-based
security on and off.
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Enrolling
Robot Replay
User Pro iles

User Profile
Characteristics

Removing
Enrolled
Replay Profiles

User Profile
and Password
Encryption

To use Robot Replay, you must enroll the user profiles that

Robot Replay will use when it learns and executes objects. When

the Replay User Profile Enrollment panel displays initially, only the
RBTREPLAY profile is listed. You can use this profile to learn or create
objects, or create new profiles. However, we recommend creating a new
profile to use with Robot Replay

Whether you create a new user profile or select an existing user profile,
the profile you enroll must have the characteristics shown in the following
table:

Item Setting

Robot Replay password Must match the profile’s IBM i password.
Set password to expire *NO

Status *ENABLED

Initial program *NONE

Initial menu *MAIN

Cannot be *YES

Must have authority to the commands and the
third-party application process that you want
Robot Replay to learn or execute

*NONE

Limit capabilities

Special authorities

Special environment

You cannot remove a user profile that is enrolled in Robot Replay if that
profile is used by one or more Replay objects. To remove the profile, you
must first remove the connections between the profile and the Replay
objects (see Defining Replay Objects).

Note: You cannot remove the RBTREPLAY user profile.

The user profiles and passwords that you enroll in Robot Replay are
stored as encrypted data in the Robot Replay library.
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Enrolling a User Pro ile

To enroll a user profile in Robot Replay select option 1 from the System Setup Menu to display the User
Enrollment panel. Then, press F6 to enroll a user profile.

(rrizaz Systen Setup Menu 14:19: 86\
SETUP

Select one of the folloving:
1. User Enrollment
2. Hork with Applications

3. Product Security Menu

Select option 1 to display
the User Enroliment panel.

Selection: 1

F3=zExit F21=5ystem Command

\_ J

To view or edit a Robot Replay user
profile’s description or password, enter a 1.

RPY204 User Enrollment 15:39: 36
Start list with User Profile

Options
1=5elect 4=Delete

=
=
|FF

User Profile Description

BOB All Replauy objects
BREHDA Brenda

BREHDAUSER BEREMDAUSER Profile
KK Account Manager
RETREFLRAY RETREFLAY

SUFFORT support

YLUOHHE Yuonne

Fi=Exit Fo=Create F21=5ystem Command

To remove an enrolled Robot Replay user profile,
enter option 4. A confirmation window displays to
confirm the deletion. Press Enter to remove the
profile; F3 to cancel the process.

To create a new Robot Replay
user profile, press F6.

Note: You cannot remove a user profile enrolled in
Robot Replay if the profile is associated with one
or more Replay objects. To remove the profile, you
must first remove any associations between the
profile and Replay objects .
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Creating a Robot Replay User Pro ile

To create a Robot Replay user profile, you enter a profile name, description, and password for the profile.
Robot Replay uses this password to sign on to an interactive job when it learns or executes a Replay object.
You must enter the password twice to verify it.

Important: If the user profile you enroll is no longer on the IBM 1, has an expired password, or has a
password that does not match the password you enter here, any Replay object you create or attempt to
execute with this user profile will end abnormally because Robot Replay cannot use the profile to sign on
to the IBM 1. Also, if the IBM 1 password for this user profile changes, you also must change the password
for the enrolled Replay profile to execute the Replay objects associated with it.

Note: If your Robot Replay job ends abnormally, you can look at the batch job log, view QHST, or use
Robot REPLAY’s visual log feature to examine why the Replay object execution failed (see Displaying An
Executed Object’s Visual Log, earlier in this user guide).

Enter the name and a meaningful Enter the password for the profile.
description for the user profile. The password you enter here must
match the password for this user
profile on the IBM i.

Enrolled User Profile 15:23: 11

nrolled User Profile
Hoame
Oescription

Fassword

erify password . .

FizExit F12=Previous F21=5ystem Command

Enter the password
again to verify it.
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B Robot Replay
Applications

B Authorizing
Users

B Rules

Robot Replay applications are basically groupings of Replay objects that
you can use to help you keep your Replay objects organized

and secure. In addition to the Replay applications that you create, Robot
Replay creates a *“BLANK application. If you do not specify an
application for a Replay object, Robot Replay automatically groups the
object in the * BLANK application.

To safeguard your Replay objects, you can create security roles in Robot
Replay specify the specific access rights that these roles have in a Robot
Replay application, and then assign users to these roles (see Robot
Replay Role-Based Security for more information).

The following describes how you could use Robot Replay applications
and security to organize your Replay objects and control access to them:

1. You create a Replay application called Payroll and assign one or more
of your Replay objects to it.

2. You create two Robot Replay security roles, one called Payroll User,
the other called Payroll Administrator.

3. To control access to the Replay objects in the Payroll application, you
specify application access rights, such as view, change, or execute to
your Payroll User and your Payroll Administrator roles.

4. You assign specific users to each security role. When a user attempts to
view, execute, or change the objects in the Payroll application, their
access privileges are controlled by the security conditions you
specified.

Note: Using Robot Replay role-based security with Replay applications is
optional—you can use applications to organize and categorize your
Replay objects without securing them.

The following rules apply to Robot Replay applications, objects, and
security roles:

* A Robot Replay object can be assigned to only one Robot Replay
application at a time; multiple Robot Replay objects can be assigned to
one Robot Replay application.

* You cannot delete a Robot Replay application that is associated with a
Replay object. To delete the application, you must first assign the
Replay object to another Replay application (see Assigning Objects to
a Robot Replay Application, later in this section).

* Auser can belong to only one security role at a time.
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Working with Robot Replay Applications

You can group your Replay objects into categories called applications. Applications help you organize your
Replay objects and keep them secure.

.,
fhiry292 System Setup Menu 14:19: @6
SETUP )

Select one of the following:

1. User Enraol Iment

2. Hork with Applications

Select option 2 from the System
Setup Menu to display the Work
with Applications panel.

3. Product Security Menu

Selection: 2_

F3=zExit F21=5ystem Command

\_ J

RPYEZ212 Hork with Applications 15:27: 49

Start at Application

Options
1=5elect 2=fssign Replay Objects J=Copy 4=zDelete
S=Authorized Roles f=Rename

Description
*BLARK Represents the blank opplicotion code

Fo=Add Application F21=5ystem Command

Press F6 to define a Ro-

The *BLANK application is created automatically by s

Robot Replay. This is the only Replay application that
exists until you create other applications. If you do not
specify an application when you create a Replay
object, the object is automatically assigned to the
*BLANK application.
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Creating a Robot Replay Application

You can create Robot Replay applications as a convenient way to organize and secure your Replay
objects. Use the Work with Applications panel to create, edit, rename, or delete applications (groups of
Replay objects), to assign one or more Replay objects to an application, and to specify the security roles

that are authorized to use the application.

' 4ETHE lork with Applications 15:27:49 "\
Start ot Application :
Options
1=5elect 2=zfissign Replay Objects 3=Copy 4=Delete
S=Ruthorized Roles T=Rename
Opt Application Description
_ *ELANK Represents the blank application code
Press F6 to create a new Robot
Replay application. The
Application panel displays. \
\ Bottom
FizExit Fé=Add Application F21=5ystem Command
G J

RPYBE213 Applicatiaon

Application Properties:
Hame -, PRYROLL
Description . . .

15:28: 24

Contains the Replay payroll objects

F21=5ystem Command

F12=Previous

Enter a name for the application. The Replay
object name can be any string of alphanumeric
characters with no blanks; the first character
must be an alphabetic character.
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Assigning Objects to a Robot Replay Application

You can assign one or more Replay objects to an application. However, a Replay object can be assigned
to only one Robot Replay application at a time.

 (ITAF Work with Applications 11:88:16
Start at Application
5 N Options
Use Opt|on 2 to aSS|gn one 1=5elect 2=Assign Replay Objects 3=Copy 4=Delete
. S=futhorized Roles T=Rename
or more Replay objects to
0 o Opt Hpplication Description
the app“catlon The Replay __ *BLANK Represents the blank application code
. . . __ GOODNORH Good Morning Reports
ObJeCt Flnder panel d|Sp|ay3_ \ __ MOMITOR Checking system activity
[~2_ PAYROLL Replay paurall objects

Bottom

F3=Exit Fé=Add Application F21=5ystem Command

\ J

RPY3B26 Replaoy Object Finder 11:88:; 37
Start list with Application

Options (5elect as many aos you need)
I1=5elect
Replay Iser
Opt Dbject Description fApplication Profile
GOODOMHG R/SCHEDULE Good Morning Report  GOOOMORM BOG
MONSYSUAL  Monitor sys walue changes MOH I TOR BOB
FARYROLL Run poyroll reports FRYROLL all]s]

Bottom

Fi=Refresh F9=5elect Search F21=5ystem Command

Enter a 1 next to each Replay object you want to
assign to the application. A Replay object can be
assigned to only one application at a time.
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Copying Robot Replay Applications

You can copy an existing Robot Replay application to use as a template for a new Replay application.

PYaz12 Hork with Applications 11:81:19
G ™
Start at Application :
H Options
When you enter optlon 3’ Copy’ 1=5elect 2=fissign Replay Dbjects J=Copy 4=Delete
the Application panel displays the S=Authorized Roles  7=Renane
application you selected with the Opt Rpplication Description
o . *BLANK Represents the blank application code
Name field blank. Enter a new — GOODMORN Good Norning Reports
. . MOHITOR Checki jui
name to create a new application ™———35 FfaroLL on 1oy oo 1 b ete
from the existing application.
Bottonm
Fi=zExit Fo=Add Application F21=5ystem Command
\ J

RPYRBZ213 Application

Application Properties:
Hame . . . . . . : EOYPAYROLL

Oescription . . . @ End-of-year Replay payroll objects

11:84: 88

Fi=Exit F12=Previous F21=5ystem Command
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Deleting Robot Replay Applications

You can delete a Replay application that is not associated with a Replay object. To delete a Replay
application that is associated with a Replay object, you must first assign the Replay object to
another Replay application (see Assigning Objects To A Robot Replay Application, earlier in this
section)

When you enter option 4, Delete, a confirmation window displays
to verify the deletion. Press Enter to delete the application; F3 to
cancel the process.

Note: You cannot delete a Replay application that is associated with
a Replay object. To delete the application you must first change the
associations.

RPYAZ212 Hork with Applications 11:84: 41

Start ot Appl}

Options
1=5elect 2=Assign Replay Objects 4=Delete
J=fAuthordzed Roles f=Rename

lgplication

*BLANE Represent

EOYPAYROLL End-of-ye RPYRIEZ 11:85:17

GOODMORN Good Morn

MOM I TOR Checking

FAYROLL Replay pa You houve selected to remoue 1
Applicationis)

Press Enter to Confirm

F3=Exit without Processing

Fi=Exit Fo=Add RApplication F21=5ystem Command
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Specifying Access Rights to Robot Replay Applications

When you create a Robot Replay application, you can specify which Robot Replay security roles have
application access rights to the Replay objects associated with the application.

(rrvnziz Hork with Applications 11:87:28 |
. N Start at Application
Enter option 5, Authorized Roles, Options
c - 5 1=5elect 2=Rssign Replay Objects 3=Copy 4=lelete
neXt tO an app|lcat|0n tO dISp|ay S=fAuthorized Roles T=Rename
the Authorized Roles panel which Opt Application Description
lists the roles currently defined e e e in epanrs CPPlication code

NMOHITOR Checking system octiuity
PAYROLL Replay payroll objects

(I

and their current access rightsto | —]_
the application.

Bottom

Fi=Exit Fé=Add Application F21=5ystem Command

\ J

RPYBZ15 Authorized Roles 11:88: 25

Application . . : PAYROLL
Oescription . . : Replay payroll objects

Stort ot RAole
Options
I=fApplication Access Rights

Access

pt Role Description Rights
AOMIHISTRATOR Robot /REFLAY Administrator Change
PAYROLLADMIH Fayrall Administrator Change

RPYBE216 IEE&E 11:88:52

: PAYROLLADMIN
Description . @ Poyroll Administrator

Application . : PAYROLL
Description . : Replay poyroll objects

Access Rights @ 2 @=sExclude

/ 1=View only Bottom
2zChange

F3=Exit F12=Previous F21=5ystem Command

Fi=Exit F21=5ystem Command

Enter option 1, to change the application access rights for a specific security
role. When the Access Rights window displays, you can use it to specify
different application access rights for the security role (see Robot Replay Role-
Based Security, and Assigning or Changing a Role’s Application Access Rights).
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Renaming Robot Replay Applications

You can rename an existing Robot Replay application.

Enter option 7, Rename, to
display the Application panel
with a blank New name field.

RPYBE213

fipplication Properties:

"ﬁPVB2l2 Work with Applications

Start at Application

Options
1=5elect 2=Rssign Replay Dbjects 3=Copy 4=Delete
S=Ruthorized Roles T=Rename

Opt AHApplication Description

_ *BLAHK Represents the blank application code

I N T EOYPAYROLL End-of-year Replay payroll objects

__ GOODAMORH Good Morning Reports

__ NOHITOR Checking system activity

__ PRYROLL Replay payroll objects

Fi=Exit Fé=Add Application F21=5ystem Command

.

11:85:568 '\

Bottom

J

Application 11:86; 24

Hame . . . . . . : EOYPAYROLL
ODescription . . . @ End-of-year Replay payroll objects

Hew name

Fi=Exit F12=Previous

F21=5ystem Command
Specify a new name and press Enter to rename the Mpplication.

Enter a new name to rename
the existing Replay application.
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B Robot Replay
Role-Based
Security

B Security Roles

B Application
Access Rights

Robot Replay provides an optional role-based security system that uses
roles and applications to secure access to functions and Replay object data.
Function security allows you to control access to specific Robot Replay
functions, such as commands or menus. Application security allows you to
control access to specific data, such as Replay objects.

Robot Replay is shipped with two, predefined security roles,
Administrator and User. You can copy these roles to use as templates
for defining other roles, but you cannot change or delete them.

* A Robot Replay User has view-only access to secured
Robot Replay functions (such as system setup) and can learn and
execute Replay objects.

* A Robot Replay Administrator has User rights and can also create
other security roles, specify the function access rights that these roles
have in a Robot Replay application, and assign users to roles.

Robot Replay uses application access security to control access to
Replay objects and their data, including the images in the object. You use
applications and security roles to secure Replay objects among one or
more users. You can vary the specific application access rights by role.

The following table describes the Robot Replay application access
rights:

Access Type |Access Rights

Change The security role can change the object.

Exclude The security role cannot view, use, or change this object or
operation .

Use The security role can perform the operation or use the
object.

View Only The security role can view the object or operation, but they
cannot use it or change it.
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B Function
Access
Rights

B Defined Role
Access Rights

In Robot Replay a function refers to a functional area of the product,
such as menus or commands. You use function access security and

roles to control access to

Robot Replay functions. For example,

a Robot Replay Administrator might create a role called Report Viewer
and give Robot Replay Report Viewers view-only access to Robot
Replay reports. The administrator could give users in other roles
different report authority. The following table describes the eight
Robot Replay functions and the access that each controls:

Function Controls Access To...

APPLICATIONS The Work With Applications menu option and its
Replay application maintenance functions.

REPORTSMENU The Reports menu option.

RPYEXECUTE The RPYEXECUTE (Execute Replay Object)
command and option 6 (Execute Replay Object) on
the Work with Replay Objects panel.

RPYSTRLRN The RPYSTRLRN (Learn Replay Object) com-
mand and F6 (Create Replay Object) on the Work
with Replay Objects panel.

SECURITY The Security Menu and its options, including
security roles, access rights, and the ability to turn
role-based security on and off.

SYSTEMCOMMAND [ The command prompt line (F21)

USERENROLLMENT | The Replay User Profile Enrollment panel and the
Replay User Profile Edit panel options

WRKRPYOBIJ The Work with Replay Options menu option.

The following table lists

the function access rights for the pre-defined

Robot Replay security roles of User and Administrator. You can use this
table as a guideline when you copy or create your own security roles.

Robot Replay Role

Function User Administrator
Applications (Robot Replay application) View-only | Change
Security

User Enrollment

Execute Replay objects Use Use

Learn Replay objects

Reports Menu

System Commands

Work with Replay objects

Page 78




Robot Replay Security

B Robot Replay
Security Modes

B Security
Configuration
Guidelines

You can configure Robot Replay security in multiple ways. However,
there are two basic security modes, *INACTIVE and *ACTIVE.

* *INACTIVE mode: Role-based security is off.
This is the security mode when you install Robot Replay, or when
role-based security was active and you turn it off. In this mode, Robot
Replay security is off. This is the most open, least secure Robot
Replay configuration.

« *ACTIVE mode: Role-based security is on.
In this security mode, function access control is active based on roles,
and application access control to Replay objects may be active. You
have installed Robot Replay, planned, set up, and tested your
configuration, and have turned role-based security on. You may also
be using Replay applications to control access to your Replay objects.
Using role-based security to control access to Replay applications and
functions is the most secure Robot Replay mode.
Note: The current Robot Replay security mode is indicated in the
Security Status field in the top, right-hand corner of certain panels.

How you set up your Robot Replay security configuration depends on a
number of factors, such as the number of Replay objects you have and the
number of these objects that contain sensitive data. The following table
outlines security configurations guidelines to use based on these factors.

Number Of Amount Of Security Configuration
Replay Objects | Sensitive Data | Guidelines
Few None to small Turn security off, or use some
function access security
Medium Use function access security to
control access to Robot Replay
functions
Large Use application access security to
control access to Robot Replay
objects
Many None to small Turn security off, or use some

function access security

Medium Use application access security to
control access to Robot Replay
objects; use some function access
security

Large Use both application access and
function access security to control
access to all Robot Replay
functions and objects
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B Security Notes

B Security Setup
Process

The following items apply to Robot Replay role-based security:

* A Robot Replay administrator has access to all Robot Replay
functions: panels, menus, function keys, commands, objects, images,
and so forth.

» Ifyou delete a Replay application, any associated application access
rights are removed.

+ Ifyourename a Replay application, any associated application access
rights transfer to the renamed application.

The following is a brief overview of the process of setting up role-based
security in Robot Replay:
1. Plan your security setup and keep the following items in mind:

*  Which security roles will you need, and what function access rights
and application access rights should each role have?

»  Which users do you need to assign to a role?

* Do you need to create and/or rename Replay applications to group
your Replay objects?

2. Create your roles and applications, with the appropriate function access
rights and application access rights.

3. Assign users to roles.

4. Test user access to Replay objects by simulating role-based security
and make any changes as necessary.

5. Turn on Robot Replay role-based security and decide whether Robot
Replay should recognize * ALLOBJ special authority and application
access rights.
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If you have the appropriate security privileges, you can use Robot Replay security to control certain
Robot Replay functions such as executing Replay objects, learning Replay objects, maintaining Replay
applications, enrolling users, and generating reports. You also can create and maintain Robot Replay
security roles, and secure sensitive data.

Using Robot Replay Role-Based Security

{ Rry232 System Setup fMenu 14:10:06 |
SETUP

Select one of the following:

To set up and work with 1. User Enrallnent
Robot Replay role-based 2. Work with Applications
security, select option 3 from 3. Product Security Menu
the System Setup Menu. \

Selection: 3_
Fi=Exit F21=5ystem Command
Select option 1 to set up and \_ J
work with Robot Replay
security roles.

RPY293 Product Security Menu 14:22:55
SECURITY
Select one of the folloving:
1. Product Security Roles
2. Replay Object Execution Rights

3. Product Security Settings

Selection: __

F21=5ystem Command

Select option 3 to turn Robot Replay role-based security

Select option 2 to test or change a on or off, specify whether IBM i users with *ALLOBJ
user’'s authority to Replay objects by | special authority not assigned to a Robot Replay security
simulating role-based security. role can act as a Robot Replay Administrator, and indicate

whether Robot Replay should use the access rights and
relationships you have specified using your Robot Replay
applications and roles.
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Working with Robot Replay Security Roles

You can select a Robot Replay security role and view its description, display which users are assigned to a
role, create or copy roles, delete user-defined roles, view and maintain the access rights assigned to a role,

and rename a role.

To set up and work with
Robot Replay security
roles, select option 1 from
the Product Security Menu.
The Product Security Roles
panel displays.

RPYBaz2a4

Start at Role

{’ RPv293 Froduct Security Nenu 14:22:55 "\
SECURITY
Select one of the folloving:
1. Product Security Roles
2. Reploy 0Object Execution Rights
3. Product Security Settings
Selection: 1
F3zExit F21=5ystem Command

Product Security Roles 14:82:55

Security Status: #*[HACTIUE

Options
1=5elect

Opt Role

2zRole Users
5=Function Access Rights

3=Copy 4=Delete

6zApplication Access Rights T=Rename

Description

AOMIHISTRATOR
ISER

Fi=Exit Fo=Add Role

Fobot REPLAY Administrator
Robot REPLAY User

Bottom

F21=5ystem Command
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The current Robot Replay security mode. Any changes you make on this
panel will not take effect until role-based security is active. There are
three possible values for this field:

*LEGACY Displays only if you converted from Robot Replay 2.0 and
have never turned role-based security on.

*ACTIVE Indicates that Robot Replay role-based security is on.

*INACTIVE Indicates that Robot Replay role-based security is off.

RPYEZ204 Product Security Roles 14:82:35

Start at Role . Security Status: *IHACTIVE
Options

1=5elect 2=Role Users J=Copy 4=lelete

3=Function Aecess Rights G=Application Access Rights f=Rename

Rele Description
AOMIHISTRATOR Robot REPLAY Administrator
IISER Robot REPLAY User

Bottom
Fi=Exit Fo=Add Role F21=5ystem Command

The security roles currently defined in Robot Replay and
their descriptions. The Administrator and User roles are
shipped with Robot Replay and cannot be changed.

Page 83

Robot Replay Security



Robot Replay Security

Viewing Security Roles

Use the Product Security Roles panel to select a Robot Replay security role and view its description,
display which users are assigned to a role, create or copy roles, delete user-defined roles, view and
maintain the function access and application rights assigned to a role, and rename a role.

(rPvoza4

Options
1=5elect

Start at Role .

S=Function Access Rights

14:82:55 "\

Security Status: *|NACTIUE

Product Security Roles

3=Copy 4=Delete
b=fApplication Acce

2zRole Users
T=Rename

Description

Fi=Exit

.

Robot REPLAY Administrotor
Robot REPLAY User

Bottom

J

Fo=Add Role

F21=5ystem Command

RPYBEZE2

Role Properties:
Hame

. AOMIHISTRATOR
Oescription

Fi=Exit

F21=5ystem Command
Information in Inquiry mode only.

To select a role, enter option 1 next
the role. The Role panel displays the
name and description of the role.

Robot REPLAY Administrator

You cannot change the predefined
Robot Replay roles of Administrator
and User.
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Adding Security Roles

You can create your own security roles from scratch, or copy an existing role and change its name (and any
other attributes). To create a new role from scratch, press F6 to display a blank Role panel. To create a role

from an existing one, select option 3 next to the role you want to copy. When the Role panel displays, you

can use it to name and describe the role.

fFrvazod Product Security Roles 14:84: 14 "\
Start at Role . Security Status: *[HACTIUE
- Options
Enter Optlon 3 neXt tO a rOIe 1=5elect 2zRole Users J=Copy 4=Delete
9=zFunction fAccess Rights 6=fpplication Access Rights f=Rename
and press Enter to copy the \
: 0 Rol 1] ipti
role. The Role panel displays. -il RO THISTRRTOR Robot REPLAY Hdmini:f:::z:mn
__ USER Robot REPLAY User
Bottom
F3=zExit Fo=Add Role F21=5ystem Command
\. J
( Rrvazaz 14:84:53 |
Role Properties:
Hame . . . . . . : PAYROLLUSER
Description . . . : Payroll Administrator
Enter a name and description for the
—— role and press F12 to save it and return
to the Product Security Roles panel (or
press F3 to cancel the process).
F3i=Exit F12=Previous F21=5ystem Command
\. J
ﬁVBZB‘I Product Security Roles 14:85: 43 \
Start at Role . Security Status: ’;IHHETIUE
Options
1=5elect 2=Role Users 3=Copy 4=lelete
3=Function Access Rights b=fApplication Access Rights T=Rename
opt Role _ Description
__ ROMINISTRATOR Robot REPLAY Administrator
__ PAYROLLUSER Fayrol |l Administrator
__ USER Robaot "REPLAY User
[~ The Product Security
Roles panel displays with
your new role.
Botton
Fi=Exit Fo=Add Role F21=5ystem Command
\. J
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Removing Security Roles

You can use Robot Replay to delete any security role that you have created.

Note: You cannot delete the Administrator and User roles that are shipped with Robot Replay

Enter option 4 next
to a security role and
press Enter to delete it.

RPYAZE4 Product Security Roles 14:87: 21

Start at Role / Security Status: *|HACTIUE
Options

1=5¢elect 2=Role Users 3=Copy 4=Delete

JzFunct yon Access Rights 6zApplication Access Rights f=Rename

Description

AOMIHISTRATOR
FAYROLLADMIH RPYa 382 14:87: 28
USER

You hauve selected to remove |1
Secure Role{s).

Press Enter to Confirm

Fi=Exit without Processing

Fi=Exit Fo=Add Role F21=5ystem Command

When you enter option 4, Delete, a
confirmation window displays to verify
the deletion. Press Enter to delete
the security role; or F3 to cancel the
process.
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Adding Users to Security Roles

You can display the users currently assigned to a security role and add new users.

Note: A user can belong to only one security role at a time.

m\r'8284 Product Security Roles 14:88: 54\
Use Option 2 tO d|Sp|ay Start at Role . Security Status: ;IHHETIUE
Options
1=5elect 2=Role U 3=C 4=Delet
the users that belong to a 5=F:nz:inn Ilcce:selli;:'t.: 6:“::?icntinneﬁ:c:ss Rights T=Rename

rity role.
secu ty ole Opt Role Description
_ AOMIHISTRATOR Robot REPLAY Administrator

~2  PAYROLLAOMIH Payroll Administrator
__ USER Robot REPLAY User

Bottom
Fi=Exit Fo=Rdd Role F21=5ystem Command

\_ J

PAYROLLADOMIH FPayrall Administrator

Options
4=Remove

Opt Iser Description

Fi=Exit Fo=Add User F21=5ystem Command
Ho records exist to be displayed.

The Role Users panel lists the users currently
enrolled in the security role. For a new role, this
panel is initially blank. Press F6 to add a new
user.
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Adding Users to Security Roles

(rrvia23 User Profile Finder 14:59:5¢ |
When you add a user, the User T Prafile
PI’OfI|e Flnder panel dlsplays / Options (Select as many es you need)
S0 you can select one or more 1=Se lect
users for your role Opt lUser Profile Description
_ BEUSER Work Station User BBUSER
1 BOAUISOH Bob
/l BEH Ben
_  BENPORTAL Ben
_ BILL
_  BILLE test of SECURITY in BATCH
_ BILLE1 test prafile faor Bill
_ BJOHHSOH Brian
_  BLOFTES Bill
_  BLPDISABLE
_  BLPERP
_  BLPLIMITR
_  BLPHOERIST
Hore...
F3=Exit FizRefresh F21=5ystem Command
\_ J

Enter a 1 next to each user you want to
include in the role, press Enter to save
your changes, then press F3 to return to
the Role Users panel.

RPYE281 14:11: 52
Role . . : PAYROLLAOMIH Foayroll Administrator

Options
t=Remove

Opt User Description
EOAUISOH Bob Davison
BEH Ben Peter

Bottom

Fi=Exit Fo=Add 3 ystem Command

The updated Role Users panel displays the users you
selected to be in the role and their descriptions.
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Removing Users from Security Roles

You can delete one or more of the users currently assigned to a security role.

Note: A user can belong to only one security role at a time.

{rraznt Role Users TRERT
Role . . : PAYROLLAOMIH Payrol | Administrator
To remove one or more users Dot fons
from a role, enter a 4 next to #=Remove
each user on the Role Users —_| ot User Descrintion
panel and press Enter. - MR- RPY0382 14:12: 44

You have selected to remove 1
Role User(s).

Press Enter to Confirm

Fi=Exit without Processing

Bottom

F3=Exit Fo=Add User F21=5ystem Command

\ J

A confirmation window displays to verify
your decision. Press Enter to continue;
F3 to cancel the deletion.

Role . . : PAYROLLAOMIH Fayrol | Administrator

Options
4=Remove

Opt Usepr Description
_ BEH

Fi=Exit Fo=Add User F21=5ystem Command
User BOAVISON removed.

The updated Role Users panel displays
a message indicating that the user was
removed from the role.
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Displaying and Maintaining Function Access Rights for Users and Roles

You can view the current function access rights for the users in a role and maintain (edit) those rights for
a role that you have created. You cannot change the access rights for the defined roles, Administrator
and User, that are shipped with Robot Replay.

frrvaza4

Options

To view the current function
access rights, enter option 5
next to a security role.

|~

Start at Role .

1=5elect 2zRole Users 3=Copy 4=lelete
9=Function fAccess Rights G=fpplication Access Rights T=Rename

Product Security Roles 15:19: 83 \

Security Status: *[HACTIUE

Description

The name and
description of
the security role.

The name and
description of each
secured function.

USER

F3=zExit Fo=Add

\

op Role
--.‘-\\\\\- __ ROMIMISTRATOR Robaot 'REFLAY Administrator
5 PAYROLLADOMIH

Payroll Administrator
Robot "REPLAY User

Bottom
Role F21=5ystem Command

RPYEZE5

Role . . . . : PAYROLLADMIN

Function :cess Aights 18:11:53

Oescription : Paoyroll Administrator

Options
1=5elect Access Rights

Opt Secured Function

9=fAuthorized Roles
Access
Description Rights

AFFLICAT IOHS
REFORTSMEMU
RPYERECUTE
RPYSTRLAH

SYSTEMCOMMAKD
USEREMROLLMEMT

— SECURITY
~ URKRPYOBJ

Applicaotion Codes Exclude
Reports Menu U=e
Execute Replay Objects Use
Learn new Replay Objects Use
Product Security Exclude
System Command Line Use
User Enraollment Change
Hork with Replay Objects Use

Bottom

Fi=Exit F21=5ystem Command

The current access rights the security role has to the function. The possible
access modes to a function are:

Security Status: *|HACTIUE

Change The security role can use the function in change mode.
Exclude The security role cannot use the function in any mode.
Use The security role can use the function in all modes.

View Only The security role can use the function in inquiry mode.
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Displaying a Role’s Function Access Rights

You can use the Function Access Rights panel to display each role and its current access rights to a function,

and to change the access rights for a role.

—————————
ction Access Rights 11 i i
(Pva2es Function ficcass Righ TB:11:53 Enter a 5 next to a function to display
SRR B LA seariy stowss et | the roles currently authorized to the
- ' — | function and their access rights. The
ptions . .
1=Select Access Rights  S=Authorized Roles Authorized Roles panel d|sp|ays_
Access
bpt Secured Function Rights
_ APPLICAT I ONS Appli Exclude
_ REPORTSHEHU Ports Menu Use
_ RPYEXECUTE Execute Replay Objects Use
_ Learn new Replay Objects Use
5 SECURITY Product Security Exclude
_ SYSTENCOMMAND System Command Line Use
. USERENROLLMENHT User Enrollment Change
_ WRERPYOB Hork with Replay Objects Use
Bottom
F3=zExit F21=5ystem Command

Enter option 1 next to a role to change
its access rights. The Function Access
Rights window displays.

RPYEZ1E

Function
Oescription

Start at Role

Authorized Roles 15:23: 84

SECURITY
Product Security

Options
1=Function Access

pt Role

Rights

Access

Description Rights

AOMIHISTRATOR
FRYROLLADOMIH
USER

Robot REFPLAY Administrator
Payrall Administrator
Robot 'REPLAY User

Change
Change
Uiew Only

Bottom

F21=5ystem Command

The name and description of each
role assigned to the function.

The access right currently assigned
to the role for the function.
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Assigning or Changing a Role’s Function Access Rights

You can use the Function Access Rights panel to assign or change a role’s access rights to a function. There
are four possible function access rights: change, use, exclude, and view-only, and not every function offers
all four options. When you change a role’s function access rights, the access rights for all users enrolled in
the role are changed.

Note: If Robot Replay role-based security is turned on, any changes that you make take effect immediately.
Otherwise, your changes take effect when you turn security on.

The role whose access
rights you are changing.

RPYBZE5 Function Access Rights 18:13: 86
Role . . . . : PAYROLLADMIH Security Status: *|HACTIUE
ODescription @ Payroll Administraotor

Options
1=5elect Access Rights =Authorized Roles

Access

Opt Secured Function Description Rights

. APPLICATIONS Application Codes Exclude

. REFORTSHERL Reports Menu Use

_ RPYERECUTE Execute Replay Objects Use

_ RFYSTRLRH Learn new Replay Objects Use

1~ SECURITY Frod

. <{STEMCOMMARD Syst4l RFYBZE6 Access Rights 15:23: 248

_ USERBHGOLLIENT User

_ WRKRPYOE Hark

Role. . . . . : PAYROLLACMIN
Description . : Paoyroll Administrator
Secured Object: SECURITY
Description . @ Product Security
Fi=Exit F21=5ysten Command Access Rights @ B B=zExclude
1=View only
2=zChange

Fi=Exit F12=Frevious F21=5ystem Command

Enter option 1 next to a function
and press Enter to change its
access rights. The Access Rights
window displays.

Enter the value for the access right you want to assign.
Press Enter to save your change, or press F3 to cancel it.

Note: Your changes take effect as soon as you press Enter
if role-based security is turned on. Otherwise, your changes
take effect when you turn security on.
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Assigning or Changing a Role’s Application Access Rights

You use Robot Replay applications to categorize and logically group your Replay objects. You can use
Robot Replay security to establish and maintain a security role’s access rights to a Robot Replay
application (and its Replay objects). There are three possible application access rights: change, exclude, and
view-only. When you change a role’s application access rights, the access rights for all users enrolled in the

role are changed.

Note: If Robot Replay security is turned on, any changes that you make take effect immediately. Otherwise,
your changes take effect when you turn security on.

ﬁ\r’@2ﬂ‘} Product Security Roles 15:25:3‘}\
Start at Role . Security Status: *|HACTIUE
Options
H i 1=5elect 2zRole Users 3=lo 4=Delete
Enter optlon 6 neXt to a securlty rOIe X S9=Function Access Rights 6=Ilp:!.llicntinn fccess Rights T=Rename
and press Enter to change its application .
ights. The Application Access ot HDHINIST:;;;H Robot REPLAY Hdminli]:f:::::mn
access rlg . . pp — E FPAYROLLADMIH Payroll Administrator
nghts panel dlsplays. _ UsER Robot ‘REPLAY User
Botton
Fi=Exit Fo=Add Role F21=5ystem Command
\. J

Application Access Rights

- PAYROLLROMIN

Oescription

: Payrol| Administrator

Start list with Application

Options

1=5elect Access Rights

Opt

Application

RPYB216
LT

*BLANK
BAOGERS
FTPAPPS
GATORS
GOOOMORH
PAYROLL

1T

Enter option 1 next
to an application and
press Enter to change
its access rights.

Fi=Exit

Represents 4
Hisconsin Bd
Replay objeq
Florida Gatd
Good Morning
Contains ths

F21=5ystem Command

Description .

Application . :
Description .

Access Rights @ 1

Fi=Exit

F12=Previous

13: 26 db

Security Status: *|HACTIUE

Access Rights 15:46: 58

. PAYROLLUSER
Access to Replay payroll objec

PAYROLL
Contains the Replay pagroll ob

A=Exclude
1=View only

2=Change

F21=5ystem Command

Bottom

When the Access Rights window displays, select the access level you want and
press Enter to save your changes (or press F3 to cancel the process). Press F3 to
return to the Application Access Rights panel.

Page 93



Robot Replay Security

Renaming Security Roles

You can rename any Robot Replay security role that you have created.

Note: You cannot rename the Administrator and User roles that are shipped with Robot Replay

frrva204 Product Security holes 14:85:43 )
Start at Role . Security Status: *|MACTIUE
Options

1=5elect 2=Role Users 3=Copy 4=Delete
9=Function Access Rights 6=Application Access Rights T=Renane

opt Role Description
__ ROMIMISTRATOR Robot, REFLAY Administrator
7 PAYROLLUSER Payrall Administrator

__ USER Robot ‘REPLAY User

Enter option 7 next to a /

security role and press
Enter to rename it.

Bottom
Fi=Exit Fo=Add Role F21=5ystem Command

\_ J

RPYBZBZ 18:51:32

Role Properties:
Hame . . . . . . : PAYROLLUSER
Oescription . . . : Poyroll Administrator

New name for Role . : PAYROLLADMIH

Fi=Exit F12=Pre F21=5ystem Command
Specify o new nafe and press Enter to rename the Role.

On the Role panel, enter the new name for the security role
and press Enter to save your changes (or press F3 to can-
cel the process). Press F12 to return to the Product Security
Roles panel when you are finished.

Page 94



Robot Replay Security

Testing Security Roles and Replay Objects

From the Product Security Menu, you can use option 2, Replay Object Execution Rights, to simulate role-
based security and test a user’s authority to execute Replay objects. During the process, if necessary, you

can assign users to roles, add new users, or delete users from roles.

RPY293 Product Security Menu 14:22:55

(SECUHITH‘ s e h
Select one of the following:

. 1. Product Security Roles
Use optlon 2 On the 2. Replay Object Execution Rights
Product Security Menu to , ,

. . 3. Product Security Settings
display the Replay Object
Execution Rights panel. ~—_

Selection’ 2_

Fi=Exit F21=5ystem Command

\_ J

Replay Object Execution Rights 11:43: 49
Test authority of wuser . . . : YUOHHE Security Status @ *|HACTIUE
Start list with Profile . :
Options
1=Details

Replay lser
Opt _ Dbhject Description Application _Profile

GOODOMHG R/SCHEDULE Good Morning Re  GOOOMORH BOG
MOMSYSUAL  Monitor sys walue chonges  MOHITOR BOE
PAYROLL Run poyroll reports PAYROLL BOB

Bottom
Fi=Ezxit F92%elect J F11=5imulate *ACTIVE F2\=5ystem Command
The application to which the Replay
;-:]ee CRU?:;I% ogfffnt: c;[hat object is assigned. A blank space
and their deyscriptions indicates the *BLANK application.
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Testing Security Roles and Replay Objects

The user profile whose
authority to Replay objects

you want to test. The user profile under which
the Replay objectfuns.

Repiay Object Execution Rights

Test authority of user . . . Y YUOHHE Security Status :
Start list with Profile . . .

Options
1=Details

Replay User
Object Description Application _Profile

GOOOMNG R/SCHEDULE Good Morning Re  GOODMORH BOB
MOMSYSUARL  Monitor sys value choanges  MOWITOR BOE
PARYROLL Run poyrall reports PAYROLL BOB

Bottom

Fi=Exit F9=5elect Search Fl11=5imulate *ACTIVE F21=5ystem Command

Press F9 to display the sort option window. You can select to
search the list by the following:

* Replay object
* Replay application
» User Profile

Note: If you sort the display by Replay application, the objects
assigned to the *“BLANK application display first.
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Testing Security Roles and Replay Objects

The Security Status field indicates the current security setting, either *INACTIVE
or *ACTIVE. If you press F11 to simulate role-based security mode, this field
changes to Simulated Status to indicate that the panel is simulating role-based
security.

Note: If you converted from Robot Replay version 2 to version 3 and have not
turned on role-based security, the security status displays will be *LEGACY
(instead of *INACTIVE). Until you activate role-based security, pressing F11
toggles the panel between *LEGACY and *ACTIVE.

Feplay Object Execution Rights 11:45:49

Test outhority of wser . . . @ NUOHHE Security Status @ *[HACTIUE
Start list with Profile . . .

Options
1=Details

Replay User

Object Description Application Profile
GOODOMHG RASCHEOULE Good Mornjng Re  GOODNORH BOB
MOMSYSUAL  Monitor sys walue ch MOH I TOR BOB
FAYROLL Run payroll reports FRYROLL BB

Bottom

Fi=Exit F9=5elect Search Fi1=5imulajy€ *=ACTIVE F21=5%ystem Command

The Can Run? field indicates whether the user profile specified
in the Test authority of user field has the authority to run the

Replay object:

*YES Indicates that they have the authority to run the object

*NO Indicates that they do not have the authority to run the
object
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Simulating Role-Based Security

F11 allows you to toggle between the current security mode and a simulation of role-based security
to preview a user’s ability to execute a Replay object when role-based security is active. The security
simulation always assumes that maximum security has been specified on the Product Security Settings

panel.

security being active. The

Status: *ACTIVE.

Press F11 to simulate role-based

Status field changes to Simulated

(rrv240 Replay Ubject Execution Rights 11:45:49 )
Test aquthority of user : YUOHHE Security Status @ *|NACTIUE
Start list with Profile . . .
Options
1=Details
Replay User
Opt _ Object Description Application Profile Can Run?
__ GOODMHG R/SCHEDULE Good Morning Re  GOODMORH BOB *#YES
__ NMOHSYSUAL  Monitor sys value changes  MOMITOR BOB *YES
__ PAYROLL Fun payroll reports PAYROLL EOB *YES
Security
]
Bottom
F3=zExit F9=S5elect Search F11=Sinulate *ACTIVE F21=5ystem Command

J

RPY248 Reploy Object Execution Rights

Test outhority of wuser . . . : YUOHHE

Start list with Profile
Options
1=Details

Replay
Opt Object Description

GOODMNMG R/SCHEDULE Good Morning Re
MOWSYSUARL  Moniter sys walue changes
PAYROLL Run payroll reports

Fi=Exit F9=5elect Search Fll1=Current

RApplication

GOODMORH
MaH 1 TOR
FRYROLL

Status

11:46:23

Simulated Status: *ACTILUE

User
Profile Can Run?

BOB *#M0
B0E *M0
B0E *M0

=5ystem Command

Press F11 again to return
the display to the current
Robot Replay security
mode.

The Can Run? field indicates whether the user profile
specified in the Test authority of user field has the authority
to run the Replay object.

Note: During a simulation, the Can Run? field reflects

maximum security. Because your security settings may be
different, the results when you actually attempt to execute
the Replay object may be different.
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B Security
Simulation
and Maximum
Security

B Simulation
Security
Settings

A Robot Replay simulation always uses the maximum possible security
settings from the Product Security Settings panel. The following table
describes the fields on the Product Security Settings panel and their effect
on role-based security.

Setting Value |Description

Use role-base security Y Turns on Robot Replay role-based
security. This setting must be Y for
security to be in effect.

Allow any user with N Prevents access to Replay objects by

* ALLOBJ authority that is users who have no Robot Replay

not a member of a Secured security role, but have IBM i

Role to act as if they were * ALLOBJ special authority

an ADMINISTRATOR

Enable checking of Y Checks the application access right

Application rights settings you have specified for the user
profile.

Note: These values are not the default values for the settings on the Product
Security Settings panel.

The value of *YES or *NO in the Can Run? field on the replay Object
Execution Rights panel is based on these settings. If you are using (or plan
to use) different settings, a security simulation may or may not be useful
to you. For example, if you plan to use security roles, but do not plan to
use application access rights in your security setup, you must ignore any
warnings related to application access rights during the simulation.

The Product Security Setting panel below shows the settings used during
a security simulation. For more information about specifying security
settings, see Turning Role-Based Security On and Off, later in this section.

——
CITRE Froduct Security Settings 15:82:08 \

Product Security Settings:

HOTE: Ensure that you have set up Secured Roles with Role Users attached
before turning on Role-based Security.

Use Role-based Security . . . . . . . . : % (¥=Yes, N=Mo)
Role-based Security Settings:

Allow any user with *ALLOEJ authority that
is not @ member of o Secured Role to act

as if they were an ADMINISTRATOR . . . . : H ({¥=Yes, N=Meo)
Enable checking of Application rights . : ¥ (¥=Yes, N=Meo)
F3=zExit F12=Previous F21=5ystem Command
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B Resolving
Access Issues
During a
Simulation

During a security simulation, there are three main reasons a user cannot
access a Replay object:

1. The user is not assigned to a security role

2. The user has a security role, but the role does not have the necessary
rights to the object

3. The Replay object is assigned to a Replay application that does not
have the necessary rights to the object.

The Replay Object Execution Rights Details panel indicates why a user
profile will not be able to run a Replay object when role-based security
is active and allows you to make changes to your security setup. The
following table indicates the various access failure issues that can occur
during a simulation, the actions you can take to correct an issue, and the
function keys available on the panel to perform the action.

Issue Corrective Action Function Key
The user is not Assign the user to a security [ F13=Assign
enrolled in a security | role that has sufficient access [ Role

role rights to the Replay object.

The user is enrolled Assign the security role to F14=Assign

in a security role that | the Replay application that Application
lacks application contains the Replay object (or | Rights

access rights to the assign the Replay object to a

Replay object different Replay application).

The user is enrolled in | Give the user’s security role | F15=Assign

a security role, that has | USE function access rights to | Function Rights
insufficient function the RPYEXECUTE function
access rights to the (Execute Replay Objects).
Replay object
Note: Robot Replay will give
this security access to
everyone currently assigned to
the security role.

Alternatively, you can assign
the user to a different security
role.
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Simulating Role-Base Security—Changing Access to Replay Objects

The Replay Object Execution Rights Details panel allows you to change a user’s security access to a Replay
object during a simulation. You can assign the user to a role, change the function access rights for a role, and

change the application access rights for a role.

fFryzan Replay Ubject Execution Rights 11:46:25 |

Enter optlon 1 neXt to a Replay ObJeCt to Test authority of user . . . ¢ YUOHHE Simulated Status: *ACTIUE
display details about the user’s ability to opeiome st with Profile - ————
execute the Replay object. The Replay 1=Details
Object Execution Rights Details panel Rep lay User

0 0 q Opt _ Object Description Application Profile Can Run?
displays information about the Replay ~] _ G00OMNG R/SCHEOULE Good Morning Re GOOOMORN  BOE N0

. . S1_ MOMSYSUAL Monitor sys value changes  MOMITOR BOE *HO

ObjeCt and the user profile. __ PAYROLL Run payroll reports PAYROLL BOE #H0

Bottom

F3=zExit F9=5elect Search Fli1=Current Status F21=5ystem Command

\ J

RPY241 Replay Object Execution Rights Details 11:47: 36

Replay Object Information:
Mame . . . . . . . . . . . : MOHSYSUAL
Oescription . . . . . . . : Monitor sys wvalue changes
Application . . . . . . . : HMOHMITOR
User profile . . . . . . . : BOB

Authority based on Security Settings:
Security Status . . . . . . . . . . . . : *ACTIVE (Simulated)
Allow any wser with *ALLOBJ authority thot
is not a member of a Secured Role to act
as if they were an AOMIMISTRATOR . . . : M
Enable checking of Application rights . @ Y%
User running Reploy Object . . . . . . . : YUOHHE <== Needs to howe Role

Fi=Exit F13=RAssign Role F21=5ystem Command

The user profile whose authority to
If the user profile being tested is not assigned the Replay object is being tested. The
to a security role, F13 displays, allowing you panel indicates why the user profile
to assign the user profile to a role (see Adding cannot execute the Replay object.
Users to Security Roles, earlier in this sec-
tion).
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Simulating Role-Base Security—Changing Access to Replay Objects

If the user is assigned to a security role, the Robot Replay simulation checks their application and function

access rights.

The Authority Information fields
indicate why the user profile cannot
execute the Replay object.

RPYZ2H

Replay Object \Anformation:

Hame . . . .. . . . . NOHSYSUAL
o Monitor sys walue chaonges
MO [ TOR

Oezcription
Application L.
User prafile . . . . . . . BOB

Authority based on \Security Settings:

Security Stotus

Replay Object Execution Rights Details

11:48:53

*ACTIUE (Simulated)

Al low any user witk *ALLOBJ outhority that
iz not a member of\a Secured Role to act

as if they were an \AOMIHISTRATOR

Enable checking of AjRplication rights

User running Replay O]
Role . o
Ruthority Information:
RPYERECUTE rights
Application rights .

Fi=Exit

F14gfssign application rights
F21=5ystem Conmand
Mot authorized to

©H
Y
YUOHHE
FAYROLLADMIH

Heeds Use rights

F13=Assign \function rights

tcured Function RPYEXECUTE.

If a user’s role needs application access
rights, F14 displays. You can use this func-
tion key to change the access rights for

all users in a security role (see Assigning
or Changing a Role’s Application Access
Rights, earlier in this section).

If a user’s role needs function access rights,
F15 displays. You can use this function key
to change the access rights for all users in
a security role (see Assigning or Changing
a Role’s Function Access Rights, earlier in
this section).
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Simulating Role-Base Security—Changing Access to Replay Objects

Feplay Object Execution Rights Oetails 12:27:18

Replay Object Information:
Mome . . . . . . . . . . . : NOHSYSUAL
Oescription . . . . . . . : MNonitor sys walue changes
Application . . . . . . . : NOMITOR
User profile . . . . . . . . EOB

Autherity based on Security Settings:
Security Status . . . . . . . . . . . . : *ACTIUE (Sinmulated)
Allow any wser with *ALLOBJ aquthority that
is not o member of o Secured Role to act
os if they were an AOMIMISTRATOR . . . @ H
Enable checking of Application rights . @ ¥
User running Replay Object . . . . . . . @ YUOHHE
Fole . . . . . . . . . .. FAYROLLADHM I H
Authority Information:
RPYERECUTE rights
Application rights

Fi=Exit F21=5ystem Command

When the user has the correct authorities to use the Replay
object, the Replay Object Execution Rights Details panel
indicates that the user is in a role and has the proper
authority to execute the Replay object. Press F3 to return to
the Replay Object Execution Rights panel.

ﬁPVNB Replay Object Execution Rights 12:29:52 \
Test authority of user . . . @ YUOHHE Simulated Status: *ACTIUE
Start list with Profile . . .
Options
1=Detail . . .
s The Replay Object Execution Rights panel
Repl u . . q q
opt l]:l;e:!tl Description fpplication Pr:?i.le Can Run? now |nd|CateS Wthh Replay ObJeCtS the
__ GOODMHG R/SCHEDULE Good Morning Re  GOODMORH BOB *#YES i A
__ NONSYSUAL  Monitor sys EEH,IEDEECII:SESE MOHITOR BOE *#YES // user prOfIIe haS the aUthorIty tO run.
__ PAYROLL Run payrall reports PARYROLL BOE *YES

Bottom

Fi=Exit F9=5elect Search Fl1=Current Status F21=5ystem Command

\ J
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Turning Role-Based Security On and Off

Use the Product Security Settings panel to turn Robot Replay role-based security on or off, specify whether
IBM 1 users with *ALLOBJ special authority that are not assigned to a Robot Replay security role can act
as a Robot Replay Administrator, and indicate whether Robot Replay should use the access rights and
relationships you have specified using your Robot Replay applications and roles.

(rrvz93 Product Security Nend 14:22:55 )
SECURITY

Select one of the following:
1. Product Security Roles

2. Replay Object Execution Rights

3. Product Security Settings

Use option 3 on the Product
Security Menu to display the
Product Security Settings panel. T

Selection: 3

Fi=Exit F21=5ystem Command

\_ J

RPYEZT1 Product Security Settings 12:24: 37

Product Security Settings:

NOTE: Ensure that you have set up Secured Roles with Role Users attached
before turning on Role-based Security.

Use Role-based Security o ¥ (Y=Yes, H=Ho)
Role-based Security Settings:

Allow any user with *ALLOEJ authority that

is not a member of a Secured Role to act

as if they were an AOMIHISTRATOR

Enable checking of Application rights

Fi=Exit F12=Previous F21=5ystem Command

Specify Y (yes) to turn on Robot Replay role-based security. When you
install Robot Replay, role-based security is off (the default value) and the
security mode is *INACTIVE.

Important: Before you turn security on, be certain that each enrolled
Robot Replay user has a defined security role. Otherwise, users may be
denied access to Robot Replay functions (such as the Product Security
Menu options) or data (such as Replay objects).
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The Role-based Security Settings allow you to specify whether IBM 1 users with *ALLOBJ special
authority that are not assigned to a Robot Replay security role can act as a Robot Replay Administrator.

Turning Role-Based Security On and Off

RPYBE211 Product Security Settings 12:24: 37

Product Security Settings:

HOTE: Ensure that you have set up Secured Roles with Role Users attached
before turning on Role=based Security.

Use Role-based Security 8 (v=Yes, H=Ho)

Role=based Security Settings:
Allow any user with #*ALLOBJ aquthority that
iz not o member of a Secured Role to act
as if they were an AOMINISTRATOR B (¥=Yes, H=Mo)

Enable checking of Application rights / : H (Y=Yes, H=Ho)

Fi=Exit F12=Previous F21=5ystem Command

You can specify the access rights to Robot Replay for users that are not defined to a Robot Replay
security role (see Access to Robot Replay) when you have role-based security turned on.

* If you have Robot Replay role-based security turned on and you specify Y (Yes), anyone with
*ALLOBJ special authority who is using Robot Replay and is not assigned to a Robot Replay
security role acts as a Robot Replay Administrator and can view, use, and maintain Replay objects.

» |f you have Robot Replay role-based security turned on and you specify N (No), a Robot Replay
user who is not assigned to a security role cannot view, use, or change a Replay object even if they
have *ALLOBJ special authority.

Note: When you simulate role-based security, the simulation uses a setting of N (No).
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Turning Role-Based Security On and Off

The Role-based Security Settings also allow you to specify whether Robot Replay should use the access
rights and relationships you have specified using your Robot Replay applications and roles.

RPYRZ11 Product Security Settings 12:24: 37

Product Security Settings:

NOTE: Ensure that you have set up Secured Roles with Role Users attached
before turning on Role-based Security.

lse Role—based Security Y (V¥=Ves, H=Ho)

Role=based Security Settings:
Allow any wser with *ALLOBJ outhority that
i= not a member of o Secured Role to oct
as if they were an AOMINISTRATOR : H (Y=Ves, H=Ho)

Enable checking of Application rights . : H (V¥=Ves, H=Ho)

Fi=Exit F12=Previous F21=5ystem Command

Indicate whether Robot Replay should use the access rights and relationships you have
specified using your Robot Replay applications and roles.

 If you specify Y (Yes), Robot Replay security controls access to your Robot Replay
functions and data based on the applications you created for your Replay objects and the
security relationships you created between those applications and your secured roles.

 If you specify N (No), Robot Replay ignores your application security settings. You can still
use function access control to prevent users from accessing the Work with Applications
menu option.

Note: When you simulate role-based security, the simulation uses a setting of Y (Yes).

Page 106



B Access to

Robot Replay

Robot Replay Security

When you turn Robot Replay role-based security on, Robot Replay
determines a user’s authority based on the following factors:

*  Whether the user is assigned to a Robot Replay security role.

» The setting for the Allow any user with *ALLOBJ authority
that is not a member of a Secured Role to act as if they were an
ADMINISTRATOR field on the System Setup Settings panel.

*  Whether the user has *ALLOBJ special authority.
Note: For user profiles with *ALLOBJ authority because of a group
profile, Robot Replay does not honor this authority unless role-

based security is on and the group profile has a security role in

Robot Replay

The following table describes the relationships between these factors:

User's IBMi [Assigned To Setting for Allow User’s Robot
Special Robot Replay |*ALLOBJ = Replay
Authority Security Role? | ADMINISTRATOR? | Authority
*ALLOBJ Yes N/A A

No Yes B

No C

Not Yes N/A A
*ALLOBJ No C
Legend

A The user’s authority is determined by the access rights and
privileges defined for the Robot Replay security role in which they

are enrolled.

B The user has Robot Replay Administrator authority.

C The user has no access to Robot Replay.
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B Planning Your The first part of setting up role-based security is to plan your Robot
Security Setup Replay security configuration. You must decide which Replay objects you

want to secure, which security roles and applications (if any) you need to

create, and how to group your security roles, objects, and applications.

To help with this process, use the following list of items as you
plan, create, organize, and secure your Replay objects to set up your Robot
Replay applications and role-based security:

e Ifyou need to use Replay applications to organize your Replay objects,
decide which Replay objects you need to organize into applications.
You must also determine whether you can group your Robot Replay
users into categories (such as Payroll or Sales), and assign security
access roles within these groups.

e Ifyou group your Replay objects by department or function, such as
Payroll or Sales, decide whether you need to secure these objects by
user, so that only Payroll users can access Payroll objects; Sales users
Sales objects, and so forth. As part of this process, decide which users
need change, learn, execute, or view access to which Replay objects,
and which users should have no access.

e You must assign Robot Replay users to security roles before you turn
on Robot Replay role-based security. If you turn on role-based security
without assigning users to roles, only users with *QSECOFR authority
can access Robot Replay.

e You must decide whether you want user profiles with *ALLOBJ
special authority that do not have an assigned security role in Robot
Replay to have the authority of Robot Replay Administrators.
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Quick Tour 3—Setting Up Roles and Specifying Function Access

The following Quick Tour shows how you set up Robot Replay security roles and secure them using
function access to Replay functions. This Quick Tour creates a new security role called PAYROLLADMIN
based on the Administrator role and defines its access to Robot Replay functions. This Quick Tour assumes
that you have created a group of Replay objects and enrolled the user profiles that will execute these

Replay objects.
(Rry20z Systen Setup fMenu 14:19:86 '\
SETUP
Select one of the following:
1. User Enrollment
2. Work with Applications
3. Product Security Menu
Selection: 3
F3=zExit F21=5ystem Command
m’\"293 Product Security Menu 14:22:55\
SECURITY
Select one of the following:
1. Product Security Roles
2. Reploy Object Execution Rights
3. Product Security Settings
Selection: 1
F3=Exit F21=5ystem Command
—————————
| (T Product Security Roles 14:84: 14 )
Start at Role . Security Status: *|NACTIUE
Opt ions
1=5elect 2zRole Users 3=Copy 4=lelete
9=Function RAccess Rights 6=Application fAccess Rights T=Rename
opt Role Description
3 AOMINISTRATOR Robot REPLAY Administrator
__ USER Robot REPLAY User
Bottom
F3=zExit Fo=Add Role F21=5ystem Command

Page 109

1.

From the Robot Replay Main Menu,
select option 2 to display the System
Setup Menu. Select option 3 to display
the Product Security Menu.

The Product Security Roles Menu
displays the security options. To create
new security roles, select option 1,
Product Security roles.

The Product Security Roles panel
displays the two security roles shipped
with Robot Replay—Administrator and
User. To create a new security role, enter
option 3 to copy the Administrator role.



Robot Replay Security

Quick Tour 3—Setting Up Roles and Specifying Function Access

( riPvazE2 Fole 11:46: 48 \
Role Properties:
Mame . . . . . . : PAYROLLADMIH
Description . . . : Poyroll Administrator
Fi=Exit F12=Previous F21=5ystem Command
fFrvaza+ Product Security Roles 14:88:54 '\
Start at Role . Security Status: *[HACTIUE
Options
1=5elect 2zRole Users 3=Copy 4=lelete
9=Function Access Rights 6=Application Access Rights T=Rename
Opt Role Descript ion
__ ROMIMISTRATOR Robot /REPLAY Administrator
2 PAYROLLAOMIH Payroll Administrator
__ USER Robot /REPLAY User
Bottom
F3=zExit Fo=fdd Role F21=5ystem Command
fFryazal Fole Users 14:54:13 )
Role . . : PAYROLLAOMIH Payroll Administrotor
Options
4=Remove
opt User Description
F3=zExit Fo=Add User F21=5ystem Command
\!? records exist to be displayed. A‘J
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4. On the Role panel, rename the security
role and enter a meaningful description.

Press Enter to save the role and F3 to
return to the previous panel.

5. The new role displays on the Product
Security Roles panel. Because you
copied this role from the Administrator
role, it contains the same rights
and privileges as a Robot Replay
Administrator. The next step is to assign
users to the new security role. Select the
new role with option 2.

6. The Role Users panel displays. Because
you just created the security role, there
are no users assigned to the role. To as-
sign users, press F6 to display the User
Profile Finder.
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Quick Tour 3—Setting Up Roles and Specifying Function Access

opt Role

(RPY3623 User Profile Finder 141887 |
Start at User Profile
Options (Select as many as you need)
1=5elect
Opt User Profile Description
_ BBUSER Hork Station User BEUSER
2 BODAVISON Bob
2 BEH Ben
_  BENPORTAL Ben
_  BILL
_  BILLE test of SECURITY in BATCH
_ BILLE1 test profile for Bill
_ BJOHHSON Brian
_ BLOFTES Bill
_  BLPDISAEBLE
_  BLPERP
_  BLPLIMITP
_ BLPHOERIST
Hore. ..
F3=zExit FizRefresh F21=5ystem Command
. J
ﬁ\r'9281 Role Users 14: ll:52\
Role . . : PAYROLLAOMIH FPayrol | Administrator
Opt ions
4=Remove
Opt User Description
_ BOAUISOH Bob
_ BEN Ben
Bottom
Fi=Exit Fo=Add User F21=5ystem Command
m"r'8284 Product Secur 15:19: 83 \
Start at Role . Security Status: *[HACTIUE
Options
1=5elect 2zRole Users 3=Copy 4=lelete

5zFunction fAccess Rights

b6=fApplication Rccess Rights T=Rename

Description

__ ROMINISTRATOR
5 PAYROLLADMIH
__ USER

F3=Exit

.

Fo=Add Role

Robot. REFLAY Administrotor
Payrall Administrator
Robot, REFLAY User

Bottom
F21=5ystem Command

J
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7. On the User Profile Finder, select one or
more users to assign to the security role.
Enter a 1 next to each user profile you
want to select. When you are finished,
press Enter to save your changes.

8. The Role Users panel displays the users
you selected. You can use option 4 to
remove one or more users, or F6 to add
other users.

When you are finished, press F3 to
return to the Product Security Roles
panel.

9. Now, you can view and change the
Robot Replay function access rights
assigned to this role. These include the
rights to Robot Replay menus and
Robot Replay commands.

Enter option 5 next to the security role
and press Enter.
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Quick Tour 3—Setting Up Roles and Specifying Function Access

fFPnzas

Description

Fole . . . . : PAYROLLADMIN
: Payroll Administrator

Function Access Rights

Security Status: *[NACTIUE

16:13:86 |

Options
1=5elect Access Rights S=futhorized Roles
Rccess
Opt Secured Function Description Rights
_ APPLICAT IONS Application Codes Exclude
_ REPORTSHEHU Reparts Menu Use
_ RPYEXECUTE Execute Reploy Objects Use
_ RPYSTRLRH Learn new Replaoy Objects Use
1 SECURITY Product Security Exclude
_ SYSTEMCONMAKD System Command Line Use
_ USEREMROLLMENT User Enrollment Change
_ WRERPYOEB Hork with Replay Objects Use
Bottom
F3=Exit F21=5ystem Command
(Frvazes Function A 18: 13: 86 )
Role . . . . : PAYROLLADMIN Security Status: *INACTIUE
Description : Pauro HBdmini gt
Options RPY@E286 s Rights 15:23: 28
1=5elect Access Righy
Opt _Secured Functid poje. . . . . : PAYROLLADNIN
_ APPLICATIOHS P . :
- REPORTSHENL Description . : Payraoll Administrator
RPYERECUTE
:: RPYSTRLRN Secured Object: SECURITY
1 SECURITY Description . @ Product Security
_ SYSTENCOMMARD
_ USERENROLLMENT Access Rights @ B B=Exelude
o WRKRPYOEJ 1=View only
2=Change
Fi=Exit F12=Previous F21=5ystem Command
Fi=Exit F21=System
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10. On the Function Access Rights panel,

11.

enter option 1 next to a function access
right you want to maintain and press
Enter.

Use the Access Rights window to
change the rights for the function you
selected. Press Enter to save your
changes, then press F3 to return to the
Product Security Roles panel.

Repeat this process until you have all of
your Robot Replay users assigned to
their correct security roles.



Robot Replay Security

Quick Tour 4—Specifying Application Access for Security Roles

The following Quick Tour shows an example of how you can specify application access for your security
roles to secure the Replay objects you have grouped in Replay applications. In essence, you are specifying
the Replay application (and its objects) that this role can access. This Quick Tour assumes that you have
created a group of Replay objects and grouped them in Replay applications.

m’%‘293 Product Security Menu 14:22:55\
SECURITY
Select one of the following:
1. Product Security Roles
2. Replay Object Execution Rights
3. Product Security Settings
Selection: 1_
Fi=Exit F21=5ystem Command
(FFvazad Froduct Security Roles 15:25:34 )
Start at Role . Security Status: *[HACTIUE
Options
1=5elect 2zRole Users 3=Copy 4=Delete
3=Function Access Rights G=fApplication Access Rights T=Rename
Opt Role Description
__ RDMIMISTRATOR Fobot 'REFLAY Administrator
6 PAYROLLADMIH Payroll Administrator
__ UsER Robot 'REPLAY User
Bottom
Fi=Exit Fo=Add Role F21=5ystem Command
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To set up your role-based security, select
option 2, from the Robot Replay Main
Menu to display the System Setup Menu.
Then, select option 3 to display the
Product Security Menu. On the Product
Security Menu, select option 1, Product
Security roles.

To assign Robot Replay application
access rights to a security role, enter
option 6 next to the security role and
press Enter to display the Application
Access Rights panel.



Robot Replay Security

Quick Tour 4—Specifying Application Access for Security Roles

f RPyB215 Application Access Rights 15: 28: 35 \
Fole . . . . : PAYROLLADMIN Security Status: *|HACTIUE
Description : Payroll Administrator
Start list with Application

Options
1=5elect Access Rights S=Ruthorized Roles
fccess
Opt Hpplication Description __Rights
_ *BLANK Represents the blank application code Change
__ GOODMORH Good Morning Reports Change
__ NMOMITOR Checking system activity Change
1 PAYROLL Replay payroll objects Change
Bottom
F3zExit F21=5ystem Command
\ J

/ rPva21S

Application Access Rights

15:26:35 '\

Role . . . . : PAYROLLAOMIH Security Status: *|NACTIVE

Description : Payroll Administrator

Start list with Application
Options
1=5elect Access Rights

S=fAuthorized Roles

fccess

__ *BLAHK Represent .
— GOODMORN  Good Mornfl FFYE21E 13: 46:58
__ NONITOR Checking
L FAYROLL Replay pal poe . PAYROLLUSER
Ozsecription . : Access to Replay payroll objec
Application : PRYROLL
Description . @ Contains the Replay pagroll ob
Access Rights @ 1 B=Exclude
1=liew only
2=Change om
Fi=Exit F21=5ystem Comm
\ Fi=Exit Fi12=Previous F21=5ystem Conmand J
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4.

You can assign or change access rights
to an application. Enter option 1 next
to the Robot Replay application you
want to maintain and press Enter.

Note: The *BLANK application
refers to a generic application that
Robot Replay uses if you do not
specify an application.

Use the Access Rights window to change
the access rights for the application

you selected. Press Enter to save your
changes and press F3 to return to the
Product Security Roles panel.

Repeat this process until you have
secured all of your Replay applications.



Robot Replay Security

Quick Tour 5—Testing and Activating Role-Based Security

The following Quick Tour describes how you can simulate role-based security to test the Replay object
access or your security roles. This process helps ensure that the correct user profiles can execute the correct
Replay objects when you activate role-based security. This Quick Tour also describes how to turn role-based
security on. This Quick Tour assumes that you have placed your Robot Replay users in security roles and
associated those roles with the appropriate Replay objects.

( rryzas Replay Object Execution Rights 11:45:43 )
Test authority of user . . . : YUOHHE Security Status @ *|NACTIUE
Start list with Profile . . .

Options
1=zDetails
Replay User
Opt _ Dbject Description Application Profile Can Run?
__ GODDMHG R#SCHEDULE Good Morning Re  GOODMORM BOB *YES
__ NMOHSYSUAL  Monitor sys value changes  MONITOR BOE *YES
__ PAYROLL Run payrol| reports PAYROLL EOB *YES
Bottonm
F3=zExit F9=5elect Search Fl1=Sinulate *ACTIVE F21=5ystem Command
(rrv240 Replay Ubject Exscution Rights 11:46:25 )
Test authority of user . . . : YUOHHE Simulated Status: *ACTIVE
Start list with Profile . . .
Options
1=Details
Replay User
Opt Object Description Application _Profile Can Run?
__ GOODMHG R/SCHEDULE Good Morning Re  GOODMORN BOB *H0
__ MOMSYSUAL  Monitor sys value changes  MOMITOR BOB *HO
__ PAYROLL Run payrol |l reports PAYROLL BOB *HO
Bottom
F3=zExit F9=5elect Search F11=Current Status F21=5ystem Command
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You can test the access rights of users
in your security roles to your Replay
objects. On the Product Security menu,
select option 2 to display the Replay
Object Execution Rights panel.

Enter the user profile you want to test in

the Test authority of user field. The panel
currently indicates which Replay objects
the user can run with role-based security
inactive.

Press F11 to simulate role-based security
being active. The Can Run? field now
indicates which of the Replay objects the
security role can run with role-based secu-
rity active.

Note: You can print this information by
selecting the Replay Object Execution
Rights report from the Robot Replay
Reports Menu.



Robot Replay Security

Quick Tour 5—Testing and Activating Role-Based Security

11:47: 36

Replay Object Information:

Mame . . . . . . . . . . . ¢ [MOHSYSUAL

Description . . . . . . . : MNMonitor sys value changes
Application . . . . . . . : MOMITOR

User profile . . . . . . . : BOB

Authority based on Security Settings:
Security Status . . . . . . . . . . . . *ACTIUE
Allow any user with *ALLOBJ authority thot
is not a member of a Secured Role to oct

(Simulated)

as if they were an ADMIMISTRATOR . . . @ H
Enable checking of Application rights . ¥
User running Reploy Object . . . . . . . : YUONHE <== Heeds to have Role
F3=Exit Fli=fssign Role F21=5ystem Command

\_ J

11:48:53

Replay Object E

ion Rights Details

Replay Object Information:

Hame . . . . . . . . . . . MOHSYSUAL

Description . . . . . . . : Monitor sys value changes
Application . . . . . . . : MOMITOR

User profile . . . . . . . : BOB

Authority based on Security Settings:

Security Status . . . . . . . . . . . . *ACTIVE (Simulated)
Allow any user with *ALLOGJ authority that
is not o member of a Secured Role to act
as if they were an AOMINISTRATOR . . . @ 'H
Enable checking of Application rights . @ Y
User running Replay Object . . . . . . . : YUOHHE
Role . . . . . . . . . . . . . . . . . : PAYROLLADMIN
Authority Information:
RPYEKECUTE rights . . . . : Heeds Use rights
Application rights . . . . : Heeds Change rights
F3=zExit Fl4=RAssign application rights F15=Assign function rights

F21=5ystem Command
unt authorized to Secured Function RPYEXECUTE.

&ETHRE

Product Security Settings

12:24:3?\

Product Security Settings:

HOTE: Ensure that you have set up Secured Roles with Role Users attached
before turning on Role—based Security.

Use Role-based Security . . . . . . . . : Y ({¥=Yes, H=Mo)
Role=based Security Settings:

Allow any user with *ALLOGJ authority that

is not o member of a Secured Role to act

as if they were an AOMINISTRATOR . . . . : H (¥=Yes, H=Ho)

Enable checking of Application rights . : H (¥=Yes, H=Ho)

F3=zExit F12=Previous F21=5ystem Command

\_ J
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For details about why a particular
user cannot run a Replay object, enter
option 1 next to the object on the
Replay Object Execution rights panel.
The Replay Object Execution Rights
Details panel indicates why the user
is not allowed to execute the Replay
object.

You can press F13 to assign the user to a
role, if necessary. Repeat Steps 1-3 until
you are satisfied that the correct users
have the proper access rights to your
Replay objects.

You also may need to assign application
and/or function access rights. From the
Replay Object Execution Rights Details
panel, press F14 to assign application
access rights and F1S5 to assign function
access rights, as necessary.

Repeat Steps 1-4 until you are satisfied
that the correct users have the proper
access rights to your Replay objects.

When you are satisfied with your Ro-
bot Replay security setup, the final step
is to activate role-based security.

Select option 3 from the

Robot Replay Security Menu to display
the Product Security Settings panel. Use
this panel to: activate role-based security;
to indicate whether Robot Replay should
honor *ALLOBJ special authority; and
to specify whether Robot Replay should
check the Replay application rights you
specified.
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B Introduction

B Report Overview

Robot Replay provides a number of reports that you can use to help track
and maintain your Replay objects, images, history, setup, and security, as
well as reserved command variable usage. For some reports you can
specify a date and time range. For others you can indicate a specific item
in a category, such as an object or image, or all items in the category. You
can use Robot Schedule to schedule your report printing.

The following is a brief overview of the Robot Replay reports:

Replay Object Setup Report
Lists one or more Replay objects and their setup details.

Replay Object Screen Print
Prints all of the screen images in a Replay object, or an individual image
that you specify.

Replay Object History Report

Prints jobs in tree-hierarchy indicating which job is the parent or child of
another job. This report provides a visual display of job execution history
and job relationships.

Replay Object List Report

A one-line-per-object list of Replay objects, their user profiles, and
their Replay applications. This report is useful for organizing Replay
applications when setting up security rights.

Variable Where Used Report
Lists the Robot Schedule reserved command variables that are used in
Robot Replay and where they are used.

Replay Object Variable Usage
Lists the Replay objects that use Robot Schedule reserved command
variables and pinpoints where the variables are used in each Replay object.

Product Security Setup Report
Lists security roles, their members, and their access rights to Robot Replay
functions and Robot Replay applications.

Replay Object Execution Rights

A printed version of Robot Replay security rights evaluation. This report
indicates whether Replay objects will execute when run by the selected
user profile.

Page 118



Reports

Submitting Reports

To enter your Robot Replay report specifications, and print or schedule reports, select option 3 from the
Robot Replay Main Menu to display the Robot Replay Reports panel.

Enter option 3 on the Robot
Replay Main Menu to display
the Robot Replay Reports
panel.

T

(RPVZ‘EJl

MAIN
RO3M31 201211

Robot REPLAY Main Menu 13:51:15“

Select one of the following:
1. Work with Replay Objects
2. System Setup Menu
3. Reports

4. Reserved Command Variable Usage

Selection: 3_

F3=Exit F21=8ystem Command

Use the Replay Object Setup
report to print object reports for
a specific Replay object or for all

objects (the default value).

The Replay Object Screen Print report lets you
specify a Replay object and a specific image
number or all images (the default value).

RPYZ295

Options
1=Submit Report

Opt Report to Run

Robot REPLAY Reports

13:53:11

2=8chedule on Robot SCHEDULE

Selection Criteria

Replay Object Setup Report

Replay Object Screen Print

Replay Object History Report Replay Object . : *ALL
Start Date/Time :
End Date/Time . :

Replay Object List Rgfiort

F3=Exit FA=Prompt

Replay Object . : *ALL

Replay Object . : *ALL
Application . . : *ALL
User Profile . : =*ALL
Order by

Foyh/e Replay Object History Report,
you can specify a Replay object or *All
(the default value) for all objects. You
also can specify a date and time range.

(Name, *fL)

Replay Dbject . : (Name)
Image Sequence : *ALL

{Number, *ALL)

(Name, *ALL)
*AVATL
*AVATL

{Name, *ALL)

{Name, *ALL)

(Name, *ALL)

: 1 (1=Replay Object)
(2=Appl, Replay Object)
{3=User, Replay Object)

More...

F21=System Command

For the Replay Object List Report, you can éQecify a
Replay object, its application, its user profile, or use
*All (the default value) for all objects, applications and
profiles. You can sort the report by object, application
and object, or user and object.
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Submitting Reports

The Replay Object Variable Usage report lists the Replay
objects that use Robot Schedule reserved command
variables and pinpoints where the variables are used in
each Replay object. You can specify a Replay object and
reserved command variable, or use *ALL (the default value)
for all Replay objects and variables.

/

RPYZ295 Robot REPLAY Reports

Options
1=Submit Report 2=Schedule on Robot SCHEDULE

14:11:20

Opt Report to Run Selection Criteria

Variable Where Used Report Variable
Replay Object .

Replay Object Variable Usage Replay Object .
Variable

Product Security Setup Report

Replay Object Execution RigWt Replay Object .
Application . .
User Profile
Run as user . .

:oxALL
:oxALL

: xALL
: xALL

: xALL

{None, *ALL)
ame, *ALL)

{Name, =*ALL)
(Name, =*ALL)

(*ALL)

: *ALL
: *ALL

: *ALL
: *REPLAYOBJ (*REPLAYOBJ)

Simulate *ACTIVE: N

F3=Exit FA=Prompdt FZ21=8ystem Command

The Product Security Setup report lists all of
the security roles, their members, and their
access rights to Robot Replay functions and
applications, that are defined in Robot Replay
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(Name, *ALL)
(Mame, *ALL)
{Name, *ALL)

{Y=Yes, N=No)

Bottom




Submitting Reports

The Replay Object Execution Rights report indicates
whether the Replay objects you specify will execute, with
or without role-based security on, by the user profile you
specify.

» Specify the name of the Replay object, the name of the
Replay application associated with the object, and the
user profile that will run the object. You can use *ALL
(the default value) for any of these options to specify all
objects, applications, or profiles.

Enter a 1 in the Opt field to submit
the report (you are prompted for

a print queue), or a 2 to schedule » Specify the user profile that will run the objects, or use
the report in Robot Schedule. REPLAYOBJ (the default value) for the user profile that
created the object.

RPY295 Robot REPLAY Reports 14:11:20

Options
1=Submit Report 2=5chedule on Robot SCHEDULE

Opt Report to Run Selection Criteria
__ Variable Where Used Report Variable . . . : *ALL (Name,
Replay Object . : *ALL (Name,

__ Replay Object Variable Usage Replay Object . : *ALL
Variable . . . : *ALL

_ Product Security Setup Report Role ; XALL

__ Replay Object Execution Right Replay Object . : *ALL *ALL)
Application . . : *ALL (Name, =*ALL)
User Profile . : *ALL (Name, *ALL)
Run as user . . : *REPLAYOBJ (*REPLAYOBJ)
Simulate *ACTIVE: N {Y=Yes, N=No)

Bottom
F3=Exit FA=Prompt F21=8ysten

Specify whether to simulate active role-based security.

* If you specify Y (Yes), the report identifies which of the secured objects you have
specified will run correctly based on the current security settings when role-based
security is active. You can use the report as a reference to help verify your Ro-bot
Replay security setup before you activate role-based security.

 |If you specify N (the default value), the report identifies which of the objects you
have specified will run correctly with the current security settings.
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Reserved Command
Variables

B Using Reserved
Command
Variables

Interactive applications often require you to enter dynamic values, such
as the system date and time, or a printer name, to run the application.
Robot Replay allows you to insert reserved command variables in your
Replay object to handle these values. When Robot Replay executes the
object, it uses the current value of the reserved command variable from
Robot Schedule to fill in the field dynamically and execute the
application.

Reserved command variables are embedded within the images in your
Replay objects. Using Robot Replay you can view details about a reserved
command variable, display a listing that shows the location of all the
reserved command variables in your Replay object images, edit an image
containing a reserved command variable, and globally replace a reserved
command variable with another reserved command variable.

Note: You can enter reserved command variables only while editing a
Replay image. If you enter a reserved command variable directly into

a data field while Robot Replay is learning your application panels, Robot
Replay treats the reserved command variable name as literal data.

For more information about reserved command variables, see the
Robot Schedule User Guide.
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Variables

Working with Reserved Command Variables

To work with the reserved command variables used in Replay objects, select option 4, Reserved Command
Variable Usage, from the Robot Replay Main Menu.

fﬁmm Robot REPLAY Main Menu 18:47:52 )

RB3NGE ASA212

Select one of the folloving:

Select option 4 to display the - Horlc with Rleplay Objects
Reserved Command Variable Z. Systen Setup fleny
Usage panel which lists all the 3. Reports
reserved command variables 4. Reserued Command Uariable Usage
currently being used in your \
Replay objects.
Selectioms 4_
Fi=Exit F21=5ystem Command
\ .

Specify a reserved
command variable to
start the display listing.

Aeserued Command Uariable Uszge 11:52:57

Replay Object
Image Sequence . . . . . *¥ALL
Start List at Uarioble
Options
1=5elect 2=lhere Used f=Replace

Uariable Description
EeCPF1G86  MNessage |0 System Ualue Change
ea0ATE Current Date {System Ualueld
Ee(ATHT Today's Oate minus 7 YMD

=@lATPT Todoy's Date plus 7 YHO
Ee0TSMT Todoy's Date — 7 System Format

Opt

Fi=Ezxit F21=5ystem Command

The Robot Replay panels that display reserved command
variables are not controlled by function access security. As
a result, any Robot Replay user can see which reserved
command variables are used in Robot Replay and where
they are used (see Robot Replay Role-Based Security,
earlier in this user guide).
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Variables

Working with Reserved Command Variables

You can display details about a reserved command variable from the Reserved Command Variable Usage
panel, including its name and description. For reserved command variables that call constants, the name of
the constant is displayed. For reserved command variables that call a program, the program that is called to
determine the value of the variable and any parameters that are passed to it are displayed. You also can use
this panel to display all of the Replay objects that use this variable. For more information about reserved
command variables, see the Robot Schedule User Guide.

( rrvzia Reserved Conmand Uariable Usoge 11:52:57
Replay Object . . . . @ #ALL
" " Image Sequence . . . . : *¥ALL
Select a variable by entering a 1 next Start List at Uarisble :
. Options
to it and press Enter. The Reserved 1=Select  2=lhers Used  7=Replace

Command Variable panel displays
information about the variable.

pt _Uariable Description
®=CPF1§A6 Message |0 System Ualue Change

I~

1

_ e@=DATE Current Date (System Ualue)
__ ==bATHT Today' s Date minus 7 ¥NO

_ @=0ATP7? Todug's Date plus 7 YHO

_ e=0TSH? Today's Date — 7 System Format

Bottom
F3=zExit F21=5ystem Command

\_ J

The name and description
of the variable.

RPY232 Reserved Command Uariable 11:54: 44

Reserved Command Uariable:
: @ECPF1866
Oescription : Message |0 System Ualue Change
Ualue . . . : CPF18A6

Fi=Exit F21=5%ystem Command

The constant value that is passed to the
reserved command variable program.
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Variables

Locating Reserved Command Variables

The Reserved Command Variable Where Used panel displays a list of all the Replay objects and their
images that contain a reserved command variable, including the specific location on the image where the

variable is displayed.

Enter a 2 next to a variable and press vz Teserved Command Uar1able Uosaas T1:55:85 "\
Enter to see a list of the images where Replay Objest . . .  *ALL
H H | 5 ... .1 *ALL
the variable is .used. The Reserved S ST
Command Variable Where Used panel Options
. . . =Select 2z=lhere Used T=Replace
displays the variable and lists the Replay ) o
. . . Opt Variable Description
ObJeCtS and |mageS that use It 2 ®eCPF1886  Message |0 System Ualue Change
__ ==0ATE Current Date {System Ualus)}
__ ==DATHT Today's Date minus 7 YD
_ @=0ATPY Todug's Date plus 7 YHD
__ eelTsHT Today's Date — 7 System Format

Bottom
F3=Exit F21=5ystem Command
\_ J
Command Uariable WHhere Used 12:83: 37
Reserved Command Uarioble : @=CPF1806 Message |10 System Ualue Change
Start List at Reploy Object:
Options
1=5elect 2=Nodify Image J=Preview Image
Replay
Opt Object Image Description
1 naoMsYSUAL 4 Panel 4
Fi=Exit F21=5ystem Command
Enter a 1 for more details about the The image number containing the reserved command

reserved command variable. variable, its description, and the row and column on
the image where the variable is displayed.
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Working with Images Containing Reserved Command Variables

The Reserved Command Variable Where Used panel lets you view and edit the images that contain reserved
command variables.

Enter a 2 to edit the Replay object (rrv23t Reserved Command Uariable Hhere Used 12:18:18 )
image and preSS Enter. The Change gfzi:ui?sfozTu;:DﬁJE:iEE::Ct; @=(PF1886 Message |0 System Ualue Change
Replay Image panel displays. You Options
can use this pane| to view the image 1=5elect 2zNodify Inage 5zPreview Inage
and make changes to it (see Editing a ~ o Rep lay nase Descrint fan b Lot
Replay Object’s Image, earlier in this 2 MaNsvSUAL 4 Panel 4 14 a7
user guide).
Bottom
F3zExit F21=5ystem Command
\. J

RPY211 Change Replay Image [9: 38: 43

Replay Object mame . . : MOHSYSUAL Monitor sys walue changes
Replay Image name . . . : HHHEBAHEAY
Dezcription . . . . . . : Panel 4

Fress FG to display the Replay Image. Becouse the image is not ottached to you
application, ony datg you key inte fields will not be walidated, nor will any
unspecified dota fields be defoulted. You must enter the dota exactly as it is
to be used during execution of your applicotion. You maoy specify o ROBOT war-
iable name, whose value will be determined at the time of execution, by

positioning the cursor in a field and pressing Fi.

While the image is displayed, the only valid keys are:
Enter Updates the imoge with your changes.
Fi=Exit Exits the image, discarding your changes.
F4=Praompt Allows a ROBOT wariable name ta be specified for a field.
F12=Previous Exits the image, sawing your changes.

Fé=Image F12=Previous
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Working with Images Containing Reserved Command Variables

12:88:37

Reserued Command Uariable Hhere Used

Reseruved Command Uariable : @=CPFI1GEG  Messoge |0 System Ualue Change
Start List at Replay Object:

Options

Enter a 5 to VIeW the 1=5elect 2zlodify Inage SzPrevieu Image

Replay objectimage. ~_ | i
Opt _ Object Image Description o
MONSYSUAL 4 Panel 4 1

5

=
e
I
tl

>
w
=

Bottom

F3=Exit F21=5ystem Command

\_ J

Display Log (DSPLOG)

Type choices, press Enter.

Additional Parameters

*MOME Hame, #*HOME

Hame

Jobs to display
' AEADAR-000000

User

Humber . e
+ for more values

*ALL

Messoge identifier . . . . . . . CPF1686 Hame
+ for more walues

Bottom
Fi=Exit F4=Prompt Fa=Refresh F12=Cancel F13=How Ny use this display

F24=Nore keys
—==2 The EMTER key was pressed.

The image displays with the
actual reserved command
variable values resolved.
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Replacing Reserved Command Variables

You can globally replace a reserved command variable with a different reserved command throughout all of
your Replay objects.

. . . RPY234 d Command Uariable Usage 11:58: 56
To replace a variable with a different ( ' . )
variable, enter a 7 next to the variable e e somes il
you want to replace and press Enter Dot oy 17t o Hanisble -
to dlsplay the Reserved Command 1=5elect 2zlhere Used T=Replace
Vanable panel \\ﬂpl Uariable Description
T e@CPF18E6  Message |10 System Ualue Change
__ e=0ATE Current Date {System Ualue)
__ e=lATHY Today's Date minus 7 YND
__ @aDATPT Todug's Date plus 7 YHD
_ eelTsHT Today's Date — 7 System Format

Bottom
F3=zExit F21=5ysten Command

\ J

Enter the name of the variable you want to use
as a replacement (or press F4 to display a finder
listing all the reserved command variables cur-
rently defined).

RPY232 [ 11:539: 45

Reserved Command Wariable:
Mame . . . . : =@CPF1E06
Oescription : Message |0 System Walue Change
Ualue . . . : CPF1386

Replace with Reserved Command Uariable:
Hame . . . . : ceze$il*7Y {(Fi=Pr
Description : Calculation for | RPY232B6
Program . . : ROBOTLIBARETE13
Parameter . : |-B@T You hauve chosen to replace all uses of
one variable with another wvariable.

Uariable . . . : @=CPF1§66
Replacement . : =ee@#H*7Y

Press Enter to replace or F3 to cancel.

Fi=Cancel F21=5%ystem Command

Fi=Exit Fé4=Prompt F21=5ystem
Press Enter to replace eeCPF1806 w

When you press Enter to replace the variable, a window displays
asking you to confirm your decision. Press Enter to continue with the
replacement; or press F3 to cancel the process.
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Quick Tour 6—Adding Reserved Command Variables to a Replay Object

This Quick Tour shows an example of how to add a reserved command variable to a Replay object. This
example uses panel 4 from the Replay object created earlier.

4 Display Log (DSPLOG) N\ 1. On Panel 4, substitute a reserved

Type choices, press Enter. command variable for the Message
Identifier field. To do so, position the
cursor in the Message Identifier field

Additional Parameters

Jobs to display . . . . 0 L L *HONE Hame, *HOHE ) . )
User ... — llane and press F4. A window displays with
Humber . . . . . . . . . . .. _ . .

+ for more values ___ fAPYZIS the Replay object name and the image
: Replay Object Hame . @ MOWSYSUAL
Message identifier . . . . . . . LCPF1 Reploy Image Sequence : 18 Sequence number'
+ for more values
ROBOT Uariable Mame . : #*HOMWE

Enter a ROBOT reserved variable
name agbowve, or press F4 to select
from a list of valid names.

F3=Cancel F12=Previous

FizExit Fé=Prompt F3=Refresh Fl12=
F24zHore keys

\ J

F4=Prompt

2. Press F4 to display the variable finder

RET320 . 16: 31: 83
and select the name of the reserved
Start at Reserved Uariable: command variable from the list.
I1=5elect 2=Test
. L After selecting the variable name, press
Opt _Uariable Description . |
_ eeessfls7Y  Calculation for 150 date F12 in the smaller window to return to
_ @a@C0NS0LE Console Mame :
1 ==CPF1§AE6 Message 10 System Ualue Change the Replay image.
_ ==0ARTE Current Date {System Ualuel)
_  e==lATNT Today's Date minus 7 YHO
_ @=0ATPT Today's Date plus 7 YHD
_  =e0ATYMO Today's Date in YND
_  ==0AYHO Doy number of month
Hore...
F3=Exit
4 Display Log (DSPLOG) ) 3. The Message Identifier field in the
Tupe choices, press Enter. Replay image is filled with multiple at
gt ol Paranet ens (@) symbols. These symbols represent
Jobs to display . . . . . L *HONE Hame, *HOHE a reserved Command Varlable tO ShOW
User . . . . . . . . . .. H
Nj:;ar ............ 833388—999999 _you ‘_Vhen a reserved Command Varlable
* for more values is being used. The reserved command
o — variable will resolve with the correct
Message identifier . . . . . . . EEEEEEE Hame, *ALL K
+ for more values value you run the Replay object.
Note: A reserved command variable can
Botton handle data fields up to 50 characters in
Fi=Exit F4=P t Fi=Ref h Fi2=C | F13=H t this displ
F24=;'I".e kegs romp efres ance ow 0 use 15 Isplay length.
C—> The EMTER key was pressed. J
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Appendix

B Robot Replay
Commands

Robot Replay offers a number of IBM i commands you can use to start
Robot Replay, learn Replay objects, execute Replay objects, and update
user enrollment passwords. You can use these commands in batch
programs and schedule them using Robot Schedule to further automate
your interactive processes.

RPY

RPYCHGUE

RPYENDLRN

RPYEXECUTE

RPYSTRLRN

Use the Start Robot Replay (RBTRPYLIB/RPY)
command to display a Robot Replay menu.

Use the Change User Enrollment Password
(RPYCHGUE) command to change the

user enrollment password for an enrolled

Robot Replay user to match their updated IBM 1
password.

Note: You can use this command to specify a
reserved command variable (*RBTVAR) if you
use reserved command variables to maintain IBM 1
passwords in your Replay objects.

Use the End Replay Learn (RPYENDLRN)
command to end the learn session for a Replay
object.

Use the Execute Replay Object (RPYEXECUTE)
command in a Submit Job (SBMJOB) command in
a batch file to execute a Replay object from batch
mode. The only parameter for the RPYEXECUTE
command is the Replay object’s name.

Use the Start Replay Learn (RPYSTRLRN)
command to start the learn session for a Replay
object.
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B Tips and
Techniques

The following is a list of tips, techniques, and items to keep in mind when
you use Robot Replay to work with other interactive software
applications, such as BPCS or MAPICS.

Working with QPADEVxxx Devices

It is important to keep messages from popping up unexpectedly during
your interactive device session (QPADEVxxx). Unexpected messages can
cause the Replay object to ail. We recommend using a user profile for the
interactive session whose message queue is set to *HOLD for delivery.

Working with Security

Many third-party software packages, such as MAPICS, BPCS, JBA,

and JDE, require user profiles to be enrolled in environments for access

to menus or other secured areas. If you decide to use Robot REPLAY’s
user profile, RBTREPLAY, instead of another profile, be sure to enroll
RBTREPLAY in the application environment and make sure it has enough
authority to run the specified job.

Working with Lists

When you are learning a Replay object and you are selecting from a list
of items in your third-party application, the item selected always must be
in the same position on the list. If the position of the item varies, use the
Start At field to position the item at the top of the list. If the name of the
item varies, use a reserved command variable in the Start At field (see
Using Reserved Command Variables, earlier in this user guide).

Working with MAPICS

Both MAPICS DB and XA have backup applications that Robot Replay
can learn. Depending on your MAPICS release level, the backup program
may run interactively or be submitted to batch, and Robot Replay

can handle either situation. You can use reserved command variables to
automate the process of returning the current system date and time to the
backup. The Robot Schedule job that executes the Replay object lets you
control exactly when the backup runs.
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Working with MACPAC

MACPAC has an application called Period End Process Request. This
application does a trial or demand request to a file and the request is put
on the job queue. For Robot Replay to learn the application, you must
submit the request to the job queue or no change will be made in the

request file. The request is put on hold on the job queue until another
MACPAC program releases the job.

Working with BPCS
You can make BPCS DTAARA changes for output and other job
specifications while you are learning the Replay object.
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B Working
with Robot
Schedule

Many third-party software packages require their batch jobs to be
submitted to single-threaded job queues. Think of the relationship between
Robot Schedule and the Replay object as a parent-child relationship. The
Robot Schedule job is the parent job; the job the Replay object submits is
the child job. For the following example, assume that you’ve learned a
Replay object and scheduled it to run using Robot Schedule.

1.

The Robot Schedule job, the parent job, waits to run like any other
Robot Schedule job. It controls the scheduled run time of the learned
Replay object, stays running (“R” status on the Job Schedule List)
until all images in the Replay object are executed, and waits until all of
the Robot Replay child jobs complete (optional).

Note: You can use the Wait for child jobs option on the Replay Object
Setup panel to specify whether Robot Schedule should wait for Robot
Replay child jobs to complete.

» If the Wait for child jobs value is set to N (No), the
Robot Schedule job receives the completion code after all the
images in the Replay object have been executed.
Note: Do not set this option to No if the job executing the Replay
object may cause one or more reactive jobs to run which should
not run until after the Replay object and all of its child jobs have
finished.

» If the Wait for child Jobs value is Y (Yes), the Robot Schedule job
receives the completion code after all the child jobs complete.

The Robot Schedule job is a command-type job that submits the
RPYEXECUTE command when it is time for the Replay object to
execute. This command triggers a virtual terminal (VT) session job in
an interactive subsystem that executes all of the images the Replay
object learned. An image may be an interactive process, or it may
submit one or more jobs to batch processing under the user profile
specified on Replay Object Setup panel.

Now there are at least two jobs running—the Robot Schedule job and
the Robot Replay VT job. There also can be one (or more) third-party
software batch jobs running. If your third-party software requires batch
jobs to be submitted to a single-threaded job queue, you must assign a
different job queue to the Robot Schedule parent job. You control the
job queue of the Robot Schedule job on the Robot Schedule Control
Options panel, or by creating

an environment for the application and using environment default
settings.

For more information, see Parent and Child Jobs, earlier in this user guide.
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